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ɸʥʥʦʪʘʮʠʷ 
ʅʘʩʪʦʷʱʠʡ ʜʦʢʫʤʝʥʪ ʷʚʣʷʝʪʩʷ ʈʫʢʦʚʦʜʩʪʚʦʤ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʇʨʦʛʨʘʤʤʥʦʛʦ ʩʨʝʜʩʪʚʘ ʘʥʘʣʠʟʘ ʟʘʱʠʱʝʥʥʦʩʪʠ ï RedCheck  (ʜʘʣʝʝ ï 

ʇʨʦʛʨʘʤʤʘ).  ɼʦʢʫʤʝʥʪ ʩʦʜʝʨʞʠʪ ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʫʩʪʘʥʦʚʢʝ ʠ ʧʝʨʚʠʯʥʳʤ ʥʘʩʪʨʦʡʢʘʤ ʜʣʷ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤʳ, ʘ ʪʘʢʞʝ ʦ ʚʦʟʤʦʞʥʦʩʪʷʭ 

ʠ ʬʫʥʢʮʠʷʭ ʧʨʦʛʨʘʤʤʳ, ʫʩʣʦʚʠʷʭ ʠ ʧʦʨʷʜʢʝ ʧʨʠʤʝʥʝʥʠʷ. 

ʋʩʣʦʚʥʳʝ ʦʙʦʟʥʘʯʝʥʠʷ 

ɺʘʞʥʘʷ ʠ ʜʦʧʦʣʥʠʪʝʣʴʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦʬʦʨʤʣʝʥʘ ʚ ʚʠʜʝ ʧʨʠʤʝʯʘʥʠʡ. ʉʪʝʧʝʥʴ ʚʘʞʥʦʩʪʠ ʩʦʜʝʨʞʘʱʠʭʩʷ ʚ ʥʠʭ ʩʚʝʜʝʥʠʡ ʦʪʦʙʨʘʞʘʶʪ 

ʧʠʢʪʦʛʨʘʤʤʳ ʥʘ ʧʦʣʷʭ. 

 - ʚʘʞʥʘʷ ʠʥʬʦʨʤʘʮʠʷ, ʢʦʪʦʨʫʶ ʥʝʦʙʭʦʜʠʤʦ ʧʨʠʥʷʪʴ ʚʦ ʚʥʠʤʘʥʠʝ 
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ɺʚʝʜʝʥʠʝ 

ɻʣʦʙʘʣʴʥʦʝ ʧʨʦʥʠʢʥʦʚʝʥʠʝ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ ʚʦ ʚʩʝ ʩʬʝʨʳ ʞʠʟʥʠ ʩʜʝʣʘʣʦ ʥʘʰ ʤʠʨ ʭʨʫʧʢʠʤ ʠ ʫʷʟʚʠʤʳʤ. ʊʳʩʷʯʠ 

ʢʠʣʦʤʝʪʨʦʚ, ʦʪʜʝʣʷʶʱʠʝ ʥʘʩ ʦʪ ʤʝʞʜʫʥʘʨʦʜʥʳʭ ʪʝʨʨʦʨʠʩʪʦʚ, ʩʧʝʮʩʣʫʞʙ ʥʝʜʨʫʞʝʩʪʚʝʥʥʳʭ ʛʦʩʫʜʘʨʩʪʚ ʠʣʠ ʢʨʠʤʠʥʘʣʴʥʳʭ ʛʨʫʧʧʠʨʦʚʦʢ, 

ʥʝ ʤʦʛʫʪ ʛʘʨʘʥʪʠʨʦʚʘʪʴ ʥʘʤ ʙʝʟʦʧʘʩʥʦʩʪʴ.    ʉʝʛʦʜʥʷ ʢʘʢ ʥʠʢʦʛʜʘ ʚʘʞʥʦ ʩʦʭʨʘʥʷʪʴ ʙʜʠʪʝʣʴʥʦʩʪʴ, ʠʤʝʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʫʧʨʘʚʣʷʪʴ ʨʠʩʢʘʤʠ, 

ʫʷʟʚʠʤʦʩʪʷʤʠ ʠ ʨʝʩʫʨʩʘʤʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ. ʂʘʢʦʚʘ ʙʳ ʥʠ ʙʳʣʘ ʢʚʘʣʠʬʠʢʘʮʠʷ ʩʦʪʨʫʜʥʠʢʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʦʥʠ ʫʞʝ ʥʝ ʩʧʦʩʦʙʥʳ 

ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ ʧʨʦʪʠʚʦʩʪʦʷʪʴ ʤʥʦʛʦʦʙʨʘʟʠʶ ʩʦʚʨʝʤʝʥʥʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʫʛʨʦʟ.  ʉʨʝʜʩʪʚʘ ʘʥʘʣʠʟʘ ʟʘʱʠʱʝʥʥʦʩʪʠ ʩʪʘʣʠ ʦʩʥʦʚʥʳʤ 

ʠʥʩʪʨʫʤʝʥʪʦʤ ʜʠʘʛʥʦʩʪʠʢʠ ʠ ʤʦʥʠʪʦʨʠʥʛʘ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ ʦʙʥʘʨʫʞʝʥʠʷ ʚʦʟʤʦʞʥʳʭ ʧʨʦʙʣʝʤ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʨʦʤʝ ʪʦʛʦ, ʦʥʠ 

ʧʦʟʚʦʣʷʶʪ ʦʧʝʨʘʪʠʚʥʦ ʦʮʝʥʠʚʘʪʴ ʠ ʫʩʪʨʘʥʷʪʴ ʫʷʟʚʠʤʦʩʪʠ. 

RedCheck  -  ʧʨʦʬʝʩʩʠʦʥʘʣʴʥʦʝ ʩʨʝʜʩʪʚʦ ʘʥʘʣʠʟʘ ʟʘʱʠʱʝʥʥʦʩʪʠ (ʩʢʘʥʝʨ ʙʝʟʦʧʘʩʥʦʩʪʠ), ʧʨʝʜʥʘʟʥʘʯʝʥʥʦʝ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ IT-

ʩʧʝʮʠʘʣʠʩʪʘʤʠ, ʩʣʫʞʙʘʤʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʘ ʪʘʢʞʝ ʦʨʛʘʥʘʤʠ ʧʦ ʘʪʪʝʩʪʘʮʠʠ ʦʙʲʝʢʪʦʚ ʠʥʬʦʨʤʘʪʠʟʘʮʠʠ. ʉʢʘʥʝʨ 

ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʛʦ ʠ/ʠʣʠ ʣʦʢʘʣʴʥʦʛʦ ʦʧʨʝʜʝʣʝʥʠʷ ʫʷʟʚʠʤʦʩʪʝʡ ʩʠʩʪʝʤʥʦʛʦ ʠ ʧʨʠʢʣʘʜʥʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, 

ʧʦʪʝʥʮʠʘʣʴʥʦ ʦʧʘʩʥʳʭ ʥʘʩʪʨʦʝʢ ʠ ʧʘʨʘʤʝʪʨʦʚ, ʢʦʥʪʨʦʣʷ ʩʦʦʪʚʝʪʩʪʚʠʷ ʪʨʝʙʦʚʘʥʠʷʤ ʧʦʣʠʪʠʢ ʠ ʩʪʘʥʜʘʨʪʦʚ, ʢʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ, 

ʠʥʚʝʥʪʘʨʠʟʘʮʠʠ ʦʙʦʨʫʜʦʚʘʥʠʷ ʠ ʧʨʦʛʨʘʤʤ, ʜʦʢʫʤʝʥʪʠʨʦʚʘʥʠʷ ʨʝʟʫʣʴʪʘʪʦʚ ʘʫʜʠʪʘ.  
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1 ʆʙʱʠʝ ʩʚʝʜʝʥʠʷ 

1.1 ʌʫʥʢʮʠʦʥʘʣʴʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ 

RedCheck ʷʚʣʷʝʪʩʷ ʧʨʦʛʨʘʤʤʥʳʤ ʩʨʝʜʩʪʚʦʤ ʘʥʘʣʠʟʘ ʟʘʱʠʱʝʥʥʦʩʪʠ ʦʪ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʜʦʩʪʫʧʘ, ʨʝʘʣʠʟʫʶʱʠʤ ʬʫʥʢʮʠʠ 

ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʦʛʦ ʦʙʥʘʨʫʞʝʥʠʷ ʫʷʟʚʠʤʦʩʪʝʡ ʚ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭ ʩ ʮʝʣʴʶ ʦʮʝʥʢʠ ʚʦʟʤʦʞʥʦʩʪʠ ʧʨʝʦʜʦʣʝʥʠʷ ʥʘʨʫʰʠʪʝʣʝʤ 

ʩʠʩʪʝʤʳ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʠ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʨʝʘʣʠʟʘʮʠʠ ʫʛʨʦʟ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʠ. 

ʆʙʣʘʩʪʴʶ ʧʨʠʤʝʥʝʥʠʷ ʧʨʦʛʨʘʤʤʳ ʷʚʣʷʶʪʩʷ ʚʝʜʦʤʩʪʚʝʥʥʳʝ ʠ ʢʦʨʧʦʨʘʪʠʚʥʳʝ ʚʳʯʠʩʣʠʪʝʣʴʥʳʝ ʩʝʪʠ, ʠ ʩʠʩʪʝʤʳ, ʦʙʨʘʙʘʪʳʚʘʶʱʠʝ ʢʘʢ 

ʦʪʢʨʳʪʫʶ, ʪʘʢ ʠ ʠʥʬʦʨʤʘʮʠʶ ʦʛʨʘʥʠʯʝʥʥʦʛʦ ʜʦʩʪʫʧʘ, ʥʝ ʩʦʜʝʨʞʘʱʫʶ ʛʦʩʫʜʘʨʩʪʚʝʥʥʫʶ ʪʘʡʥʫ.  

ʇʨʦʛʨʘʤʤʘ ʧʨʝʜʥʘʟʥʘʯʝʥʘ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘʤʠ ʚʳʯʠʩʣʠʪʝʣʴʥʳʭ ʩʝʪʝʡ ʠ ʩʧʝʮʠʘʣʠʩʪʘʤʠ ʩʣʫʞʙ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʵʪʘʧʘʭ ʚʥʝʜʨʝʥʠʷ ʠ ʵʢʩʧʣʫʘʪʘʮʠʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ, ʧʨʠ ʧʨʦʚʝʜʝʥʠʠ ʨʘʙʦʪ ʧʦ ʘʫʜʠʪʫ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʘ ʪʘʢʞʝ ʧʨʠ ʧʨʦʚʝʜʝʥʠʠ ʘʪʪʝʩʪʘʮʠʠ ʦʙʲʝʢʪʦʚ ʠʥʬʦʨʤʘʪʠʟʘʮʠʠ ʧʦ ʪʨʝʙʦʚʘʥʠʷʤ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʆʩʥʦʚʥʳʝ ʬʫʥʢʮʠʦʥʘʣʴʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʇʨʦʛʨʘʤʤʳ: 

- ʘʫʜʠʪ ʦʙʥʦʚʣʝʥʠʡ ʩʠʩʪʝʤʥʦʛʦ ʠ ʧʨʠʢʣʘʜʥʦʛʦ ʇʆ; 

- ʘʫʜʠʪ ʫʷʟʚʠʤʦʩʪʝʡ ʩʠʩʪʝʤʥʦʛʦ ʠ ʧʨʠʢʣʘʜʥʦʛʦ ʇʆ; 

- ʘʫʜʠʪ ʢʦʥʬʠʛʫʨʘʮʠʡ ʙʝʟʦʧʘʩʥʦʩʪʠ;  

- ʢʦʥʪʨʦʣʴ ʢʦʥʬʠʛʫʨʘʮʠʡ ʩʠʩʪʝʤʳ; 

- ʘʫʜʠʪ ʢʦʥʬʠʛʫʨʘʮʠʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʉʋɹɼ *; 

- ʘʫʜʠʪ ʩʝʨʚʝʨʦʚ ʧʨʠʣʦʞʝʥʠʡ (Web-ʩʝʨʚʝʨʦʚ); 

- ʘʫʜʠʪ ʟʘʱʠʱʝʥʥʦʩʪʠ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ (Cisco IOS, Huawei, ɹʫʣʘʪ, S-Terra); 

- ʘʫʜʠʪ ʟʘʱʠʱʝʥʥʦʩʪʠ (VMware ESXi Server ʠ VMware vCenter Server); 

- ʠʥʚʝʥʪʘʨʠʟʘʮʠʷ ʧʨʦʛʨʘʤʤʥʦʛʦ ʠ ʘʧʧʘʨʘʪʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ; 

- ʫʩʪʘʥʦʚʢʘ ʥʝʜʦʩʪʘʶʱʠʭ ʦʙʥʦʚʣʝʥʠʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʚ ʪʦʤ ʯʠʩʣʝ ʩʝʨʪʠʬʠʮʠʨʦʚʘʥʥʳʭ; 

- ʢʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʟʘʜʘʥʥʳʭ ʬʘʡʣʦʚ ʠ ʢʘʪʘʣʦʛʦʚ; 

- ʠʜʝʥʪʠʬʠʢʘʮʠʷ ʦʪʢʨʳʪʳʭ ʧʦʨʪʦʚ ʠ ʩʝʨʚʠʩʦʚ; 

- ʧʦʜʙʦʨ ʧʘʨʦʣʝʡ ʤʝʪʦʜʦʤ ʧʝʨʝʙʦʨʘ; 

- ʜʦʢʫʤʝʥʪʠʨʦʚʘʥʠʝ ʨʝʟʫʣʴʪʘʪʦʚ ʧʨʦʚʝʨʦʢ. 

ʉʝʨʪʠʬʠʮʠʨʦʚʘʥʥʘʷ ʥʘ ʩʦʦʪʚʝʪʩʪʚʠʝ ʪʨʝʙʦʚʘʥʠʷʤ ʙʝʟʦʧʘʩʥʦʩʪʠ (ʌʉʊʕʂ ʈʦʩʩʠʠ) ʚʝʨʩʠʷ RedCheck ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ ʩʦʩʪʘʚʝ ɸʉ 

ʜʦ ʢʣʘʩʩʘ ʟʘʱʠʱʝʥʥʦʩʪʠ 1ɻ ʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ (ʀʉʇɼʥ) ʠ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭ 

(ɻʀʉ) ʜʦ 1 ʢʣʘʩʩʘ (ʫʨʦʚʥʷ) ʟʘʱʠʱʝʥʥʦʩʪʠ ʚʢʣʶʯʠʪʝʣʴʥʦ. 

ʉ ʧʦʤʦʱʴʶ RedCheck ʤʦʛʫʪ ʙʳʪʴ ʨʝʘʣʠʟʦʚʘʥʳ ʤʝʨr ʟʘʱʠʪʳ ʩʦʛʣʘʩʥʦ çʊʨʝʙʦʚʘʥʠʷʤ ʦ ʟʘʱʠʪʝ ʠʥʬʦʨʤʘʮʠʠ, ʥʝ ʩʦʩʪʘʚʣʷʶʱʝʡ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʫʶ ʪʘʡʥʫ, ʩʦʜʝʨʞʘʱʝʡʩʷ ʚ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭè (ʫʪʚʝʨʞʜʸʥʥʳʤ ʧʨʠʢʘʟʦʤ ʌʉʊʕʂ ʈʦʩʩʠʠ ˉ 17 

ʦʪ 11.02.2013) ʠ çʉʦʩʪʘʚʫ ʠ ʩʦʜʝʨʞʘʥʠʶ ʦʨʛʘʥʠʟʘʮʠʦʥʥʳʭ ʠ ʪʝʭʥʠʯʝʩʢʠʭ ʤʝʨ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ ʧʨʠ 

ʠʭ ʦʙʨʘʙʦʪʢʝ ʚ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭè (ʫʪʚʝʨʞʜʸʥʥʳʤ ʧʨʠʢʘʟʦʤ ʌʉʊʕʂ ʈʦʩʩʠʠ ˉ 21 ʦʪ 18.02.2013): 

- ʋʧʨʘʚʣʝʥʠʝ ʫʩʪʘʥʦʚʢʦʡ (ʠʥʩʪʘʣʣʷʮʠʝʡ) ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʚ ʪʦʤ ʯʠʩʣʝ ʦʧʨʝʜʝʣʝʥʠʝ ʢʦʤʧʦʥʝʥʪʦʚ, 

ʧʦʜʣʝʞʘʱʠʭ ʫʩʪʘʥʦʚʢʝ, ʥʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʫʩʪʘʥʦʚʢʠ ʢʦʤʧʦʥʝʥʪʦʚ, ʢʦʥʪʨʦʣʴ ʟʘ ʫʩʪʘʥʦʚʢʦʡ ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʦʛʨʘʤʤʥʦʛʦ 

ʦʙʝʩʧʝʯʝʥʠʷ (ʆʇʉ.2); 

- ʉʙʦʨ, ʟʘʧʠʩʴ ʠ ʭʨʘʥʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʦʙʳʪʠʷʭ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʪʝʯʝʥʠʠ ʫʩʪʘʥʦʚʣʝʥʥʦʛʦ ʚʨʝʤʝʥʠ ʭʨʘʥʝʥʠʷ (ʈʉɹ.3); 

- ʄʦʥʠʪʦʨʠʥʛ (ʧʨʦʩʤʦʪʨ, ʘʥʘʣʠʟ) ʨʝʟʫʣʴʪʘʪʦʚ ʨʝʛʠʩʪʨʘʮʠʠ ʩʦʙʳʪʠʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʨʝʘʛʠʨʦʚʘʥʠʝ ʥʘ ʥʠʭ (ʈʉɹ.5); 

- ɺʳʷʚʣʝʥʠʝ, ʘʥʘʣʠʟ ʫʷʟʚʠʤʦʩʪʝʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʠ ʦʧʝʨʘʪʠʚʥʦʝ ʫʩʪʨʘʥʝʥʠʝ ʚʥʦʚʴ ʚʳʷʚʣʝʥʥʳʭ (ɸʅɿ.1); 

- ʂʦʥʪʨʦʣʴ ʫʩʪʘʥʦʚʢʠ ʦʙʥʦʚʣʝʥʠʡ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʚʢʣʶʯʘʷ ʦʙʥʦʚʣʝʥʠʝ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʩʨʝʜʩʪʚ 

ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ (ɸʅɿ.3); 

- ʂʦʥʪʨʦʣʴ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʠ, ʧʘʨʘʤʝʪʨʦʚ ʥʘʩʪʨʦʡʢʠ ʠ ʧʨʘʚʠʣʴʥʦʩʪʠ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʠ 

ʩʨʝʜʩʪʚ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ (ɸʅɿ.3); 

- ʂʦʥʪʨʦʣʴ ʩʦʩʪʘʚʘ ʪʝʭʥʠʯʝʩʢʠʭ ʩʨʝʜʩʪʚ, ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʠ ʩʨʝʜʩʪʚ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ (ɸʅɿ.4); 

- ʂʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʚʢʣʶʯʘʷ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʩʨʝʜʩʪʚ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ (ʆʎʃ.1); 

- ʋʧʨʘʚʣʝʥʠʝ       ʠʟʤʝʥʝʥʠʷʤʠ       ʢʦʥʬʠʛʫʨʘʮʠʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ   ʩʠʩʪʝʤʳ   ʠ   ʩʠʩʪʝʤʳ   ʟʘʱʠʪʳ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ 

(ʋʂʌ.2, ʪʦʣʴʢʦ ʜʣʷ ʀʉʇɼʥ); 
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- ɼʦʢʫʤʝʥʪʠʨʦʚʘʥʠʝ ʠʥʬʦʨʤʘʮʠʠ (ʜʘʥʥʳʭ) ʦʙ ʠʟʤʝʥʝʥʠʷʭ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʠ ʩʠʩʪʝʤʳ ʟʘʱʠʪʳ 

ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ (ʋʂʌ.4, ʪʦʣʴʢʦ ʜʣʷ ʀʉʇɼʥ). 

 

 

 

* - ʧʦʣʥʳʡ ʧʝʨʝʯʝʥʴ ʧʦʜʜʝʨʞʠʚʘʝʤʳʭ ʉʋɹɼ ʫʢʘʟʘʥ ʚ ʩʧʠʩʢʝ ʧʦʜʜʝʨʞʠʚʘʝʤʳʭ ʧʣʘʪʬʦʨʤ 
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1.2 ɸʨʭʠʪʝʢʪʫʨʘ ʩʢʘʥʝʨʘ 

ʇʨʦʛʨʘʤʤʘ ʫʩʣʦʚʥʦ ʤʦʞʝʪ ʙʳʪʴ ʧʨʝʜʩʪʘʚʣʝʥʘ ʢʘʢ 3-ʭ ʫʨʦʚʥʝʚʦʝ ʧʨʠʣʦʞʝʥʠʝ. 

1-ʳʡ ʫʨʦʚʝʥʴ ʨʘʟʚʝʨʥʫʪ ʥʘ ʜʦʚʝʨʝʥʥʦʡ ʯʘʩʪʠ ʠʥʪʝʨʥʝʪ-ʩʘʡʪʘ ʢʦʤʧʘʥʠʠ ɸʃʊʕʂʉ-ʉʆʌʊ ʠ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʨʝʧʦʟʠʪʦʨʠʡ OVALdb, 

ʩʦʜʝʨʞʘʱʠʡ ʠʥʬʦʨʤʘʮʠʦʥʥʳʡ ʢʦʥʪʝʥʪ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ Web-ʩʣʫʞʙʳ, ʧʦʟʚʦʣʷʶʱʠʝ ʩʠʥʭʨʦʥʠʟʠʨʦʚʘʪʴ ʥʝʦʙʭʦʜʠʤʫʶ ʠʥʬʦʨʤʘʮʠʶ 

ʣʦʢʘʣʴʥʦʡ ɹɼ RedCheck c OVALdb. ɿʜʝʩʴ ʞʝ ʨʘʩʧʦʣʦʞʝʥʳ ʩʨʝʜʩʪʚʘ ʘʢʪʠʚʘʮʠʠ ʠ ʫʯʝʪʘ ʜʝʡʩʪʚʫʶʱʠʭ ʣʠʮʝʥʟʠʡ. 

2-ʦʡ ʫʨʦʚʝʥʴ -  ʦʩʥʦʚʥʦʡ ʠʩʧʦʣʥʠʪʝʣʴʥʳʡ ʢʦʤʧʦʥʝʥʪ, ʚʢʣʶʯʘʶʱʠʡ: ʢʦʥʩʦʣʴ ʫʧʨʘʚʣʝʥʠʷ,  ʩʣʫʞʙʫ ʩʢʘʥʠʨʦʚʘʥʠʷ RedCheckSVR  ʠ ʩʣʫʞʙʫ 

ʩʠʥʭʨʦʥʠʟʘʮʠʠ RedCheckSyncSvr. ʈʘʟʚʦʨʘʯʠʚʘʝʪʩʷ ʥʘ ʩʝʨʚʝʨʝ ʢʦʤʧʘʥʠʠ ʠʣʠ ʇʕɺʄ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʙʝʟʦʧʘʩʥʦʩʪʠ. ɼʘʥʥʳʡ ʢʦʤʧʦʥʝʥʪ 

ʚʳʧʦʣʥʷʝʪ  ʦʩʥʦʚʥʳʝ ʬʫʥʢʮʠʠ RedCheck: ʩʢʘʥʠʨʦʚʘʥʠʝ, ʩʙʦʨ ʠ ʦʙʨʘʙʦʪʢʫ ʜʘʥʥʳʭ, ʩʠʥʭʨʦʥʠʟʘʮʠʶ (ʦʙʥʦʚʣʝʥʠʝ) ʢʦʥʪʝʥʪʘ,  ʛʝʥʝʨʘʮʠʶ 

ʦʪʯʝʪʦʚ. 

ʂ 3-ʤʫ ʫʨʦʚʥʶ ʦʪʥʦʩʠʪʩʷ  ʘʛʝʥʪ ʧʨʦʛʨʘʤʤʳ RedCheck (ʜʘʣʝʝ - ʘʛʝʥʪ RedCheck). ɸʛʝʥʪ RedCheck ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʥʘ ʩʢʘʥʠʨʫʝʤʦʤ ʭʦʩʪʝ 

ʠ ʨʝʘʣʠʟʫʝʪ ʬʫʥʢʮʠʠ ʩʣʫʞʙʳ ʩʢʘʥʠʨʦʚʘʥʠʷ RedCheckSVR. ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʘʛʝʥʪʘ RedCheck ʧʦʟʚʦʣʷʝʪ ʧʦʚʳʩʠʪʴ ʩʢʦʨʦʩʪʴ ʩʢʘʥʠʨʦʚʘʥʠʷ, 

ʩʥʠʟʠʪʴ ʥʘʛʨʫʟʢʫ ʥʘ ʩʝʪʴ (ʊʘʙʣʠʮʘ 1), ʘ ʪʘʢʞʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʤʠʥʠʤʘʣʴʥʳʝ ʧʦʣʥʦʤʦʯʠʷ, ʥʝʦʙʭʦʜʠʤʳʝ ʧʨʠ ʘʚʪʦʨʠʟʘʮʠʠ ʥʘ ʩʢʘʥʠʨʫʝʤʦʤ 

ʭʦʩʪʝ. 

ʊʘʙʣʠʮʘ 1. ʉʨʝʜʥʷʷ ʥʘʛʨʫʟʢʘ ʥʘ ʩʝʪʴ ʧʨʠ ʩʢʘʥʠʨʦʚʘʥʠʠ ʦʜʥʦʛʦ ʫʟʣʘ.  

  ˿ͨͦͫͦ͋· κ ͭͪ͊ͤͫͨͦͪͭ· ͙͍͙ͫ͊ͤͪͦ͊ͤ͟Ύ  

ˢ͎͔ͤͭ Remote Engine (WinRM) WMI SSH 

˿ͦͪͦͫͭ͟Έ ͔͔ͨͪ͒͊;͙ ͒͊ͤͤ·ͻΣ ˴͙͋ͭκͫ 121 637 10 200 160 

˿ͯͣͣ͊ͪͤ·͚ ͦ͋Ά͔ͣ ͭͪ͊ͺ͙͊͟ ͤ͊ ͔ͯ͘͡Σ ˴ˣ 32 000 16 800 434 000 5 000 

˿͔͔͔ͪ͒ͤ ͍͔ͪͣΎ ͙͍͙ͫ͊ͤͪͦ͊ͤ͟Ύ1Σ ͙ͣͤ  2,40 2,20 15,00 2,20 

 
1 ȴɓɏɅɌɅɗɊɐɍ ɔɕɍɇɊɉɊɒɠ ɉɐɤ ɕɊɋɍɑɅ èȥɘɉɍɗ ɘɤɌɇɍɑɓɖɗɍ, ɔɓɐɒɓɊ ɖɏɅɒɍɕɓɇɅɒɍɊé, ɉɅɒɒɠɎ ɕɊɋɍɑ ɤɇɐɤɊɗɖɤ ɒɅɍɆɓɐɊɊ ɕɊɖɘɕɖɓ-

Ɋɑɏɍɑ. 

 

 ʅʘʯʠʥʘʷ ʩ RedCheck ʚʝʨʩʠʠ 1.4, ʘʛʝʥʪ ʪʨʝʙʫʝʪʩʷ ʪʦʣʴʢʦ ʜʣʷ ʧʨʦʚʝʨʦʢ  Windows ʩʠʩʪʝʤ, ʉʋɹɼ ʠ  ʥʘʣʦʞʝʥʥʳʭ ʩʨʝʜʩʪʚ ʟʘʱʠʪʳ. 

ɼʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ Linux/Solaris/Unix ʩʠʩʪʝʤ ʠʩʧʦʣʴʟʫʝʪʩʷ ʙʝʟʘʛʝʥʪʩʢʦʝ ʩʢʘʥʠʨʦʚʘʥʠʝ (agentless). ɸʫʜʠʪ ʦʙʥʦʚʣʝʥʠʡ, ʘʫʜʠʪ ʫʷʟʚʠʤʦʩʪʝʡ 

ʠ ʠʥʚʝʥʪʘʨʠʟʘʮʠʷ ʆʉ ʩʝʤʝʡʩʪʚʘ Microsoft Windows ʤʦʛʫʪ ʙʳʪʴ ʨʝʘʣʠʟʦʚʘʥʳ ʠ ʙʝʟ ʫʩʪʘʥʦʚʢʠ ʘʛʝʥʪʘ RedCheck ʥʘ ʩʢʘʥʠʨʫʝʤʳʡ ʭʦʩʪ.  

 ʅʘʯʠʥʘʷ ʩ RedCheck ʚʝʨʩʠʠ 1.6.2 ʧʦʷʚʠʣʘʩʴ ʧʦʜʜʝʨʞʢʘ ʥʦʚʦʛʦ ʩʧʦʩʦʙʘ ʧʦʣʫʯʝʥʠʷ ʜʘʥʥʳʭ ʜʣʷ Windows ï Remote Engine. ʅʘ 

ʪʝʢʫʱʠʡ ʤʦʤʝʥʪ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʠʤ ʤʦʞʥʦ ʜʣʷ ʩʣʝʜʫʶʱʠʭ ʪʠʧʦʚ ʟʘʜʘʥʠʡ ï ɸʫʜʠʪ ʫʷʟʚʠʤʦʩʪʝʡ, ɸʫʜʠʪ ʦʙʥʦʚʣʝʥʠʡ, ɸʫʜʠʪ 

ʢʦʥʬʠʛʫʨʘʮʠʡ. 

 ɺ ʩʣʫʯʘʝ ʩʢʘʥʠʨʦʚʘʥʠʷ ʙʝʟ ʘʛʝʥʪʘ ʪʨʝʙʫʝʪʩʷ ʥʘʩʪʨʦʠʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʜʦʩʪʫʧ ʢ ʮʝʣʝʚʦʤʫ ʭʦʩʪʫ. ʇʦʜʨʦʙʥʝʝ ʦ ʥʘʩʪʨʦʡʢʝ 

ʧʨʠʚʝʜʝʥʦ ʚ ʧ.0. 

http://www.ovaldbru.altx-soft.ru/
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1.3 SCAP ʠ ʨʝʧʦʟʠʪʦʨʠʡ OVALdb  ʢʦʤʧʘʥʠʠ ɸʃʊʕʂʉ-ʉʆʌʊ 

RedCheck ʨʘʙʦʪʘʝʪ ʩ ʫʥʠʬʠʮʠʨʦʚʘʥʥʳʤ SCAP-ʢʦʥʪʝʥʪʦʤ ʙʝʟʦʧʘʩʥʦʩʪʠ (ʦʙʥʦʚʣʝʥʠʷ, ʫʷʟʚʠʤʦʩʪʠ, ʢʦʥʬʠʛʫʨʘʮʠʠ, ʧʦʣʠʪʠʢʠ 

ʙʝʟʦʧʘʩʥʦʩʪʠ), ʧʦʣʫʯʘʝʤʳʤ ʠʟ ʦʪʢʨʳʪʦʛʦ ʨʝʧʦʟʠʪʦʨʠʷ OVALdb ʢʦʤʧʘʥʠʠ ɸʃʊʕʂʉ-ʉʆʌʊ. ʅʘ ʩʝʛʦʜʥʷʰʥʠʡ ʜʝʥʴ ʨʝʧʦʟʠʪʦʨʠʡ ʩʦʜʝʨʞʠʪ 

ʙʦʣʝʝ 100 000 ʧʨʦʚʝʨʦʢ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʚʝʨʠʬʠʮʠʨʦʚʘʥʥʳʭ ʢʦʤʧʘʥʠʝʡ ɸʃʊʕʂʉ-ʉʆʌʊ ʜʣʷ ʨʘʟʣʠʯʥʳʭ ʧʨʦʛʨʘʤʤʥʳʭ ʠ ʘʧʧʘʨʘʪʥʦ-

ʧʨʦʛʨʘʤʤʥʳʭ ʧʣʘʪʬʦʨʤ, ʧʦʣʫʯʝʥʥʳʭ ʠʟ ʘʚʪʦʨʠʪʝʪʥʳʭ ʵʢʩʧʝʨʪʥʳʭ ʨʦʩʩʠʡʩʢʠʭ ʠ ʟʘʨʫʙʝʞʥʳʭ ʠʩʪʦʯʥʠʢʦʚ. 

Security Content Automation Protocol (SCAP, ʧʨʦʪʦʢʦʣ ʘʚʪʦʤʘʪʠʟʘʮʠʠ ʫʧʨʘʚʣʝʥʠʷ ʢʦʥʪʝʥʪʦʤ ʙʝʟʦʧʘʩʥʦʩʪʠ) ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʨʷʜ ʦʪʢʨʳʪʳʭ 

ʩʪʘʥʜʘʨʪʦʚ, ʧʦʜʜʝʨʞʠʚʘʝʤʳʭ ʤʝʞʜʫʥʘʨʦʜʥʳʤ ʩʦʦʙʱʝʩʪʚʦʤ ʧʨʦʬʝʩʩʠʦʥʘʣʦʚ ʚ ʦʙʣʘʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. ɸʢʪʫʘʣʴʥʘʷ 

ʚʝʨʩʠʷ (ʚʝʨʩʠʷ 1.2) SCAP ʩʦʩʪʦʠʪ ʠʟ ʦʜʠʥʥʘʜʮʘʪʠ ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʦʪʦʢʦʣʘ ʚ ʧʷʪʠ ʢʘʪʝʛʦʨʠʷʭ: 

 ̒ ͘·͙͟Φ ̒͘·͙͟ SCAP ͙ͫͭ͊ͤ͒͊ͪͭͯ͘Όͭ ͍͙ͫͦ͊ͪ͡ ͙ ͍·͔͙ͪ͊͗ͤΎΣ ͙ͦͨͫ·͍͊Ό΅͙͔ ͙͙ͨͦͭͯ͟͡ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘Σ ͔ͣͻ͙͊ͤͣ͘· ͦͤͭͪͦ͟͡Ύ ͙ 

͔ͪͯ͘͡Έͭ͊ͭ· ͦͼ͔͙ͤ͟Φ {/!t ͍͟͡Ό;͔͊ͭ ͍ ͔ͫ͋ΎΣ ͍ ͭͦͣ ;͙͔ͫ͡Σ ͫ ͔͒ͯ͡Ό΅͙͔ ͔ͦͣͨͦͤͤͭ͟·Υ  

- ˾͊ͫ΄͙ͪΎ͔ͣ·͚ ͺͦͪͣ͊ͭ ͙͙ͦͨͫ͊ͤΎ ͦͤͭͪͦ͟͡Έ͎ͤͦͦ ͙ͫͨͫ͊͟ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͚ (XCCDF, The Extensible Configu-

ration Checklist Description Format); 

- ˻ͭͪ͟·ͭ·͚ Ύ͘·͟ ͙͙ͦͨͫ͊ͤΎ ͯΎ͍͙͔͚ͣͦͫͭ͘  ͙͍͔͔͙ͨͪͦ͒ͤΎ ͦͼ͔ͤͦ͟ (OVALϯΣ Open vulnerability and assess-

ment language);  

- ˻ͭͪ͟·ͭ·͚ ͙͔͙͍ͤͭͪ͊ͭͤ͟·͚ Ύ͘·͟ ͙͙ͦͨͫ͊ͤΎ ͦͤͭͪͦ͟͡Έ͎ͤͦͦ ͙ͫͨͫ͊͟ όh/L[ϰΣ hǇŜƴ ŎƘŜŎƪƭƛǎǘ ƛƴǘŜǊŀŎǘƛǾŜ 

language).  

̅ͦͪͣ͊ͭ ͦͭ;͔͍ͭͦΦ ̅ͦͪͣ͊ͭ· ͦͭ;͔ͭ͊ SCAP ͔͍ͨͪ͒ͫͭ͊͡ΎΌͭ ͔ͤͦ͋ͻ͙ͦ͒ͣ·͔ ͦͤͫͭͪͯ͟͟ͼ͙͙ ͒͡Ύ ͍·͔͙ͪ͊͗ͤΎ ͚ͫͦ͋ͪ͊ͤͤͦ ͙ͤͺͦͪͣ͊π

ͼ͙͙ ͍ ͙͙͍ͫͭ͊ͤ͒͊ͪͭͪͦ͊ͤͤ͘·ͻ ͺͦͪͣ͊ͭ͊ͻΦ  

˽͔͔ͪ;͙ͤΦ ˽͔͔ͪ;͙ͤ SCAP ͔͔ͦͨͪ͒͡ΎΌͭ ͙͍ͫͭ͊ͤ͒͊ͪͭͦ͊ͤͤ͘·͔ ͔ͫͨͼ͙ͺ͙͊͟ͼ͙͙Σ ͦͺ͙ͼ͙͊͡Έͤ·͔ ͔͔ͨͪ;͙ͤ ό͍͙ͫͦ͊ͪ͡ύΣ ͍·͔ͪ͊͗ͤͤ·͔ 

ͫ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤͣ͘ Ή͙ͭͻ ͔ͫͨͼ͙ͺ͙͊͟ͼ͙͚Φ {/!t ͍͟͡Ό;͔͊ͭ ͍ ͔ͫ͋Ύ ͔ͫ͒ͯ͡Ό΅͙͔ ͔͔ͨͪ;͙ͤΥ 

- ˻͋΅͙͚ ͨ ͔͔ͪ;͔ͤΈ ͨ ͊ͭ͡ͺͦͪͣ (CPE, Common platform enumeration);  

- ˻͋΅͙͚ ͨ ͔͔ͪ;͔ͤΈ ͟ ͦͤͺ͙͎ͯͪ͊ͼ͙͚ (CCE, Common configuration enumeration);  

- ˻͋΅͙͚ ͔͔ͨͪ;͔ͤΈ ͯΎ͍͙͔͚ͣͦͫͭ͘ ͙ ͙͍ͪͫͦ͟ όCVE, Common vulnerabilities and exposures); 

- ˻͋΅͙͚ ͨ ͔͔ͪ;͔ͤΈ ͫ ͔͚͊͋ͦͫͭ͡ (CWE, Common Weakness Enumeration). 

¶ ˮ͔͔͙͔ͣͪͤ͘ ͙ ͦͼ͔ͤ͊͟ ͙͔ͫͫͭͣΦ ˤ SCAP Ήͭͦ ͍·͔ͪ͊͗͊ͭͫΎ ͍ ͦͼ͔͔ͤ͟ ͔͔͔ͦͨͪ͒ͤͤ͡·ͻ ͔͔͚ͦͫͦ͋ͤͤͦͫͭ ͯΎ͍͙͙ͣͦͫͭ͘ ό͙ͤ͊ͨͪπ

͔ͣͪΣ ͫ͊͋͡·ͻ ͔ͣͫͭ ͎͎ͨͪͦͪ͊ͣͣͤͦͦ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͙ ͔ͨͪͦ͋ͣ͡ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ύ ͙ ͔͔͔͙͙ͦͨͪ͒ͤ͡ ͦ͟π

͙͡;͔͍͔͎ͫͭͤͤͦͦ ͤ͊͘;͔͙ͤΎ ͍͙͡Ύ͙ͤΎ ͯΎ͍͙͙ͣͦͫͭ͘ ό͔͙͙ͣͭͪ͟ύΦ ˸͔͙͙ͭͪ͟ SCAP ͍ ͔͙ͭͪͣͤ͊ͻ ͙͔ͫͫͭͣͤ·ͻ ͔ͭͻ͙ͤ;͔͙ͫ͟ͻ 

͔͍͙͚ͭͪ͋ͦ͊ͤ ͙ͦͨͫ·͍͊ΌͭͫΎ ˻͋΅͔͚ ͙͔͚ͫͫͭͣͦ ͦͼ͔͙ͤ͟ ͯΎ͍͙͙ͣͦͫͭ͘ όCVSS, Common vulnerability scoring systemύ ͙ 

˻͋΅͔͚ ͙͔͚ͫͫͭͣͦ ͦͼ͔͙ͤ͟ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͙ όCCSS, Common configuration scoring system). 

͔̇ͦͫͭͤͦͫͭ͡ΈΦ ˿͔ͨͼ͙ͺ͙͊͟ͼ͙Ύ ͼ͔͙ͦͫͭͤͦͫͭ͡ SCAP ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤ͊ ͒͡Ύ ͔͔ͦ͋ͫͨ;͔͙ͤΎ ͼ͔͙ͦͫͭͤͦͫͭ͡ ͙ͤͺͦͪͣ͊ͼ͙͎ͦͤͤͦͦ SCAP-

͔ͦͤͭͤͭ͊͟ ͙ ͨͦͯ͡;͔ͤͤ·ͻ ͫ ͨͦͣͦ΅ΈΌ ͔͎ͤͦ ͔ͪͯ͘͡Έ͍ͭ͊ͭͦΦ ˸͔ͦ͒͡Έ ͍͔͙͒ͦͪΎ ͒͡Ύ ͒͊ͤͤ·ͻ ͦ͋ ͍͙͊ͭͦͣ͊ͭ͊͘ͼ͙͙ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ 

(TMSAD, Trust Model for Security Automation Dataύ Ύ͍͡Ύ͔ͭͫΎ ͔ͫͨͼ͙ͺ͙͊͟ͼ͙͔͚ ͼ͔͙ͦͫͭͤͦͫͭ͡ SCAP. 

SCAP ʧʨʠʟʚʘʥ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʪʴ ʧʨʦʮʝʩʩ ʫʧʨʘʚʣʝʥʠʷ ʢʦʥʬʠʛʫʨʘʮʠʷʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʫʥʠʬʠʮʠʨʦʚʘʪʴ ʬʦʨʤʘʪʳ ʧʨʝʜʩʪʘʚʣʝʥʠʷ ʠ 

ʩʧʝʮʠʬʠʢʘʮʠʠ ʫʷʟʚʠʤʦʩʪʝʡ, ʩʪʘʥʜʘʨʪʠʟʦʚʘʪʴ ʩʧʦʩʦʙʳ ʠʭ ʚʳʷʚʣʝʥʠʷ, ʘ ʪʘʢʞʝ ʦʙʝʩʧʝʯʠʪʴ ʠʥʬʦʨʤʘʮʠʦʥʥʳʡ ʦʙʤʝʥ ʤʝʞʜʫ 

ʧʨʦʠʟʚʦʜʠʪʝʣʷʤʠ ʠ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʩʨʝʜʩʪʚ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ. 

ʉʪʘʪʫʩ SCAP ʢʘʢ ʤʝʞʜʫʥʘʨʦʜʥʦʛʦ ʧʨʦʝʢʪʘ ʦʙʝʩʧʝʯʠʚʘʝʪ ʫʯʘʩʪʠʝ ʚ ʥʝʤ ʰʠʨʦʢʦʛʦ ʢʨʫʛʘ ʩʧʝʮʠʘʣʠʩʪʦʚ ʚ ʦʙʣʘʩʪʠ ʀɹ. ʇʨʦʪʦʢʦʣ 

ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʚʝʜʫʱʠʤʠ ʤʠʨʦʚʳʤʠ ʚʝʥʜʦʨʘʤʠ ʠ ʨʝʛʫʣʷʪʦʨʘʤʠ, ʪʘʢʠʤʠ ʢʘʢ Microsoft, Cisco, Symantec, Red Hat, Debian, HP, SUSE, NIST 

ʠ ʜʨ. 

ʂʦʤʧʘʥʠʷ ɸʃʊʕʂʉ-ʉʆʌʊ ʪʘʢʞʝ ʧʨʠʩʦʝʜʠʥʠʣʘʩʴ ʢ ʩʦʦʙʱʝʩʪʚʫ ʠ ʧʦʣʫʯʠʣʘ ʦʬʠʮʠʘʣʴʥʳʡ ʩʪʘʪʫʩ OVAL Adopter. ɸʃʊʕʂʉ-ʉʆʌʊ 

ʧʝʨʚʦʡ ʚ ʈʦʩʩʠʠ ʩʦʟʜʘʣʘ ʠ ʧʦʜʜʝʨʞʠʚʘʝʪ ʨʝʧʦʟʠʪʦʨʠʡ ʦʧʨʝʜʝʣʝʥʠʡ ʥʘ ʷʟʳʢʝ OVAL, ʚ ʢʦʪʦʨʦʤ ʩʠʩʪʝʤʘʪʠʟʠʨʦʚʘʥ ʠʥʬʦʨʤʘʮʠʦʥʥʳʡ 

ʢʦʥʪʝʥʪ ʙʝʟʦʧʘʩʥʦʩʪʠ (SCAP-ʢʦʥʪʝʥʪ) ʜʣʷ ʥʘʠʙʦʣʝʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʭ ʚ ʈʦʩʩʠʠ ʧʨʦʛʨʘʤʤʥʳʭ ʠ ʘʧʧʘʨʘʪʥʦ-ʧʨʦʛʨʘʤʤʥʳʭ ʩʨʝʜʩʪʚ. 

ʂʦʤʧʘʥʠʷ ʘʢʪʠʚʥʦ ʨʘʙʦʪʘʝʪ ʥʘʜ ʩʦʟʜʘʥʠʝʤ ʠ ʧʫʙʣʠʢʘʮʠʝʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ SCAP-ʢʦʥʪʝʥʪʘ ʥʝ ʪʦʣʴʢʦ ʜʣʷ ʠʟʚʝʩʪʥʳʭ ʧʨʦʜʫʢʪʦʚ 

ʠʥʦʩʪʨʘʥʥʦʛʦ ʧʨʦʠʟʚʦʜʩʪʚʘ, ʥʦ ʠ ʜʣʷ ʦʪʝʯʝʩʪʚʝʥʥʳʭ ʩʨʝʜʩʪʚ ʟʘʱʠʪʳ. ʈʝʩʫʨʩ ʠʤʝʝʪ ʩʪʘʪʫʩ Definition Repository ʚ ʧʨʦʛʨʘʤʤʝ OVAL 

Adoption. ʊʘʢʞʝ, ʧʨʦʜʫʢʪ RedCheck ʢʦʤʧʘʥʠʠ ɸʃʊʕʂʉ-ʉʆʌʊ ʠʤʝʝʪ ʩʪʘʪʫʩ CVE compatible. 

 ɸʃʊʕʂʉ-ʉʆʌʊ ʠʤʝʝʪ ʩʪʘʪʫʩ Top Contributor ʠ ʚʭʦʜʠʪ ʚ ʪʨʦʡʢʫ ʣʠʜʠʨʫʶʱʠʭ ʦʨʛʘʥʠʟʘʮʠʡ, ʩʜʝʣʘʚʰʠʭ ʥʘʠʙʦʣʴʰʠʡ ʚʢʣʘʜ ʚ ʨʘʟʚʠʪʠʝ 

ʧʨʦʪʦʢʦʣʘ SCAP ʠ, ʚ ʯʘʩʪʥʦʩʪʠ, OVAL.  

ʀʩʧʦʣʴʟʫʝʤʳʡ ʚ ʩʢʘʥʝʨʝ RedCheck ʠʥʪʝʨʧʨʝʪʘʪʦʨ ʧʦʜʜʝʨʞʠʚʘʝʪ ʧʦʩʣʝʜʥʶʶ ʥʘ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʚʝʨʩʠʶ ʷʟʳʢʘ 5.11.1. RedCheck ʩ 

ʨʝʘʣʠʟʦʚʘʥʥʳʤʠ OVAL ʠ XCCDF ʠʥʪʝʨʧʨʝʪʘʪʦʨʘʤʠ ʜʘʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʨʘʙʦʪʳ ʩ ʧʨʦʠʟʚʦʣʴʥʳʤ SCAP-ʢʦʥʪʝʥʪʦʤ ʜʣʷ ʦʮʝʥʢʠ ʩʦʩʪʦʷʥʠʷ 

ʟʘʱʠʱʝʥʥʦʩʪʠ ʧʦʪʝʥʮʠʘʣʴʥʦ ʣʶʙʳʭ ʧʨʦʛʨʘʤʤʥʳʭ ʠ ʘʧʧʘʨʘʪʥʦ-ʧʨʦʛʨʘʤʤʥʳʭ ʧʨʦʜʫʢʪʦʚ. 

Web-ʨʝʩʫʨʩ ɸʃʊʕʂʉ-ʉʆʌʊ, ʧʦʩʚʷʱʝʥʥʳʡ OVAL, ʠ ʨʝʰʝʥʠʷ, ʧʦʩʪʨʦʝʥʥʳʝ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʧʨʦʪʦʢʦʣʘ SCAP, ʧʦʟʚʦʣʷʶʪ ʰʠʨʦʢʦʤʫ 

ʢʨʫʛʫ ʩʧʝʮʠʘʣʠʩʪʦʚ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʦʧʳʪʦʤ ʠ ʟʥʘʥʠʷʤʠ ʥʝ ʪʦʣʴʢʦ ʥʘʰʝʡ ʢʦʤʧʘʥʠʠ, ʥʦ ʠ ʚʩʝʛʦ SCAP-

ʩʦʦʙʱʝʩʪʚʘ. 

http://www.ovaldbru.altx-soft.ru/
http://scap.nist.gov/
http://scap.nist.gov/specifications/xccdf
http://scap.nist.gov/specifications/xccdf
http://oval.mitre.org/
http://oval.mitre.org/
http://scap.nist.gov/specifications/ocil/
http://scap.nist.gov/specifications/ocil/
http://cpe.mitre.org/
http://cce.mitre.org/
http://cve.mitre.org/
http://cwe.mitre.org/
http://www.first.org/cvss
http://csrc.nist.gov/publications/nistir/ir7502/nistir-7502_CCSS.pdf
http://scap.nist.gov/specifications/tmsad/
http://oval.mitre.org/adoption/participants.html
http://ovaldb.altx-soft.ru/
http://oval.mitre.org/repository/about/other_repositories.html
http://www.redcheck.ru/
http://cve.mitre.org/compatible/compatible.html
http://oval.mitre.org/repository/awards.html
http://oval.mitre.org/repository/data/OvalStatistics.stats
http://www.ovaldbru.altx-soft.ru/Definitions.aspx
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1.4 ʃʠʮʝʥʟʠʨʦʚʘʥʠʝ ʧʨʦʛʨʘʤʤʳ 

ʇʨʦʛʨʘʤʤʘ ʣʠʮʝʥʟʠʨʫʝʪʩʷ ʧʦ ʢʦʣʠʯʝʩʪʚʫ ʩʢʘʥʠʨʫʝʤʳʭ ʭʦʩʪʦʚ ʠʣʠ ʧʦ ʢʦʣʠʯʝʩʪʚʫ ʠʥʩʪʘʣʣʷʮʠʡ, ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʨʝʜʘʢʮʠʠ ʧʨʦʛʨʘʤʤʳ 

(ʧʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʢʘʞʜʦʡ ʨʝʜʘʢʮʠʠ ʧʨʠʚʝʜʝʥʘ ʚ ʊʘʙʣʠʮʘ 2). 

ʃʠʮʝʥʟʠʷ ʥʘ ʧʨʦʛʨʘʤʤʫ ʩʨʦʯʥʘʷ, ʧʦ ʫʤʦʣʯʘʥʠʶ ʩʨʦʢ ʣʠʮʝʥʟʠʠ ʩʦʩʪʘʚʣʷʝʪ ï 1 ʛʦʜ. ɺ ʧʦʩʣʝʜʫʶʱʝʤ, ʧʦ ʟʘʧʨʦʩʫ ʣʠʮʝʥʟʠʷ ʤʦʞʝʪ ʙʳʪʴ 

ʧʨʦʜʣʝʥʘ. ɺ ʪʝʯʝʥʠʝ ʜʝʡʩʪʚʠʷ ʣʠʮʝʥʟʠʠ, ʧʦʣʴʟʦʚʘʪʝʣʶ ʧʨʝʜʦʩʪʘʚʣʷʝʪʩʷ ʪʝʭʥʠʯʝʩʢʘʷ ʧʦʜʜʝʨʞʢʘ, ʦʙʥʦʚʣʝʥʠʝ ʢʦʥʪʝʥʪʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ 

ʧʨʦʛʨʘʤʤʳ ʜʘʥʥʦʡ ʚʝʨʩʠʠ. 

ʇʨʠ ʠʥʩʪʘʣʣʷʮʠʠ ʧʨʦʛʨʘʤʤʳ ʥʝʦʙʭʦʜʠʤʦ ʚʚʝʩʪʠ 32-ʨʘʟʨʷʜʥʳʡ ʣʠʮʝʥʟʠʦʥʥʳʡ ʢʣʶʯ ʜʣʷ ʘʢʪʠʚʘʮʠʠ, ʫʢʘʟʘʥʥʳʡ ʥʘ ʬʠʨʤʝʥʥʦʤ ʙʣʘʥʢʝ 

ʣʠʮʝʥʟʠʠ RedCheck. ʇʦʩʣʝ ʘʢʪʠʚʘʮʠʠ ʣʠʮʝʥʟʠʠ,  ʙʫʜʝʪ  ʜʦʩʪʫʧʝʥ ʬʫʥʢʮʠʦʥʘʣ ʧʨʦʛʨʘʤʤʳ ʩʦʛʣʘʩʥʦ ʚʳʙʨʘʥʥʦʡ ʨʝʜʘʢʮʠʠ. 

ɽʩʣʠ ʧʦ ʢʘʢʠʤ-ʣʠʙʦ ʧʨʠʯʠʥʘʤ ʥʝʦʙʭʦʜʠʤʦ ʧʝʨʝʥʝʩʪʠ ʢʦʥʩʦʣʴ ʫʧʨʘʚʣʝʥʠʷ ʥʘ ʜʨʫʛʦʡ ʢʦʤʧʴʶʪʝʨ, ʢʣʶʯ ʘʢʪʠʚʘʮʠʠ  ʤʦʞʝʪ ʦʢʘʟʘʪʴʩʷ 

ʥʝʜʝʡʩʪʚʠʪʝʣʴʥʳʤ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ, ʥʝʦʙʭʦʜʠʤʦ ʩʚʷʟʘʪʴʩʷ ʩʦ ʩʣʫʞʙʦʡ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʧʦ ʧʦʚʪʦʨʥʦʡ 

ʘʢʪʠʚʘʮʠʠ ʣʠʮʝʥʟʠʠ.  

ʇʨʠ ʧʨʠʦʙʨʝʪʝʥʠʠ ʣʠʮʝʥʟʠʠ ʥʘ ʜʦʧʦʣʥʠʪʝʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʩʢʘʥʠʨʫʝʤʳʭ ʭʦʩʪʦʚ ʧʦʩʣʝ ʦʯʝʨʝʜʥʦʡ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʢʦʥʪʝʥʪʘ ʧʨʦʠʟʦʡʜʝʪ 

ʘʚʪʦʤʘʪʠʯʝʩʢʦʝ ʜʦʙʘʚʣʝʥʠʝ ʜʦʩʪʫʧʥʳʭ ʜʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ ʭʦʩʪʦʚ. 

ɼʣʷ ʤʦʜʫʣ ̫çɸʫʜʠʪ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʝʨʚʝʨʦʚ ʧʨʠʣʦʞʝʥʠʡè ʪʨʝʙʫʝʪʩʷ ʦʪʜʝʣʴʥʘʷ  ʣʠʮʝʥʟʠʷ. ʄʦʜʫʣʴ ʣʠʮʝʥʟʠʨʫʝʪʩʷ ʧʦ ʢʦʣʠʯʝʩʪʚʫ  IP-

ʘʜʨʝʩʦʚ, ʥʘ ʢʦʪʦʨʳʭ ʫʩʪʘʥʦʚʣʝʥʳ ʩʝʚʝʨʘ ʧʨʠʣʦʞʝʥʠʡ (Web-ʩʝʨʚʝʨʘ).   ʀʤʝʶʪʩʷ ʦʛʨʘʥʠʯʝʥʠʷ, ʥʘ ʦʜʥʦʤ ʪʘʢʦʤ  IP-ʘʜʨʝʩʝ ʤʦʞʝʪ 

ʩʢʘʥʠʨʦʚʘʪʴʩʷ  ʥʝ ʙʦʣʝʝ ʜʚʫʭ ʩʝʨʚʝʨʦʚ (ʜʚʫʭ DNS ʠʤʝʥ).  

ʄʦʜʫʣ ɹçɸʫʜʠʪ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʝʨʚʝʨʦʚ ʧʨʠʣʦʞʝʥʠʡè ʥʝ ʜʦʩʪʫʧʝʥ ʜʣʷ ʨʝʜʘʢʮʠʠ Base. 

ʊʘʙʣʠʮʘ 2. ʃʠʮʝʥʟʠʨʦʚʘʥʠʝ ʧʨʦʛʨʘʤʤʳ. 

͔́ͻ͙ͤ;͔͙͔ͫ͟ ͍͙ͦͣͦ͗ͤͦͫͭ͘ 
RedCheck Base 

RedCheck Professional,  

wŜŘ/ƘŜŎƪ tǊƻŦŜǎǎƛƻƴŀƭ ͒͡Ύ 

͔͙ͫͪͭͺ͙ͼ͙͍ͪͦ͊ͤͤ·ͻ ͍͔͙͚ͪͫ ai-

crosoft 

RedCheck Enter-

prise 

˶͙ͼ͔͙͍͙͔ͤͪͦ͊ͤ͘ ͨͦ Lt ͨͦ Lt ͨͦ ͙ͤͫͭ͊͡͡Ύͼ͙Ύͣ 

ˢͪͻ͙͔ͭͭͯͪ͊͟ ͙ ͣ͊ͫ΄͙͍͙͔ͭ͊͋ͪͦ͊ͤ 

ˤͦͣͦ͗ͤͦͫͭ͘Έ ͨͦ͒͟͡Ό;͔͙ͤΎ ͙͔͒ͦͨͦͤͭ͡͡Έͤ·ͻ 

͔͚ͣͦ͒ͯ͡ όͫͯ͗͋͡ύ ͙͍͙ͫ͊ͤͪͦ͊ͤ͟Ύ 
- - + 

˸͎ͤͦͦͨͦͭͦ;͔ͤͦ ͙͍͙͔ͫ͊ͤͪͦ͊ͤ͟ ²ƛƴŘƻǿǎ-

͙͔ͫͫͭͣ 
- + + 

˾͙ͦ͡ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ + + + 

͍͔͙͔̂ͨͪ͊ͤ͡ ͨͦ͒;͙͔ͤͤͤ·͙ͣ Ή͔ͣͨ͘͟͡Ύ͙ͪ͊ͣ 

͔ͫ͊ͤͪ͊͟ 
- - + 

ˤͦͣͦ͗ͤͦͫͭ͘Έ ͍·ͫͭͯͨ͊ͭΈ ͍ ͊͟;͔͍͔ͫͭ ͍ͯͨͪ͊͡Ύ͔π

͎ͣͦͦ Ή͔ͣͨ͘͟͡Ύͪ͊ 
- + + 

˴͙ͦͤͫͦ͒͊͡ͼ͙Ύ ͒͊ͤͤ·ͻ ͙͘ ͋͊͘ ͒͊ͤͤ·ͻ ͍ͯͨͪ͊π

͡Ύ͔ͣ·ͻ Ή͔ͣͨ͘͟͡Ύ͍ͪͦ 
- - + 

˴͔ͦͤͤͭͦͪ͟· ͒͡Ύ ͍͔ͤ΄͙ͤͻ ͙͔ͫͫͭͣ ό{L9aΣ .LΣ 

˿̂ˮˣ ͙ ͭΦͨΦύ 
- + + 

˨͙͔ͦͨͦͤͭ͡͡Έͤ͊Ύ ²Ŝō-ͦͤͫͦ͟͡Έ - - + 

˻ͼ͔ͤ͊͟ ͊͘΅͙΅͔͙ͤͤͦͫͭ 
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ˢ͙ͯ͒ͭ ͯΎ͍͙͔͚ͣͦͫͭ͘ + + + 

ˢ͙ͯ͒ͭ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͚ όŎƻƳǇƭƛŀƴŎŜύ - + + 

ˢ͙ͯ͒ͭ ͍͔͙͚ͦ͋ͤͦͤ͡ + + + 

ˢ͙ͯ͒ͭ ͔͍͔͍ͫͪͪͦ ͙͔͙͚ͨͪͦ͗ͤ͡ - + + 

ˢ͙ͯ͒ͭ ˿̂ˣ˨ - + + 

ˮ͍͔͙ͤͤͭ͊ͪ͊͘ͼ͙Ύ + + + 

˴ͦͤͭͪͦ͡Έ ͼ͔͙ͦͫͭͤͦͫͭ͡ + + + 

͍̂ͫͭ͊ͤͦ͊͟ ͍͔͙͚ͦ͋ͤͦͤ͡ - + + 

͍͔͙͔̂ͨͪ͊ͤ͡ ͔͙ͫͪͭͺ͙ͼ͙͍ͪͦ͊ͤͤ·͙ͣ ͍͔ͦ͋ͤͦ͡π

͙ͤΎ͙ͣ aƛŎǊƻǎƻŦǘ ό͍ ͫͯ͡;͔͊ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ 

͔͙ͫͪͭͺ͙ͼ͙͍ͪͦ͊ͤͤ·ͻ ͍ͨͪͦ͒ͯͭͦ͟ aƛŎǊƻǎƻŦǘύ2  

- 

́ͦ͡Έͦ͟ ͒͡Ύ wŜŘ/ƘŜŎƪ tǊƻŦŜǎǎƛƻƴŀƭ 

͒͡Ύ ͔͙ͫͪͭͺ͙ͼ͙͍ͪͦ͊ͤͤ·ͻ ͍͔͙͚ͪͫ 

Microsoft 

˻ͨͼ͙ͦͤ͊͡Έͤͦ 

˿͔͔͍ͭ·͔ ͍͔͙ͨͪͦͪ͟Σ ͋ͪͯͭͺͦͪͫ + + + 

˿͙͔͊ͤͪͯͣ͟·͔ ͨ͊ͭ͡ͺͦͪͣ· 

Windows + + + 

Linux + + + 

Solaris + + + 

˿͔͔͍͔ͭͦ ͍͙͔ͦ͋ͦͪͯ͒ͦ͊ͤ 

- + + 

(Cisco, Huawei, x ͯ͊ͭ͡ ͙  ͨ .ͪ) 

˿̂ˣ˨ 

- + + 

(MS SQL, Oracle, MySQL, PostgreSQL, IBM Db2) 

˿͔͍͔ͪͪ͊ ͙͔͙͚ͨͪͦ͗ͤ͡ όǿŜō-͔͍͔ͫͪͪ͊ύ - + + 

VMware - + + 

˿͔͍͙ͪͫ· ͙ ͍ͯ͒ͦ͋ͫͭ͊ 

˾͊ͫ΄͙͔ͪͤͤ͊Ύ ͔ͨͦ͒͒ͪ͗͊͟ ό͊͘ ͒ͦͨΦ ͨ͊ͭͯ͡ύ ό͊͘ ͒ͦͨΦ ͨ͊ͭͯ͡ύ + 

˾͊ͫ΄͙͔ͪͤͤ·͚ ͒ͦͫͭͯͨ ͟ h±![Řō ό͊͘ ͒ͦͨΦ ͨ͊ͭͯ͡ύ (͊͘ ͒ͦͨΦ ͨ͊ͭͯ͡ύ + 

ˢ͒͊ͨͭ͊ͼ͙Ύ ŎƻƳǇƭƛŀƴŎŜ - ό͊͘ ͒ͦͨΦ ͨ͊ͭͯ͡ύ + 
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 ɼʦʧʦʣʥʠʪʝʣʴʥʳʡ ʤʦʜʫʣʴ (ʩʣʫʞʙʘ) ʩʢʘʥʠʨʦʚʘʥʠʷ RedCheck ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʤʘʩʰʪʘʙʠʨʦʚʘʥʠʷ ʩʢʘʥʝʨʘ.  ʄʦʜʫʣʴ ʧʦ ʩʚʦʠʤ 

ʬʫʥʢʮʠʦʥʘʣʴʥʳʤ ʚʦʟʤʦʞʥʦʩʪʷʤ ʘʥʘʣʦʛʠʯʝʥ ʦʩʥʦʚʥʦʡ ʩʣʫʞʙʝ ʩʢʘʥʠʨʦʚʘʥʠʷ RedCheck ʠ ʨʘʙʦʪʘʝʪ ʧʦʜ ʝʝ ʫʧʨʘʚʣʝʥʠʝʤ. ʃʠʮʝʥʟʠʨʫʝʪʩʷ 

ʦʪʜʝʣʴʥʦ, ʢʦʣʠʯʝʩʪʚʦ ʧʦʜʢʣʶʯʘʝʤʳʭ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʤʦʜʫʣʝʡ ʩʢʘʥʠʨʦʚʘʥʠʷ ʥʝ ʦʛʨʘʥʠʯʝʥʦ. 
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1.5 ʊʨʝʙʦʚʘʥʠʷ ʢ ʘʧʧʘʨʘʪʥʦʤʫ ʦʙʝʩʧʝʯʝʥʠʶ 

ʈʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʪʨʝʙʦʚʘʥʠʷʭ ʢ ʘʧʧʘʨʘʪʥʦʤʫ ʠ ʧʨʦʛʨʘʤʤʥʦʤʫ ʦʙʝʩʧʝʯʝʥʠʶ, ʧʨʝʜʲʷʚʣʷʝʤʳʭ ʢ ʩʠʩʪʝʤʝ ʜʣʷ ʨʘʟʚʝʨʪʳʚʘʥʠʷ 

RedCheck. 

ʊʨʝʙʦʚʘʥʠʷ ʢ ʘʧʧʘʨʘʪʥʦʤʫ ʦʙʝʩʧʝʯʝʥʠʶ ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʢʦʨʨʝʢʪʥʦʡ ʨʘʙʦʪʳ RedCheck ʧʨʠʚʝʜʝʥʳ ʚ ʊʘʙʣʠʮʘ 3. 

ʊʘʙʣʠʮʘ 3. ʊʨʝʙʦʚʘʥʠʷ ʢ ʘʧʧʘʨʘʪʥʦʤʫ ʦʙʝʩʧʝʯʝʥʠʶ. 

˾͔͒͊͟ͼ͙Ύ κ ˴ͦͣπ

͔ͨͦͤͤͭ͊ ˿̂ˣ˨ 
͍̂ͦ͘͡ ͔ͤ 

͔͔͋ͦ͡ 

ˢͨͨ͊ͪ͊ͭͤ·͔ ͦͣ͟π

͔ͨͦͤͤͭ· 1 

 ̉͊ͫͭͦͭ͊ ͙͍͙ͫ͊ͤͪͦ͊ͤ͟Ύ 

м ͪ͊͘ ͍ ͔ͤπ

͔͒͡Ό 

м ͪ͊͘ ͍ ͔ͣπ

ͫΎͼ 

м ͪ͊͘ ͍ ͍͊ͪ͟π

ͭ͊͡ 
 

RedCheck Base/Pro 
MS SQL Express 

͍͔ͯͫͭ͊ͤͦͤ͡ ͤ͊ ͦ͒π
ͤͦͣ  

˽˴ ͫ wŜŘ/ƘŜŎƪ 

200 

CPU  Intel Core i5-7400 (4 Ύ͒ͪ͊) ͙  ͍·΄͔ 

RAM  у ˥ˣ 

HDD2  мн ˥ˣ όмл˥ˣ ͎͙ͦͪ͊ͤ;͔͙͔ͤ a{ {v[ 

Express) 

RedCheck Base/Pro  

нлл ͙ 

͔͔͋ͦ͡ 

CPU 

 Intel Xeon E5 

ό͔ͤ ͔͔͔ͣͤ н ͺ͙͙͘;͔͙ͫ͟ͻ Ύ͔͒ͪύ 

RAM  с ˥ˣ 

HDD  н ˥ˣ 

MS SQL Server 

ό͔ͦͭ͒͡Έͤ·͚ ͔͍͔ͫͪͪύ 

200 HDD2  нмΣу ˥ˣ рΣу ˥ˣ нΣс ˥ˣ 

500 HDD2  ро ˥ˣ мо ˥ˣ р ˥ˣ 

2000      

RedCheck  

Enterprise 

 

 
CPU 

 Intel Xeon E5 

ό͔ͤ ͔͔͔ͣͤ п ͺ͙͙͘;͔͙ͫ͟ͻ Ύ͔͒ͪύ 

RAM  с˥ˣ 

HDD1  н ˥ˣ 

MS SQL Server 

ό͔ͦͭ͒͡Έͤ·͚ ͔͍͔ͫͪͪύ 

 
SSD3  

 
плл ˥ˣ млл ˥ˣ ор ˥ˣ 

˨͙͔ͦͨͦͤͭ͡͡Έͤ·͚ 
ͣͦ͒ͯ͡Έ ͙ͫ͊ͤͪͦ͟π

 - CPU  Intel Xeon E5 
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͍͙͊ͤΎ ό{ŎŀƴaƻŘǳƭ  

RedCheck) 

ό͔ͤ ͔͔͔ͣͤ н ͺ͙͙͘;͔͙ͫ͟ͻ Ύ͔͒ͪύ 

RAM  с˥ˣ 

HDD1  м˥ˣ 

MS SQL Server 

ό͔ͦͭ͒͡Έͤ·͚ ͔͍͔ͫͪͪύ 

 
HDD2 

 
нлф ˥ˣ пф ˥ˣ мт ˥ˣ 

˶ͦ͊͟͡Έͤ·͚ ͔ͫͪπ

͍͔ͪ ͍͔͙͚ͦ͋ͤͦͤ͡ 

(Update Server 

RedCheck); 

MS SQL Server  

ό͔ͦͭ͒͡Έͤ·͚ ͙͙͡ 

͍͔ͫͦͣ΅͔ͤͤ·͚ ͔ͫͪπ

͍͔ͪύ 

 

CPU 

 Intel Xeon E5 

ό͔ͤ ͔͔͔ͣͤ н ͺ͙͙͘;͔͙ͫ͟ͻ Ύ͔͒ͪύ 

RAM  с˥ˣ 

HDD1  н ˥ˣ 

ˢ͎͔ͤͭ· ͙ͫ͊ͤͪͦ͟π

͍͙͊ͤΎ  

Windows-͙͔ͫͫͭͣ 

(Agent RedCheck) 

͙ ͍͙ͯͫͭ͊ͤͦ͟ ͦ͋π

͍͔͙͚ͤͦͤ͡ ό!ƎŜƴǘ  

Update RedCheck) 

  CPU  Intel Pentium/ AMD Phenom ͙ ͍ ·΄͔ 

RAM  н ˥ˣ 

HDD1 

 

р ˸ˣ 

 

1 ɺ ʪʘʙʣʠʮʝ ʫʢʘʟʘʥʳ ʪʨʝʙʦʚʘʥʠʷ ʢ ʨʘʟʤʝʨʫ ʩʚʦʙʦʜʥʦʛʦ ʤʝʩʪʘ ʞʝʩʪʢʠʭ ʜʠʩʢʘʭ (HDD) ʙʝʟ ʫʯʝʪʘ ʨʘʟʤʝʱʝʥʠʷ ʥʘ ʥʠʭ ʦʧʝʨʘʮʠ-
ʦʥʥʳʭ ʩʠʩʪʝʤ, ʉʋɹɼ ʠ ʧʨ. ʩʠʩʪʝʤʥʦʛʦ ʠ ʧʨʠʢʣʘʜʥʦʛʦ ʇʆ. ʇʘʨʘʤʝʪʨʳ ʘʧʧʘʨʘʪʥʦʡ ʧʣʘʪʬʦʨʤʳ ʜʣʷ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʠ 
MS SQL ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʪʨʝʙʦʚʘʥʠʷʤ Microsoft  

2 ʈʘʩʯʝʪ ʪʨʝʙʫʝʤʦʛʦ ʤʝʩʪʘ ʥʘ HDD ʧʨʠʚʝʜʝʥ ʠʟ ʫʩʣʦʚʠʷ ʭʨʘʥʝʥʠʷ ʜʘʥʥʳʭ ʦ ʨʝʟʫʣʴʪʘʪʘʭ ʧʨʦʚʝʨʦʢ - 1 ʛʦʜ. 
3 ɼʣʷ ʨʝʜʘʢʮʠʡ Enterprise ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʉʋɹɼ ʨʘʩʧʦʣʘʛʘʪʴ ʥʘ SSD ʜʠʩʢʝ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʙʳʩʪʨʦʜʝʡʩʪʚʠʷ ʠ ʫʤʝʥʴʰʝʥʠʷ 
ʚʨʝʤʝʥʥʳʭ ʠʥʪʝʨʚʘʣʦʚ ʚʳʧʦʣʥʷʝʤʳʭ ʦʧʝʨʘʮʠʡ ʩ ʙʘʟʦʡ ʜʘʥʥʳʭ. ʀʩʧʦʣʴʟʦʚʘʥʠʝ SSD ʜʠʩʢʘ ʜʦʣʞʥʦ ʧʨʠʤʝʥʷʪʴʩʷ ʩʦʚʤʝʩʪʥʦ ʩ 
ʚʳʧʦʣʥʝʥʠʝʤ ʨʘʙʦʪ ʧʦ ʦʧʪʠʤʠʟʘʮʠʠ ʠ ʪʦʥʢʦʡ ʥʘʩʪʨʦʡʢʠ ʨʘʙʦʪʳ ʉʋɹɼ. 

 

˾͔͔ͦͣͤ͒͊͟ͼ͙͙ ͙͍͔͔ͨͪ͒ͤ· ͫͦ ͔ͫ͒ͯ͡Ό΅͙͙ͣ ͒ͦͨͯ΅͔͙ͤΎ͙ͣΥ  

¶ ͯ͟ ͊͊ͤ͘· ͎͍ͭͦͪͦ·͔ ͙ͣ͊ͪ͟ CPU IntelΣ ͔͒ͦͨͯͫ͊ͭͫ͟Ύ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͎͙͊ͤ͊ͦ͡;ͤ·ͻ ͨͦ ͻ͔͙͙͊ͪ͊ͭͪͫͭ͊ͣ͟͟ CPU AMD; 

¶ ͫͭ ͊ͤͼ͙ΎΣ ͤ͊ ͚ͦͭͦͪͦ͟ ͍͔ͯͫͭ͊ͤͦͤ͡ RedCheck ͤ ͔ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͍ ͪ͊͋ͦ;͙ͻ ͨͪͦͼ͔ͫͫ͊ͻ ͔͙ͨͪ͒ͨͪΎ͙ͭΎΤ 

¶ ͨ͊ ͔ͪ͊ͣͭͪ· ͚͊ͨͨ͊ͪ͊ͭͤͦ ͨ͊ͭ͡ͺͦͪͣ· ͒͡Ύ ͔ͦͨͪ͊ͼ͙͚ͦͤͤͦ ͙͔ͫͫͭͣ·Σ ͤ͊ ͚ͦͭͦͪͦ͟ ͍ͪ͊ͦͪ͊͘;͙͍͔͊ͭͫΎ RedCheck ͙ MS 

SQL ͫ ͍͔͍͔ͦͦͭͭͫͭͯͭ ͔͍͙ͭͪ͋ͦ͊ͤΎͣ Microsoft; 

¶ SQL server ͔ͣͦ͗ͭ ͋·ͭΈ ͍͔ͪ͊ͪͤͯͭ͘ ͊͟͟ ͦ͊͟͡͡ΈͤͦΣ ͭ͊͟ ͙ ͤ͊ ͖͚ͯ͒͊ͤͤͦ͡ ͣ͊΄͙͔ͤΣ ͙͔ͦͭͤͦͫͭ͡Έͤͦ ͔ͫ͊ͤͪ͊͟ RedCheck. 

˽͙ͪ ͦ͊͟͡͡Έͤͦͣ ͔͙͙ͪ͊ͫͨͦͦ͗ͤ͡ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͯ;͙ͭ·͍͊ͭΈ ͙͔͒ͦͨͦͤͭ͡͡Έͤ·͔ ͙͔ͫͫͭͣͤ·͔ ͔͍͙ͭͪ͋ͦ͊ͤΎ ͒͡Ύ ˿̂ˣ˨. 

ɺr ʜʝʣʷʝʤʳʡ ʦʙʲʝʤ HDD, ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʭʨʘʥʝʥʠʷ ʢʦʥʪʝʥʪʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʨʝʟʫʣʴʪʘʪʦʚ ʩʢʘʥʠʨʦʚʘʥʠʷ RedCheck.  

ʅʘ ʦʙʲʝʤ ʪʨʝʙʫʝʤʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ ʚʣʠʷʶʪ ʪʘʢʠʝ ʬʘʢʪʦʨʳ ʢʘʢ: 

¶ ;͊ ͫͭͦͭ͊ ͍͙ͨͪͦͦ͒ͣ·ͻ ͙͍͙͚ͫ͊ͤͪͦ͊ͤ͟Τ 

¶ ͦ͟ ͙͡;͔͍ͫͭͦ ͙͔ͫ͊ͤͪͯͣ͟·ͻ ͍ͯͦ͘͡Τ 

¶ ͔ͨ ͙ͪͦ͒ ͻ͔͙ͪ͊ͤͤΎ ͔ͪͯ͘͡Έ͍ͭ͊ͭͦ ͙͍͙ͫ͊ͤͪͦ͊ͤ͟Ύ ͍ ˣ˨Φ 

ɺ ʩʨʝʜʥʝʤ, ʨʝʟʫʣʴʪʘʪʳ ʩʢʘʥʠʨʦʚʘʥʠʷ ʦʜʥʦʛʦ ʭʦʩʪʘ ʚʤʝʩʪʝ ʩʦ ʩʬʦʨʤʠʨʦʚʘʥʥʳʤ ʦʪʯʝʪʦʤ (PDF) ʟʘʥʠʤʘʶʪ 2 ʄɹ. 

ɼʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʧʨʠʙʣʠʟʠʪʝʣʴʥʦ ʦʙʲʝʤʘ ʪʨʝʙʫʝʤʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ, ʥʫʞʥʦ ʩʨʝʜʥʝʝ ʟʥʘʯʝʥʠʝ ʦʜʥʦʛʦ ʨʝʟʫʣʴʪʘʪʘ ʩʢʘʥʠʨʦʚʘʥʠʷ (2 ʄʙ) 

ʫʤʥʦʞʠʪʴ ʥʘ ʢʦʣʠʯʝʩʪʚʦ ʩʢʘʥʠʨʫʝʤʳʭ ʭʦʩʪʦʚ, ʘ ʧʦʣʫʯʝʥʥʳʡ ʨʝʟʫʣʴʪʘʪ ʫʤʥʦʞʠʪʴ ʥʘ ʢʦʣʠʯʝʩʪʚʦ ʩʢʘʥʠʨʦʚʘʥʠʡ ʚ ʟʘʜʘʥʥʳʡ ʧʝʨʠʦʜ. 
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ʅʘʧʨʠʤʝʨ, ʜʣʷ ʝʞʝʥʝʜʝʣʴʥʦʛʦ ʩʢʘʥʠʨʦʚʘʥʠʷ 100 ʭʦʩʪʦʚ, ʩ ʧʦʩʣʝʜʫʶʱʠʤ ʭʨʘʥʝʥʠʝʤ ʧʦʣʫʯʝʥʥʳʭ ʜʘʥʥʳʭ ʚ ʪʝʯʝʥʠʝ ʧʦʣʫʛʦʜʘ (26 ʥʝʜʝʣʴ) 

ʥʝʦʙʭʦʜʠʤʦ: 

 2 ʄɹ (ʩʨʝʜʥʠʡ ʦʙʲʝʤ ʜʘʥʥʳʭ ʦʜʥʦʛʦ ʩʢʘʥʠʨʦʚʘʥʠʷ) *100 ʝʜ. (ʢʦʣ-ʚʦ ʭʦʩʪʦʚ) *26 ʥʝʜʝʣʴ (ʧʝʨʠʦʜ ʭʨʘʥʝʥʠʷ) = 5,2 ɻɹ. 

 ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʉʋɹɼ Microsoft SQL Server 2012 Express Edition ʩʫʱʝʩʪʚʫʝʪ ʦʛʨʘʥʠʯʝʥʠʝ ʥʘ ʦʙʲʝʤ ʭʨʘʥʠʤʳʭ ʨʝʟʫʣʴʪʘʪʦʚ 

ʩʢʘʥʠʨʦʚʘʥʠʷ, ʩʚʷʟʘʥʥʦʝ ʩ ʤʘʢʩʠʤʘʣʴʥʳʤ ʨʘʟʤʝʨʦʤ ʙʘʟʳ ʜʘʥʥʳʭ ï 10 ɻɹ. 

 

1.6 ʉʦʩʪʘʚ ʜʠʩʪʨʠʙʫʪʠʚʘ RedCheck 

¶ RedCheck ï ʢʦʥʩʦʣʴ ʫʧʨʘʚʣʝʥʠʷ RedCheck (ʛʨʘʬʠʯʝʩʢʠʡ ʠʥʪʝʨʬʝʡʩ); 

¶ RedCheckAgent ï ʘʛʝʥʪ RedCheck; 

¶ RedCheckAgent ï ʘʛʝʥʪ RedCheck; 

¶ RedCheckUpdateAgent (x86) ï ʘʛʝʥʪ ʦʙʥʦʚʣʝʥʠʷ RedCheck (ʜʣʷ 86-ʭ ʆʉ); 

¶ RedCheckUpdateAgent (x64) ï ʘʛʝʥʪ ʦʙʥʦʚʣʝʥʠʷ RedCheck (ʜʣʷ 64-ʭ ʆʉ); 

¶ Wsus Kit ï ʥʘʜʩʪʨʦʡʢʘ RedCheck, ʜʣʷ ʚʟʠʤʦʜʝʡʩʪʚʠʷ ʢʦʥʩʦʣʠ RedCheck ʠ WSUS ʩʝʨʚʝʨʘ. 

¶ RedCheckWeb Client Setup ï ʛʨʘʬʠʯʝʩʢʠʡ ʠʥʪʝʨʬʝʡʩ Web-ʢʦʥʩʦʣʠ RedCheck; 

¶ RedCheckWeb Rest Setup ï ʩʝʨʚʝʨ ʫʧʨʘʚʣʝʥʠʷ Web-ʢʦʥʩʦʣʠ RedCheck. 

1.7 ʊʨʝʙʦʚʘʥʠʷ ʢ ʧʨʦʛʨʘʤʤʥʦʤʫ ʦʙʝʩʧʝʯʝʥʠʶ 

ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ RedCheck 

ʉʢʘʥʝʨ ʙʝʟʦʧʘʩʥʦʩʪʠ RedCheck ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʆʉ Windows, ʠʩʢʣʶʯʘʷ ʜʦʤʘʰʥʠʝ ʨʝʜʘʢʮʠʠ, 

ʥʘʯʠʥʘʷ ʩ ʚʝʨʩʠʠ Windows Vista SP2 (ʨʝʜʘʢʮʠʠ Business ʠ ʚʳʰʝ) ʠ Windows Server 2008 SP2 (ʨʝʜʘʢʮʠʠ Standard ʠ ʚʳʰʝ). 

ʅʘ ʨʘʙʦʯʝʡ ʤʘʰʠʥʝ ʜʦʣʞʝʥ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥ Windows Installer, ʥʘʯʠʥʘʷ ʩ ʚʝʨʩʠʠ 2.0. 

 ʉʧʠʩʦʢ ʧʦʜʜʝʨʞʠʚʘʝʤʳʭ ʆʉ ʧʦʩʪʦʷʥʥʦ ʨʘʩʰʠʨʷʝʪʩʷ. ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʫʪʦʯʥʷʪʴ ʘʢʪʫʘʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʥʘ ʧʦʨʪʘʣʝ ʩʣʫʞʙ r

ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ ʢʦʤʧʘʥʠʠ ɸʃʊʕʂʉ-ʉʆʌʊ ʠʣʠ ʧʦ ʘʜʨʝʩʫ support@altx-soft.ru. 

ɼʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʨʘʙʦʪʳ ʢʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ RedCheck ʪʨʝʙʫʝʪʩʷ ʥʘʣʠʯʠʝ ʩʣʝʜʫʶʱʝʛʦ ʇʆ:  

¶ Microsoft .NET Framework full ʚʝʨʩʠʠ 4.6.1 ʠʣʠ ʚʳʰʝ; 

¶ ʉʋɹɼ SQL Server 2012 ʠ ʚʳʰʝ (ʚʩʝ ʨʝʜʘʢʮʠʠ, ʚʢʣʶʯʘʷ Express). 

 ɺ ʧʨʦʛʨʘʤʤʝ RedCheck ʚʝʨʩʠʠ 2.1 ʠ ʚʳʰʝ, ʧʦʜʜʝʨʞʢʘ ʉʋɹɼ ʚʝʨʩʠʠ 2008 - ʦʪʩʫʪʩʪʚʫʝʪ. 

 ʊʨʝʙʦʚʘʥʠʷ ʢ ʧʨʦʛʨʘʤʥʦʤʫ ʦʙʝʩʧʝʯʝʥʠʶ ʜʣʷ ʫʩʪʘʥʦʚʢʠ Web-ʢʦʥʩʦʣʠ, ʩʤʦʪʨʠ ʚ çʈʫʢʦʚʦʜʩʪʚʝ ʧʦ ʥʘʩʪʨʦʡʢʝ Web-ʢʦʥʩʦʣʠè. 

RedCheck ʘʛʝʥʪʳ 

RedCheck, RedCheck Update ʘʛʝʥʪʳ ʬʫʥʢʮʠʦʥʠʨʫʝʪ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʆʉ Windows, ʥʘʯʠʥʘʷ ʩ ʚʝʨʩʠʠ Windows Vista SP2 ʠ Windows 

Server 2003. 

ʅʘ ʨʘʙʦʯʝʡ ʤʘʰʠʥʝ ʜʦʣʞʝʥ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥ Windows Installer, ʥʘʯʠʥʘʷ ʩ ʚʝʨʩʠʠ 2.0, Microsoft .NET Framework full ʚʝʨʩʠʠ 4.6.1 ʠʣʠ 

ʚʳʰʝ. 

1.8 ʊʨʝʙʦʚʘʥʠʷ ʢ ʩʝʪʝʚʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ 

RedCheck ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʚ ʩʝʪʷʭ ʥʘ ʦʩʥʦʚʝ ʧʨʦʪʦʢʦʣʘ TCP/IP. ʅʘ ʢʦʤʧʴʶʪʝʨʝ ʜʦʣʞʥʳ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥʳ ʢʦʤʧʦʥʝʥʪʳ 

ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʝ ʨʘʙʦʪʫ ʩʦ ʩʪʝʢʦʤ ʩʝʪʝʚʳʭ ʧʨʦʪʦʢʦʣʦʚ TCP/IP. 

ɺʟʘʠʤʦʜʝʡʩʪʚʠʝ ʤʝʞʜʫ RedCheck ʠ ʘʛʝʥʪʦʤ RedCheck ʜʣʷ Windows-ʩʠʩʪʝʤ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʥʘ ʦʩʥʦʚʝ ʧʨʦʪʦʢʦʣʘ TCP. 

ɺʟʘʠʤʦʜʝʡʩʪʚʠʝ ʤʝʞʜʫ RedCheck ʠ Linux/Solaris-ʩʠʩʪʝʤ ʧʨʦʠʩʭʦʜʠʪ ʩ ʧʦʤʦʱʴʶ ʧʨʦʪʦʢʦʣʘ TCP ʥʘ ʪʨʘʥʩʧʦʨʪʥʦʤ, ʠ SSH ʥʘ ʧʨʠʢʣʘʜʥʦʤ 

ʫʨʦʚʥʝ. 

ɼʣʷ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʢʦʥʪʝʥʪʘ ʙʝʟʦʧʘʩʥʦʩʪʠ RedCheck ʩ ʨʝʧʦʟʠʪʦʨʠʝʤ OVALdb ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʨʦʪʦʢʦʣ HTTPS. 

https://portal.altx-soft.ru/tech_support/
mailto:support@altx-soft.ru
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1.9 ʇʝʨʝʯʝʥʴ ʧʦʜʜʝʨʞʠʚʘʝʤʳʭ ʧʣʘʪʬʦʨʤ 

˽͊ͭ͡ͺͦͪͣ· 

Windows 

XP/XP Embedded/Vista/7/8/8.1/10 

Server 2003/2008/2008R2/2012/2012R2/2016 

Linux 

ALT Linux 6 

ALT Linux SPT 6/7 

Amazon Linux AMI 

Astra Linux 

CentOS Linux 5/6/7 

Debian 8/9 

Debian GNU/Linux 2.2/3.0/3.1/4/5/6/7 

openSUSE 11.4/12.1/12.2/12.3/13.1/13.2 

openSUSE Evergreen 11.4 

openSUSE Leap 42.1/42.2/42.3 

Oracle Linux 5/6/7 

Red Hat Enterprise Linux 5/6/7 

ROSA DX COBALT 1.0 

ROSA SX COBALT 1.0 

SUSE Linux Enterprise Desktop 10/10 SP4/11/11 SP1/11 SP2/11 SP3/11 SP4/12 

SUSE Linux Enterprise Server 10/10 SP2/10 SP3/10 SP4/11/11 SP1/11 SP2/11 SP3/11 SP4/12 

Ubuntu 
4.10/5.04/5.10/6.06/6.10/7.04/7.10/8.04/8.10/9.04/9.10/10.04/10.10/11.04/11.10/12.04/12.10/13.04/13.10/14.04/14.10/15.04/
15.10/16.04/16.10/17.04/17.10/18.04 

Photon 
1/2 

Solaris 

Solaris 9/10/11 

FreeBSD 

FreeBSD 6/7 

Cisco 

Cisco IOS 

VMWare 

VMware ESXi Server 5.1/5.5/6.0/6.5/6.7 

VMware vCenter Server 5.1/5.5/6.0 

Huawei 

VRP 

S-Terra 

S-Terra IOS1 

Check Point 

GAiA 

˿̂ˣ˨ 

Microsoft SQL Server 2005/2008/2008 R2/2012/2014/2016/2017 

MySQL Server 5.5/5.6/5.7 

Oracle Database Server 11/12 

PostgreSQL 8/9/10/11 

IBM Db2 
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1ʉʢʘʥʠʨʦʚʘʥʠʝ ʦʙʦʨʫʜʦʚʘʥʠʷ S-Terra ʚʦʟʤʦʞʥʦ ʩ ʫʯʝʪʥʦʡ ʟʘʧʠʩʴʶ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʠʤʝʶʱʝʛʦ ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʜʢʣʶʯʝʥʠʷ ʢ 

ʫʜʘʣʝʥʥʦʡ ʩʠʩʪʝʤʝ ʧʦ ʧʨʦʪʦʢʦʣʫ SSH. 
 

1.10 ʋʩʪʘʥʦʚʢʘ .Net Framework 

ʅʘ ʭʦʩʪʘʭ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʭ ʜʣʷ ʨʘʟʚʝʨʪʳʚʘʥʠʷ RedCheck ʠ ʘʛʝʥʪʦʚ RedCheck ʜʦʣʞʝʥ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥ ʢʦʤʧʦʥʝʥʪ .Net Framework full 

ʚʝʨʩʠʠ 4.6.1 ʠʣʠ ʚʳʰʝ. ɼʠʩʪʨʠʙʫʪʠʚ ʜʘʥʥʦʛʦ ʢʦʤʧʦʥʝʥʪʘ ʜʦʩʪʫʧʝʥ ʥʘ ʩʪʨʘʥʠʮʝ ʎʝʥʪʨʘ ʟʘʛʨʫʟʦʢ ʢʦʨʧʦʨʘʮʠʠ Microsoft. 

1.11 ʇʦʜʛʦʪʦʚʢʘ ʉʋɹɼ 

ɼʣʷ ʨʘʙʦʪʳ RedCheck ʥʝʦʙʭʦʜʠʤʦ ʥʘʣʠʯʠʝ ʉʋɹɼ Microsoft SQL Server 2012 ʠ ʚʳʰʝ.  

ɺʟʘʠʤʦʜʝʡʩʪʚʠʝ ʩ ʉʋɹɼ ʚʦʟʤʦʞʥʦ ʚ ʜʚʫʭ ʨʝʞʠʤʘʭ: 

¶ ʀʩʧʦʣʴʟʫʷ ʣʦʢʘʣʴʥʳʝ ʋɿ ʚ ʉʋɹɼ 

¶ ʀʩʧʦʣʴʟʫʷ ɼʦʤʝʥʥʳʝ ʋɿ ʚ ʉʋɹɼ 

ʈʝʞʠʤ ʘʚʪʦʨʠʟʘʮʠʠ ʚ ʉʋɹɼ ʤʦʞʥʦ ʠʟʤʝʥʠʪʴ ʚ ʣʶʙʦʝ ʚʨʝʤʷ, ʢʘʢ ʧʨʠ ʠʥʩʪʘʣʣ̫ ʮʠʠ, ʚ ʤʘʩʪʝʨʝ ʫʩʪʘʥʦʚʢʠ, ʪʘʢ ʠ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʠʩʧʦʣʴʟʫʷ 

Management Studio. 

ʋʩʪʘʥʦʚʢʘ ʚʥʝʰʥʝʡ SQL Server ʤʦʞʝʪ ʙʳʪʴ ʧʨʦʠʟʚʝʜʝʥʘ ʥʘ ʣʶʙʦʡ, ʜʦʩʪʫʧʥʦʡ ʧʦ ʩʝʪʠ ʨʘʙʦʯʝʡ ʩʪʘʥʮʠʠ ʠʣʠ ʩʝʨʚʝʨʝ ʩʝʪʠ. 

ʇʦʜʢʣʶʯʝʥʠʝ ʉʋɹɼ ʧʦʩʣʝ ʠʥʩʪʘʣʣʷʮʠʠ RedCheckʥʝ ʧʨʝʜʫʩʤʦʪʨʝʥʦ. 

ʇʦʜʢʣʶʯʝʥʠʝ ʉʋɹɼ ʧʦʩʣʝ ʠʥʩʪʘʣʣʷʮʠʠ RedCheck ʥʝ ʧʨʝʜʫʩʤʦʪʨʝʥʦ.  

1.12 ʅʘʩʪʨʦʡʢʘ ʉʋɹɼ ʚ ʨʝʞʠʤʝ ʩʤʝʰʘʥʥʦʤ ʘʚʪʦʨʠʟʘʮʠʠ  

ɼʣʷ ʢʦʨʨʝʢʪʥʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ RedCheck ʠ ʉʋɹɼ Microsoft SQL Server, ʚ ʵʢʟʝʤʧʣʷʨʝ ʉʋɹɼ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʤʝʰʘʥʥʳʡ 

ʪʠʧ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. 

ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʩʤʝʰʘʥʥʦʡ ʘʚʪʦʨʠʟʘʮʠʠ, ʥʝʦʙʭʦʜʠʤʦ: 

¶ ɺ ʧʦʣʴʟʦʚʘʪʝʣʠ ʉʋɹɼ ʜʦʙʘʚʠʪʴ ʣʦʢʘʣʴʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʦʪ ʠʤʝʥʠ ʢʦʪʦʨʦʛʦ ʙʫʜʝʪ ʧʨʦʠʩʭʦʜʠʪʴ ʦʙʨʘʱʝʥʠʝ ʢ ɹɼ. 

¶ ɼʦʙʘʚʠʪʴ ʯʣʝʥʩʪʚʦ ʣʦʢʘʣʴʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ ʨʦʣʷʭ ʙʘʟʳ ʜʘʥʥʳʭ db_ddladmin, db_datareader, db_datawriter ʠʣʠ ʚ ʨʦʣʠ 

db_owner, db_creator. 

ɺ ʩʣʫʯʘʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʉʋɹɼ ʪʦʣʴʢʦ ʜʣʷ ʇʆ RedCheck, ʜʦʧʫʩʢʘʝʪʩʷ ʜʦʙʘʚʣʝʥʠʝ ʯʣʝʥʩʪʚʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ ʨʦʣʠ db_owner. 

1.13 ʅʘʩʪʨʦʡʢʘ ʉʋɹɼ ʚ ʨʝʞʠʤʝ ɼʦʤʝʥʥʦʡ ʘʚʪʦʨʠʟʘʮʠʠ 

ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʜʦʤʝʥʥʦʡ ʘʚʪʦʨʠʟʘʮʠʠ, ʥʝʦʙʭʦʜʠʤʦ: 

¶ ɺ ʧʦʣʴʟʦʚʘʪʝʣʠ ʉʋɹɼ ʜʦʙʘʚʠʪʴ ʜʦʤʝʥʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʦʪ ʠʤʝʥʠ ʢʦʪʦʨʦʛʦ ʙʫʜʝʪ ʧʨʦʠʩʭʦʜʠʪʴ ʦʙʨʘʱʝʥʠʝ ʢ ɹɼ. 

¶ ɼʦʙʘʚʠʪʴ ʯʣʝʥʩʪʚʦ ʜʦʤʝʥʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ ʨʦʣʷʭ ʙʘʟʳ ʜʘʥʥʳʭ db_ddladmin, db_datareader, db_datawriter ʠʣʠ ʚ ʨʦʣʠ 

db_owner, db_creator. 

ɺ ʩʣʫʯʘʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʉʋɹɼ ʪʦʣʴʢʦ ʜʣʷ ʇʆ RedCheck, ʜʦʧʫʩʢʘʝʪʩʷ ʜʦʙʘʚʣʝʥʠʝ ʯʣʝʥʩʪʚʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ ʨʦʣʠ db_owner. 

ɼʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʦʪʢʘʟʦʫʩʪʦʡʯʠʚʦʩʪʠ ʨʘʙʦʪʳ ʢʦʤʧʦʥʝʥʪʦʚ RedCheck ʩ ɹɼ, ʥʝʦʙʭʦʜʠʤʦ ʫʙʝʜʠʪʴʩʷ, ʯʪʦ ʛʣʦʙʘʣʴʥʘʷ ʜʦʤʝʥʥʘʷ ʧʦʣʠʪʠʢʘ 

ʥʝ ʙʣʦʢʠʨʫʝʪ ʟʘʧʫʩʢ ʩʣʫʞʙ ʦʪ ʠʤʝʥʠ ʜʦʤʝʥʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ʃʠʙʦ ʜʦʙʘʚʠʪʴ ʨʘʟʨʝʰʝʥʠʝ ʚ ʛʣʦʙʘʣʴʥʦʡ ʧʦʣʠʪʠʢʝ ʨʘʟʨʝʰʘʶʱʝʝ ʟʘʧʫʩʢ ʩʣʫʞʙʳ ʦʪ ʠʤʝʥʠ ʜʦʤʝʥʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ. ɼʣʷ ʵʪʦʛʦ ʥʝʦʙʭʦ-

ʜʠʤʦ:  

ʉʦʟʜʘʪʴ/ʨʝʜʘʢʪʠʨʦʚʘʪʴ GPO ʥʘʟʥʘʯʝʥʥʫʶ ʜʣʷ ʩʝʨʚʝʨʦʚ ʩ ʢʦʤʧʦʥʝʥʪʘʤʠ RedCheck. 

ʆʪʨʝʜʘʢʪʠʨʦʚʘʪʴ GPO: Computer Configuration > Windows Settings > Security Settings > Local policies > User Rights Assignment. 

ɺ ʧʘʨʘʤʝʪʨʘʭ:  

¶ Log on as a batch job 

¶ Log on as a service 

ʜʦʙʘʚʠʪʴ ʠʤʷ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ, ʚʳʙʨʘʥʥʦʡ ʜʣʷ ʨʘʙʦʪʳ ʩ ɹɼ RedCheck. 
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1.14 ʇʦʜʢʣʶʯʝʥʠʝ ʚʥʝʰʥʝʡ ʉʋɹɼ 

ɼʣʷ ʢʦʨʨʝʢʪʥʦʛʦ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ɹɼ ʥʝʦʙʭʦʜʠʤʦ ʧʨʦʠʟʚʝʩʪʠ ʥʘʩʪʨʦʡʢʫ ʧʦʜʢʣʶʯʝʥʠʷ: 

ɿʘʧʫʩʪʠʪʝ ɼʠʩʧʝʪʯʝʨ ʢʦʥʬʠʛʫʨʘʮʠʠ SQL Server. ɼʠʩʧʝʪʯʝʨ ʟʘʧʫʩʢʘʝʪʩʷ ʯʝʨʝʟ ʤʝʥʶ ʇʫʩʢ-ʇʨʦʛʨʘʤʤʳ-Microsoft SQL Server 2012 ï

Configuration tools (ʉʨʝʜʩʪʚʘ ʥʘʩʪʨʦʡʢʠ)ïSQL Server Configuration Manager (ɼʠʩʧʝʪʯʝʨ ʢʦʥʬʠʛʫʨʘʮʠʠ SQL Server). 

ɺ ʣʝʚʦʡ ʯʘʩʪʠ ʦʢʥʘ ʧʨʦʛʨʘʤʤʳ ʥʘʩʪʨʦʡʢʠ ʚʳʜʝʣʠʪʝ ʥʝʦʙʭʦʜʠʤʳʡ ʵʢʟʝʤʧʣʷʨ çSQL Server Network Configurationè -çProtocols for 

REDCHECKINSTANCEè(çʇʨʦʪʦʢʦʣʳ ʜʣʷ SQLEXPRESSè ʚ ʩʣʫʯʘʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʨʝʜʘʢʮʠʠ Express). 

ɺ ʧʨʘʚʦʡ ʯʘʩʪʠ ʦʢʥʘ ʧʨʦʛʨʘʤʤʳ ʥʘʩʪʨʦʡʢʠ ʜʣʷ ʧʨʦʪʦʢʦʣʘ TCP/IP ʩ ʧʦʤʦʱʴʶ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ʚʳʙʝʨʠʪʝ ʢʦʤʘʥʜʫ çEnableè (ɺʢʣʶ-

ʯʠʪʴ). 

ɺ ʦʢʥʝ ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ ʥʘʞʤʠʪʝ ʢʥʦʧʢʫ çʆʂè. 

ɺ ʣʝʚʦʡ ʯʘʩʪʠ ʦʢʥʘ ʧʨʦʛʨʘʤʤʳ ʥʘʩʪʨʦʡʢʠ ʚʳʜʝʣʠʪʝ çSQL Native Client 11.0 Configurationè - çClient protocolsè. 

ɺ ʧʨʘʚʦʡ ʯʘʩʪʠ ʦʢʥʘ ʚ ʥʘʩʪʨʦʡʢʘʭ ʜʣʷ ʧʨʦʪʦʢʦʣʘ TCP/IP ʩ ʧʦʤʦʱʴʶ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ʚʳʙʝʨʠʪʝ ʢʦʤʘʥʜʫ çEnableè (ɺʢʣʶʯʠʪʴ). 

ɺ ʧʦʷʚʠʚʰʝʤʩʷ ʦʢʥʝ ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ ʥʘʞʤʠʪʝ ʢʥʦʧʢʫ çʆʂè. 

ɼʣʷ ʪʦʛʦ ʯʪʦ ʙʳ ʠʟʤʝʥʝʥʠʷ ʚʩʪʫʧʠʣʠ ʚ ʩʠʣʫ ʥʝʦʙʭʦʜʠʤʦ ʧʝʨʝʟʘʧʫʩʪʠʪʴ SQL Server. 

ɼʣʷ ʵʪʦʛʦ ʚ ʣʝʚʦʡ ʯʘʩʪʠ ʦʢʥʘ ʧʨʦʛʨʘʤʤʳ ʚʳʜʝʣʠʪʝ çSQL ServerServicesè. ɺʧʨʘʚʦʡ ʯʘʩʪʠ ʦʢʥʘ ʚʳʙʝʨʠʪʝ SQL Server 

(REDCHECKINSTANCE), ʚʳʟʦʚʠʪʝ ʢʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʠ ʥʘʞʤʠʪʝ ʢʥʦʧʢʫ çRestartè (ʇʝʨʝʟʘʧʫʩʪʠʪʴ). 

ʇʨʦʮʝʩʩ ʥʘʩʪʨʦʡʢʠ ʟʘʚʝʨʰʝʥ. 

1.15 ʇʦʣʫʯʝʥʠʝ ʜʠʩʪʨʠʙʫʪʠʚʘ RedCheck 

ɼʠʩʪʨʠʙʫʪʠʚ RedCheck ʤʦʞʝʪ ʙʳʪʴ ʧʦʣʫʯʝʥʘ ʢʘʢ ʥʘ CD-ʜʠʩʢʝ, ʪʘʢ ʠ ʟʘʛʨʫʞʝʥʘ ʧʦ ʩʩʳʣʢʝ, ʫʢʘʟʘʥʥʦʡ ʧʨʦʠʟʚʦʜʠʪʝʣʝʤ. ɼʣʷ ʧʦʣʫʯʝʥʠʷ 

ʜʝʤʦʚʝʨʩʠʠ ʧʨʦʛʨʘʤʤʳ ʥʝʦʙʭʦʜʠʤʦ ʟʘʧʦʣʥʠʪʴ ʬʦʨʤʫ ʥʘ ʩʘʡʪʝ http://www.redcheck.ru. 

ɼʠʩʪʨʠʙʫʪʠʚ RedCheck ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʥʘʙʦʨ ʫʩʪʘʥʦʚʦʯʥʳʭ ʧʘʢʝʪʦʚ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʭ ʜʣʷ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ ʩʝʤʝʡʩʪʚ Microsoft 

Windows, ʠ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ (ʥʘʙʦʨ ʧʘʢʝʪʦʚ ʤʦʞʝʪ ʚʘʨʴʠʨʦʚʘʪʴʩʷ ʦʪ ʨʝʜʘʢʮʠʠ RedCheck):  

RedCheck.msi ς ͯ ͍ͫͭ͊ͤͦͦ;ͤ·͚ ͔ͨ͊ͭ͟ ͙ͦͤͫͦ͟͡ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͙ ͫͯ͗͋͡· ͙͍͙ͫ͊ͤͪͦ͊ͤ͟Ύ RedCheck. 

RedCheckAgent.msi ς ͯ ͍ͫͭ͊ͤͦͦ;ͤ·͚ ͔ͨ͊ͭ͟ ͫͯ͗͋͡·-͎͔͊ͤͭ͊ ͒͡Ύ ˻˿ Windows. 

RedCheckUpdateAgent.msi ς ͯ ͍ͫͭ͊ͤͦͦ;ͤ·͚ ͔ͨ͊ͭ͟ ͫͯ͗͋͡·-͎͔͊ͤͭ͊ ͒͡Ύ ͪ͊͋ͦͭ· ͫ ͍͔͙ͦ͋ͤͦͤ͡Ύ͙ͣΣ ͒͡Ύ ˻˿ Windows. 

WSUSKit.msi ς ͯ ͍ͫͭ͊ͤͦͦ;ͤ·͚ ͔ͨ͊ͭ͟ ͫͯ͗͋͡· ͒͡Ύ ͍͙͔͚͍͙͊ͣͦ͒ͫͭ͘Ύ RedCheck ͙  WSUS. 

RedCheckScanService.msi ς ͯ ͍ͫͭ͊ͤͦͦ;ͤ·͚ ͔ͨ͊ͭ͟ ͫͯ͗͋͡· ͙͍͙ͫ͊ͤͪͦ͊ͤ͟ΎΦ 

RedCheckSyncService.msi ς ͯ ͍ͫͭ͊ͤͦͦ;ͤ·͚ ͔ͨ͊ͭ͟ ͫͯ͗͋͡· ͫ ͙ͤͻ͙ͪͦͤ͊͘ͼ͙͙. 

http://www.redcheck.ru/
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2 ʋʩʪʘʥʦʚʢʘ ʧʨʦʛʨʘʤʤʳ 

ɼʘʥʥʳʡ ʨʘʟʜʝʣ ʚʢʣʶʯʘʝʪ ʧʦʰʘʛʦʚʦʝ ʦʧʠʩʘʥʠʝ ʫʩʪʘʥʦʚʢʠ ʩʢʘʥʝʨʘ RedCheck ʠ ʝʛʦ ʘʛʝʥʪʘ. 

 ʇʦʰʘʛʦʚʦʝ ʦʧʠʩʘʥʠʝ ʫʩʪʘʥʦʚʢʠ Web-ʢʦʥʩʦʣʠ, ʩʤʦʪʨʠ ʚ çʈʫʢʦʚʦʜʩʪʚʝ ʧʦ ʥʘʩʪʨʦʡʢʝ Web-ʢʦʥʩʦʣʠè. 

 

2.1 ʋʩʪʘʥʦʚʢʘ ʩʢʘʥʝʨʘ RedCheck 

ɼʣʷ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤʳ RedCheck ʥʝʦʙʭʦʜʠʤʦ ʥʘʣʠʯʠʝ ʩʣʝʜʫʶʱʝʛʦ ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ: Microsoft .NET 

Framework full ʚʝʨʩʠʠ 4.6.1 ʠʣʠ ʚʳʰʝ ʠ ʉʋɹɼ SQL Server 2012 ʠ ʚʳʰʝ (ʚʩʝ ʨʝʜʘʢʮʠʠ, ʚʢʣʶʯʘʷ Express). ɽʩʣʠ ʥʘ ʢʦʤʧʴʶʪʝʨʝ 

ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʦ, ʚʳʰʝ ʫʢʘʟʘʥʥʦʝ, ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ, ʪʦ ʤʦʞʥʦ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʠʩʪʨʠʙʫʪʠʚʦʤ RedCheck.msi. 

 ʋʩʪʘʥʦʚʢʘ ʧʘʢʝʪʘ ʜʦʣʞʥʘ ʧʨʦʚʦʜʠʪʴʩʷ ʦʪ ʠʤʝʥʠ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ, ʠʤʝʶʱʝʡ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʝ ʧʨʠʚʠʣʝʛʠʠ ʥʘ ɸʈʄ.  

ɺ ʤʘʩʪʝʨʝ ʟʘʜʘʥʠʷ ʥʝʦʙʭʦʜʠʤʦ ʧʦ ʰʘʛʦʚʦ ʧʨʠʥʷʪʴ ʣʠʮʝʥʟʠʦʥʥʦʝ ʩʦʛʣʘʰʝʥʠʝ, ʫʢʘʟʘʪʴ ʥʦʤʝʨ ʣʠʮʝʥʟʠʠ ʢʦʪʦʨʘʷ ʧʣʘʥʠʨʫʝʪʩʷ 

ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ, ʚʳʙʨʘʪʴ ʧʫʪʴ ʜʣʷ ʫʩʪʘʥʦʚʢʠ . 

ʇʦ ʫʤʦʣʯʘʥʠʶ, ʠʩʧʦʣʴʟʫʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʢʘʪʘʣʦʛʠ: 

˨͡Ύ 32-ͻ ͋ ͙ͭͤ·ͻ ͫ ͙͔ͫͭͣΥ ά/Υ\Program Files\ALTEX-SOFT\RedCheck\έ 

˨͡Ύ 64-ͻ ͋ ͙ͭͤ·ͻ ͫ ͙͔ͫͭͣΥ ά/Υ\Program Files (x86)\ALTEX-SOFT\RedCheck\έ 

ʋʢʘʟʘʪʴ ʜʘʥʥʳʝ ʜʣʷ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʉʋɹɼ. 

ʋʢʘʞʠʪʝ ʠʤʷ ʩʝʨʚʝʨʘ ʠ ʵʢʟʝʤʧʣʷʨʘ SQL (ʚ ʢʘʯʝʩʪʚʝ ʠʤʝʥʠ ʩʝʨʚʝʨʘ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥ IP-ʘʜʨʝʩ ʠʣʠ ʜʦʤʝʥʥʦʝ ʠʤʷ), ʘ ʪʘʢʞʝ ʠʤʷ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʘʨʦʣʴ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ SQL Server. 

ɺʚʝʜʠʪʝ ʠʤʷ ʙʘʟʳ ʜʘʥʥʳʭ ʜʣʷ RedCheck. ɽʩʣʠ ʫ ɺʘʩ ʫʞʝ ʝʩʪʴ ʨʘʥʝʝ ʩʦʟʜʘʥʥʘʷ ɹɼ, ʪʦ ʚʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʧʫʥʢʪ çʇʦʜʢʣʶʯʠʪʴʩʷ ʢ 

ʩʫʱʝʩʪʚʫʶʱʝʡè, ʚ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ çʉʦʟʜʘʪʴ ɹɼè. 

ɼʣʷ ʧʨʘʚʠʣʴʥʦʡ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤʳ ʥʝʦʙʭʦʜʠʤʦ, ʯʪʦʙʳ ʧʦʣʴʟʦʚʘʪʝʣʴ ʚʭʦʜʠʣ ʚ ʛʨʫʧʧʫ çREDCHECK_ADMINSè, ʚ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ, 

ʝʩʣʠ ʛʨʫʧʧʘ ʥʝ ʩʦʟʜʘʥʘ ʠʣʠ ʧʦʣʴʟʦʚʘʪʝʣʴ ʚ ʥʝʡ ʦʪʩʫʪʩʚʫʝʪ, ʙʫʜʝʪ ʧʨʝʜʣʦʞʝʥʦ ʜʠʘʣʦʛʦʚʦʝ ʦʢʥʦ ʩ ʚʳʙʦʨʦʤ ʧʫʥʢʪʦʚ çʉʦʟʜʘʪʴ ʛʨʫʧʧʫ éè ʠ 

çɼʦʙʘʚʠʪʴ ʪʝʢʫʱʝʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ ʛʨʫʧʧʫ éè, ʝʩʣʠ ʜʘʥʥʳʝ ʦʧʮʠʠ ʚʳʙʨʘʥʳ, ʠʥʩʪʘʣʣʷʪʦʨ ʩʦʟʜʘʩʪ ʩʦʦʪʚʝʪʩʚʫʶʱʫʶ ʛʨʫʧʧʫ ʠ ʜʦʙʘʚʠʪ ʚ 

ʥʝʝ ʪʝʢʫʱʝʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ, ʜʣʷ ʧʨʠʤʝʥʝʥʠʷ ʵʪʠʭ ʥʘʩʪʨʦʝʢ ʥʝʦʙʭʦʜʠʤʦ ʚʳʡʪʠ ʠʟ ʩʠʩʪʝʤʳ ʠ ʚʦʡʪʠ ʚ ʥʝʝ ʟʘʥʦʚʦ ʣʠʙʦ 

ʧʝʨʝʟʘʛʨʫʟʠʪʴ ʩʠʩʪʝʤʫ ʧʦʩʣʝ ʦʢʦʥʯʘʥʠʷ ʧʨʦʮʝʩʩʘ ʫʩʪʘʥʦʚʢʠ. 

ɺ ʩʣʫʯʘʝ ʝʩʣʠ ʢʦʥʩʦʣʴ ʫʧʨʘʚʣʝʥʠʷ RedCheck ʫʩʪʘʥʦʚʣʝʥʘ ʥʘ ʢʦʤʧʴʶʪʝʨʝ, ʥʘʭʦʜʷʱʝʤʩʷ ʚ ʜʦʤʝʥʥʦʡ ʩʝʪʠ ʧʨʝʜʧʨʠʷʪʠʷ, ʥʝʦʙʭʦʜʠʤʦ, 

ʯʪʦʙʳ ʧʦʣʴʟʦʚʘʪʝʣʴ (ʢʦʪʦʨʳʡ ʟʘʧʫʩʢʘʝʪ ʢʦʥʩʦʣʴ RedCheck) ʚʭʦʜʠʣ ʚ ʜʦʤʝʥʥʫʶ ʛʨʫʧʧʫ çREDCHECK_ADMINSè ʣʠʙʦ ʚ ʣʶʙʫʶ ʜʨʫʛʫʶ 

ʩʦʛʣʘʩʪʥʦ ʨʦʣʝʚʦʡ ʤʦʜʝʣʠ. 

ɼʘʣʝʝ ʧʨʦʛʨʘʤʤʘ ʧʨʝʜʣʦʞʠʪ ɺʘʤ ʚʳʙʨʘʪʴ ʊʠʧ ʩʠʥʭʨʦʥʠʟʠʨʫʝʤʦʛʦ ʢʦʥʪʝʥʪʘ. ʅʘ ʜʘʥʥʦʤ ʰʘʛʝ ʠʥʩʪʘʣʣʷʪʦʨʘ ʥʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ ʪʠʧ 

ʢʦʥʪʝʥʪʘ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʟʘʛʨʫʞʘʪʴʩʷ ʚ ɹɼ, ʜʣʷ ʧʦʩʣʝʜʫʶʱʝʛʦ ʚʳʧʦʣʥʝʥʠʷ ʥʘ ʢʣʠʝʥʪʩʢʠʭ ɸʈʄ ʚ ʧʨʦʮʝʩʩʝ ʩʢʘʥʠʨʦʚʘʥʠʷ. 

 

ʈʠʩʫʥʦʢ 4.1 
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ɽʩʣʠ ʚʦʟʥʠʢʥʝʪ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʠʟʤʝʥʠʪʴ ʚʳʙʦʨ ʪʠʧʘ ʟʘʛʨʫʞʘʝʤʦʛʦ ʢʦʥʪʝʥʪʘ, ʵʪʦ ʤʦʞʥʦ ʩʜʝʣʘʪʴ ʚ ʣʶʙʦʡ ʤʦʤʝʥʪ ʚʨʝʤʝʥʠ ʚ ʥʘʩʪʨʦʡʢʘʭ 

ʧʨʦʛʨʘʤʤʳ, ʥʘ ʚʢʣʘʜʢʝ çʉʠʥʭʨʦʥʠʟʘʮʠʷè. 

ɼʘʣʝʝ ʥʝʦʙʭʦʜʠʤʦ ʚʳʙʨʘʪʴ ʪʠʧ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʢʦʥʪʝʥʪʘ: 

˿͙ͤͻ͙ͪͦͤ͊͘ͼ͙Ύ ͍ͪͯ;ͤͯΌΤ 

ˢ͍͙ͭͦͣ͊ͭ;͔͙ͫ͟ ͔͔͔͍͗͒ͤͤͦ ͨͦ ͙͙ͪ͊ͫͨͫ͊ͤΌ ό˹͔ͦ͋ͻ͙ͦ͒ͣͦ ͯ͊͊ͭ͘͟Έ ͔ͯ͒ͦ͋ͤͦ ͍͔ͪͣΎ ͙ͫͤͻ͙ͪͦͤ͊͘ͼ͙͙ύΦ 

ʇʨʝʜʚʘʨʠʪʝʣʴʥʘʷ ʥʘʩʪʨʦʡʢʘ ʟʘʚʝʨʰʝʥʘ ʠ ʧʦʩʣʝ ʥʘʞʘʪʠʷ ʢʥʦʧʢʠ çɼʘʣʝʝè, ʧʦʷʚʠʪʩʷ ʩʪʘʪʫʩʥʘʷ ʩʪʨʦʢʘ ʫʩʪʘʥʦʚʦʯʥʦʛʦ ʧʨʦʮʝʩʩʘ. 

ʇʦ ʦʢʦʥʯʘʥʠʠ ʧʨʦʮʝʩʩʘ ʫʩʪʘʥʦʚʢʠ ʧʦʷʚʠʪʩʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʦʢʥʦ. ʋʩʪʘʥʦʚʢʘ RedCheck ʟʘʚʝʨʰʝʥʘ. 

 ɺ ʩʣʫʯʘʝ ʚʦʟʥʠʢʥʦʚʝʥʠʷ ʦʰʠʙʦʢ ʚʦ ʚʨʝʤʷ ʫʩʪʘʥʦʚʢʠ, ʦʙʨʘʪʠʪʝʩʴ ʢ ʬʘʡʣʫ, ʞʫʨʥʘʣʫ ʫʩʪʘʥʦʚʢʠ, ʨʘʩʧʦʣʦʞʝʥʥʦʤʫ ʧʦ ʩʣʝʜʫʶʱʝʤʫ 

ʧʫʪʠ: %temp%/ALTEX-SOFT/RedCheckSetup.txt. ɼʣʷ ʨʘʟʨʝʰʝʥʠʷ ʥʝʰʪʘʪʥʦʡ ʩʠʪʫʘʮʠʠ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʦʙʨʘʪʠʪʴʩʷ ʚ ʩʣʫʞʙʫ ʧʦʜʜʝʨʞʢʠ 

support@altx-soft.ru. ʇʨʠ ʦʙʨʘʱʝʥʠʠ ʥʝʦʙʭʦʜʠʤʦ ʦʧʠʩʘʪʴ ʧʨʦʙʣʝʤʫ ʠ ʧʨʠʣʦʞʠʪʴ ʬʘʡʣ RedCheckSetup.txt. 

2.2 ʋʩʪʘʥʦʚʢʘ ʠ ʥʘʩʪʨʦʡʢʘ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʩʣʫʞʙ ʩʢʘʥʠʨʦʚʘʥʠʷ ʠ ʩʠʥʭʨʦʥʠʟʘʮʠʠ 

RedCheck 

2.2.1 ʋʩʪʘʥʦʚʢʘ ʠ ʥʘʩʪʨʦʡʢʘ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʩʣʫʞʙ rʩʢʘʥʠʨʦʚʘʥʠʷ 

RedCheck 

 ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ ʤʦʜʫʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ ʜʦʩʪʫʧʥʦ ʪʦʣʴʢʦ ʜʣʷ ʣʠʮʝʥʟʠʡ ʨʝʜʘʢʮʠʠ Enterprise. 

ɿʘʧʫʩʪʠʪʝ ʜʠʩʪʨʠʙʫʪʠʚ RedCheckScanService.msi. ɼʦʞʜʠʪʝʩʴ ʧʦʷʚʣʝʥʠʷ ʦʢʥʘ ʧʨʠʚʝʪʩʪʚʠʷ. Cʣʝʜʫʡʪʝ ʠʥʩʪʨʫʢʮʠʷʤ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ. 

ʅʘ ʦʜʥʦʤ ʠʟ ʵʪʘʧʦʚ ʚʚʝʜʠʪʝ ʥʘʩʪʨʦʡʢʠ ʩʦʝʜʠʥʝʥʠʷ ʩ ɹɼ ʧʨʦʛʨʘʤʤʳ RedCheck, ʩʦʚʤʝʩʪʥʦ ʩ ʢʦʪʦʨʦʡ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʘʥʥʳʡ 

ʤʦʜʫʣʴ. 

ʇʦʩʣʝ ʟʘʚʝʨʰʝʥʠʷ ʧʨʦʮʝʩʩʘ ʫʩʪʘʥʦʚʢʠ ʜʦʧʦʣʥʠʪʝʣʴʥʦ ʩʣʫʞʙʳ ʩʢʘʥʠʨʦʚʘʥʠʷ, ʥʝʦʙʭʦʜʠʤʦ ʧʝʨʝʟʘʧʫʩʪʠʪʴ ʢʦʥʩʦʣʴ RedCheck, ʧʝʨʝʡʪʠ: 

ʀʥʩʪʨʫʤʝʥʪʳ - ʅʘʩʪʨʦʡʢʠ ï ɼʦʧʦʣʥʠʪʝʣʴʥʦ ï ɸʚʪʦʧʨʦʚʝʨʢʘ ʥʦʚʳʭ ʟʘʜʘʯ, ʧʦʩʪʘʚʠʪʴ ʛʘʣʦʯʢʫ çɺʢʣʶʯʠʪʴ ʘʚʪʦʧʨʦʚʝʨʢʫ ʩʝʨʚʠʩʦʤ ʥʦʚʳʭ 

ʟʘʜʘʯè. 

 ʋʯʸʪʥʘʷ ʟʘʧʠʩʴ, ʢʦʪʦʨʘʷ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ ʯʝʨʝʟ ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ ʩʣʫʞʙʫ ʩʢʘʥʠʨʦʚʘʥʠʷ, ʥʝ ʜʦʣʞʥʘ ʙʳʪʴ 

ʩʦʭʨʘʥʝʥʘ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʰʠʬʨʦʚʘʥʠʷ. ɼʘʥʥʘʷ ʦʧʮʠʷ ʥʘʩʪʨʘʠʚʘʝʪʩʷ ʚ ʀʥʩʪʨʫʤʝʥʪʳ ï ʄʝʥʝʜʞʝʨ ʫʯʸʪʥʳʭ ʟʘʧʠʩʝʡ, ʚʳʙʠʨʘʝʤ 

ʥʝʦʙʭʦʜʠʤʫʶ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ, ʧʨʘʚʦʡ ʢʥʦʧʢʦʡ ʤʳʰʠ ï ʨʝʜʘʢʪʠʨʦʚʘʥʠʝ, ʜʘʣʝʝ ʚʥʠʟʫ ʦʪʢʨʳʚʰʝʛʦʩʷ ʦʢʥʘ ʐʠʬʨʦʚʘʥʠʝ. ɺ ʪʦʤ ʩʣʫʯʘʝ, 

ʝʩʣʠ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ ʙʳʣʘ ʩʦʟʜʘʥʘ ʨʘʥʝʝ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʰʠʬʨʦʚʘʥʠʷ, ʥʝʦʙʭʦʜʠʤʦ ʣʠʙʦ ʫʜʘʣʠʪʴ ʠ ʩʦʟʜʘʪʴ ʟʘʥʦʚʦ, ʙʝʟ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 

ʰʠʬʨʦʚʘʥʠʷ ʪʝʢʫʱʫʶ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ, ʣʠʙʦ ʩʦʟʜʘʪʴ ʥʦʚʫʶ ʙʝʟ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʰʠʬʨʦʚʘʥʠʷ. 

2.2.2 ʋʩʪʘʥʦʚʢʘ ʠ ʥʘʩʪʨʦʡʢʘ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʩʣʫʞʙ rʩʠʥʭʨʦʥʠʟʘʮʠʠ 

RedCheck 

ɿʘʧʫʩʪʠʪʝ ʜʠʩʪʨʠʙʫʪʠʚ RedCheckSyncService.msi. ɼʦʞʜʠʪʝʩʴ ʧʦʷʚʣʝʥʠʷ ʦʢʥʘ ʧʨʠʚʝʪʩʪʚʠʷ. Cʣʝʜʫʡʪʝ ʠʥʩʪʨʫʢʮʠʷʤ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ. 

ʇʦʩʣʝ ʟʘʚʝʨʰʝʥʠʷ ʧʨʦʮʝʩʩʘ ʫʩʪʘʥʦʚʢʠ ʜʦʧʦʣʥʠʪʝʣʴʥʦ ʩʣʫʞʙʳ ʩʠʥʭʨʦʥʠʟʘʮʠʠ, ʥʝʦʙʭʦʜʠʤʦ ʧʝʨʝʟʘʧʫʩʪʠʪʴ ʢʦʥʩʦʣʴ RedCheck, ʧʝʨʝʡʪʠ: 

ʀʥʩʪʨʫʤʝʥʪʳ - ʅʘʩʪʨʦʡʢʠ ï ʉʠʥʭʨʦʥʠʟʘʮʠʷ ï ʉʣʫʞʙʘ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʚʳʙʠʨʘʝʤ ʥʫʞʥʫʶ ʩʣʫʞʙʫ, ʥʠʞʝ ʩʪʘʚʠʤ ʛʘʣʦʯʢʠ 

ʥʘʧʨʦʪʠʚ çɺʢʣʶʯʠʪʴ ʨʝʞʠʤ ʫʧʨʦʱʝʥʥʦʡ ʩʠʥʭʨʦʥʠʟʘʮʠʠè ʠ çɺʢʣʶʯʠʪʴ ʧʨʦʚʝʨʢʫ ʪʨʠʛʛʝʨʘ ʦʙʥʦʚʣʝʥʠʷè.  
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 ʈʝʞʠʤ ʫʧʨʦʱʝʥʥʦʡ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʧʦʟʚʦʣʷʝʪ ʫʤʝʥʴʰʠʪʴ ʦʙʲʝʤ ʧʝʨʝʜʘʚʘʝʤʳʭ ʜʘʥʥʳʭ, ʤʝʞʜʫ ʙʘʟʦʡ ʜʘʥʥʳʭ ʠ ʢʦʤʧʦʥʝʥʪʘʤʠ RC, 

ʪʝʤ ʩʘʤʳʤ ʫʩʢʦʨʷʷ ʧʨʦʮʝʩʩ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʢʦʥʪʝʥʪʘ. 

 

2.3 ʋʩʪʘʥʦʚʢʘ ʘʛʝʥʪʘ ʠ ʥʘʩʪʨʦʡʢʘ ʩʝʪʝʚʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʧʨʠ ʘʛʝʥʪʩʢʦʤ ʠ ʙʝʟ-

ʘʛʝʥʪʩʢʦʤ ʩʢʘʥʠʨʦʚʘʥʠʠ 

ʋʩʪʘʥʦʚʢʘ ʘʛʝʥʪʘ ʠ ʥʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʩʝʪʝʚʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʤʦʞʝʪ ʙʳʪʴ ʧʨʦʠʟʚʝʜʝʥʘ ʣʦʢʘʣʴʥʦ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʥʘ ʩʢʘʥʠʨʫʝʤʦʤ 

ʭʦʩʪʝ ʣʠʙʦ ʧʨʠ ʧʦʤʦʱʠ ʩʨʝʜʩʪʚ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ Microsoft Active Directory, SCCM ʠʣʠ ʜʨʫʛʠʤʠ ʠʥʩʪʨʫʤʝʥʪʘʤʠ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʩʝʪʝʡ. 

 ɼʠʩʪʨʠʙʫʪʠʚ ʘʛʝʥʪʘ ʠʤʝʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʧʨʠʥʠʤʘʪʴ ʧʘʨʘʤʝʪʨ ʟʘʧʫʩʢʘ ʩʣʫʞʙʳ: DELAYED_AUTO_START. 

ɺʦʟʤʦʞʥʳʝ ʟʥʘʯʝʥʠʷ: 0 - ʘʚʪʦʤʘʪʠʯʝʩʢʠʡ ʟʘʧʫʩʢ; 1 - ʦʪʣʦʞʝʥʥʳʡ ʟʘʧʫʩʢ. 

ʇʨʠʤʝʨ ʚʳʧʦʣʥʝʥʠʷ ʢʦʤʘʥʜʳ ʥʘ ʫʩʪʘʥʦʚʢʫ ʘʛʝʥʪʘ: 

msiexec /i "C:\Distr\RedCheckAgent.msi" DELAYED_AUTO_START=0 /qb /L*V "C:\Distr\ RedCheckAgent.log" 

ʆʧʮʠʷ ʦʪʣʦʞʝʥʥʦʛʦ ʟʘʧʫʩʢʘ ʧʦʟʚʦʣʷʝʪ ʦʧʪʠʤʠʟʠʨʦʚʘʪʴ ʧʨʦʮʝʩʩ ʟʘʛʨʫʟʢʠ ʩʠʩʪʝʤʳ ʠ ʦʙʣʝʛʯʘʝʪ ʥʘʩʪʨʦʡʢʫ ʧʨʠʣʦʞʝʥʠʡ ʜʣʷ 

ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʡ ʘʚʪʦʟʘʛʨʫʟʢʠ. 

 ɺ ʮʝʣʷʭ ʧʦʚʳʰʝʥʠʷ ʙʳʩʪʨʦʜʝʡʩʪʚʠʷ ʩʢʘʥʠʨʦʚʘʥʠʷ ʆʉ Windows ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʩʣʝʜʫʶʱʠʭ ʪʨʘʥʩ-

ʧʦʨʪʦʚ (ʚ ʧʦʨʷʜʢʝ ʧʨʠʦʨʠʪʝʪʥʦʩʪʠ): ɸʛʝʥʪʩʢʠʡ ʩʧʦʩʦʙ, ʩʢʘʥʠʨʦʚʘʥʠʝ ʧʨʠ ʧʦʤʦʱʠ ʚʨʝʤʝʥʥʦʛʦ ʘʛʝʥʪʘ (WinRM), 

ʙʝʟʘʛʝʥʪʩʢʠʡ ʩʧʦʩʦʙ (WMI). ʉʢʘʥʠʨʦʚʘʥʠʝ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ WMI ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʧʨʦʚʦʜʠʪʴ ʜʣʷ ʟʘʜʘʥʠʡ ʩʢʘʥʠʨʦʚʘʥʠʷ 

ʣʠʙʦ ʩ ʙʳʩʪʨʳʤ ʧʨʦʬʠʣʝʤ, ʣʠʙʦ ʩ ʦʛʨʘʥʠʯʝʥʥʳʤ ʢʦʣʠʯʝʩʪʚʦʤ ʧʨʦʚʝʨʦʢ. ɼʘʥʥʘʷ ʦʩʦʙʝʥʥʦʩʪʴ ʩʚʷʟʘʥʘ ʩ ʦʯʝʥʴ ʙʦʣʴʰʠʤ ʢʦ-

ʣʠʯʝʩʪʚʦʤ ʩʠʛʥʘʪʫʨ, ʢʦʪʦʨʳʝ ʨʝʢʫʨʩʠʚʥʦ ʩʢʘʥʠʨʫʶʪ ʬʘʡʣʦʚʫʶ ʩʠʩʪʝʤʫ ʆʉ ʚ ʧʦʠʩʢʝ ʫʷʟʚʠʤʳʭ ʢʦʤʧʦʥʝʥʪʦʚ, ʯʪʦ ʧʨʠ-

ʚʦʜʠʪ ʢ ʧʦʩʪʦʷʥʥʦʡ ʟʘʛʨʫʟʢʝ ʤʘʰʠʥʳ, ʢʘʥʘʣʘ ʠ ʫʚʝʣʠʯʝʥʠʶ ʚʨʝʤʝʥʠ ʩʢʘʥʠʨʦʚʘʥʠʷ. 

2.3.1 ʃʦʢʘʣʴʥʘʷ ʫʩʪʘʥʦʚʢʘ ʘʛʝʥʪʘ ʜʣʷ ʆʉ Microsoft Windows  

ɼʣʷ ʧʦʚʳʰʝʥʠʷ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ʩʢʘʥʠʨʦʚʘʥʠʷ, ʘ ʪʘʢʞʝ ʚ ʩʣʫʯʘʝ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʧʨʦʚʝʜʝʥʠʷ ʢʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ Windows-ʩʠʩʪʝʤ 

ʥʘ ʫʜʘʣʝʥʥʳʭ ʢʦʥʪʨʦʣʠʨʫʝʤʳʭ ʭʦʩʪʘʭ, ʘ ʪʘʢʞʝ ʉɿʀ ʦʪ ʅʉɼ Secret Net ʠ Dallas Lock ʥʘ ʫʜʘʣʝʥʥʳʭ ʠ ʣʦʢʘʣʴʥʳʭ ʭʦʩʪʘʭ, ʪʨʝʙʫʝʪʩʷ 

ʫʩʪʘʥʦʚʢʘ ʘʛʝʥʪʘ RedCheck.  

 ʋʩʪʘʥʦʚʢʘ ʘʛʝʥʪʘ ʜʦʣʞʥʘ ʚʳʧʦʣʥʷʪʴʩʷ ʦʪ ʠʤʝʥʠ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ, ʠʤʝʶʱʝʡ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʝ ʧʨʠʚʠʣʝʛʠʠ. 

ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʚʳʧʦʣʥʷʪʴ ʫʩʪʘʥʦʚʢʫ ʚ ʢʘʪʘʣʦʛ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 

ɿʘʧʫʩʪʠʪʝ ʧʘʢʝʪ RedCheckAgent.msi, ʠʟ ʜʠʩʪʨʠʙʫʪʠʚʘ RedCheck. ɼʦʞʜʠʪʝʩʴ ʧʦʷʚʣʝʥʠʷ ʦʢʥʘ ʧʨʠʚʝʪʩʪʚʠʷ ʠ ʩʣʝʜʫʡʪʝ ʠʥʩʪʨʫʢʮʠʷʤ ʦʪ 

ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ. 

2.3.2 ʈʘʟʚʝʨʪʳʚʘʥʠʝ ʘʛʝʥʪʘ ʜʣʷ Windows-ʩʠʩʪʝʤ ʩʨʝʜʩʪʚʘʤʠ Active Directory, 

SCCM 

ɺ ʩʝʪʷʭ ʩ ʜʦʤʝʥʥʦʡ ʩʪʨʫʢʪʫʨʦʡ, ʜʦʩʪʫʧʥʘ ʚʦʟʤʦʞʥʦʩʪʴ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʡ ʫʩʪʘʥʦʚʢʠ ʘʛʝʥʪʘ RedCheck ʥʘ ʮʝʣʝʚʳʝ ʭʦʩʪʳ. 
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ʆʪʢʨʦʡʪʝ ʢʦʥʩʦʣʴ ʫʧʨʘʚʣʝʥʠʷ ʛʨʫʧʧʦʚʳʤʠ ʧʦʣʠʪʠʢʘʤʠ. ʅʘʞʤʠʪʝ çʇʫʩʢè> çʇʘʥʝʣʴ ʫʧʨʘʚʣʝʥʠʷè> çɸʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʝè> çʋʧʨʘʚʣʝʥʠʝ 

ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʦʡè. 

ɺ ʜʝʨʝʚʝ ʢʦʥʩʦʣʠ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦ ʨʘʟʚʝʨʥʠʪʝ ʜʝʨʝʚʦ, ʠʥʪʝʨʝʩʫʶʱʝʛʦ ʣʝʩʘ ʠ ʜʦʤʝʥʘ ʠ ʫʢʘʞʠʪʝ ʨʘʩʧʦʣʦʞʝʥʠʝ ʦʙʲʝʢʪʦʚ ʛʨʫʧʧʦʚʦʡ 

ʧʦʣʠʪʠʢʠ.  

ɺʦʩʧʦʣʴʟʦʚʘʚʰʠʩʴ ʧʨʘʚʦʡ ʢʥʦʧʢʦʡ ʤʳʰʠ ʩʦʟʜʘʡʪʝ ʥʦʚʳʡ ʣʠʙʦ ʠʟʤʝʥʠʪʝ ʩʫʱʝʩʪʚʫʶʱʠʡ ʦʙʲʝʢʪ GPO. ʉ ʧʦʤʦʱʴʶ ʨʝʜʘʢʪʦʨʘ ʦʙʲʝʢʪʦʚ 

ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ: 

ɺ ʨʘʟʜʝʣʝ çʂʦʥʬʠʛʫʨʘʮʠʷ ʢʦʤʧʴʶʪʝʨʘè ʨʘʟʚʝʨʥʠʪʝ ʨʘʟʜʝʣ çʂʦʥʬʠʛʫʨʘʮʠʷ ʧʨʦʛʨʘʤʤè ʠ ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ çʋʩʪʘʥʦʚʢʘ ʧʨʦʛʨʘʤʤè. ʇʨʠ 

ʧʦʤʦʱʠ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ʚʳʟʳʚʘʝʤʦʛʦ ʧʨʘʚʦʡ ʢʥʦʧʢʦʡ ʤʳʰʠ ʩʦʟʜʘʡʪʝ ʥʦʚʳʡ çʇʘʢʝʪè. ɺ ʧʦʷʚʠʚʰʠʤʩʷ ʦʢʥʝ ʚʳʙʝʨʠʪʝ ʩʝʪʝʚʦʝ 

ʨʘʩʧʦʣʦʞʝʥʠʝ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ. ɺ ʧʘʨʘʤʝʪʨʘʭ ʫʩʪʘʥʦʚʢʠ ʫʢʘʞʠʪʝ ʪʠʧ ʫʩʪʘʥʦʚʢʠ çʅʘʟʥʘʯʝʥʥʳʡè. ʉʝʪʝʚʦʝ ʨʘʩʧʦʣʦʞʝʥʠʝ 

ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʜʦʣʞʥʦ ʙʳʪʴ ʜʦʩʪʫʧʥʦ ʜʣʷ çʯʪʝʥʠʷè ʢʦʤʧʴʶʪʝʨʦʚ, ʥʘ ʢʦʪʦʨʳʭ ʙʫʜʝʪ ʧʨʦʠʟʚʝʜʝʥʦ ʨʘʟʚʝʨʪʳʚʘʥʠʝ. 

 

ɼʣʷ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʨʘʟʨʝʨʪʳʚʘʥʠʷ ʘʛʝʥʪʘ RedCheck ʤʦʞʥʦ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʩʢʨʠʧʪʦʤ. 

ʇʨʠʤʝʨ ʚʳʧʦʣʥʝʥʠʷ ʢʦʤʘʥʜ rʥʘ ʫʩʪʘʥʦʚʢʫ ʘʛʝʥʪʘ : 

msiexec /i "C:\Distr\RedCheckAgent.msi" DELAYED_AUTO_START=0 /qb /L*V "C:\Distr\ RedCheckAgent.log" 

ɺʦʟʤʦʞʥʳʝ ʟʥʘʯʝʥʠʷ: 0 - ʘʚʪʦʤʘʪʠʯʝʩʢʠʡ ʟʘʧʫʩʢ; 1 - ʦʪʣʦʞʝʥʥʳʡ ʟʘʧʫʩʢ; 

CREATEGROUP="1" - ʩʦʟʜʘʥʠʝ ʛʨʫʧʧʳ RECHECK_ADMINS; 

SILENT_MODE="1" ï ʙʣʦʢʠʨʦʚʢʘ ʚʩʝʭ ʩʦʦʙʱʝʥʠʡ 

 

 

2.4 ʅʘʩʪʨʦʡʢʘ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʜʣʷ ʨʘʙʦʪʳ RedCheck 

ɼʣʷ ʨʘʙʦʪʳ ʢʦʥʩʦʣʠ RedCheck ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʣʝʜʫʶʱʠʝ ʪʠʧʳ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ: 

ͯ;͔ͭͤ·͔ ͙͙͊ͨͫ͘Σ ͊ͨͯͫ͊͘͟Ό΅͙͔ ͦͤͫͦ͟͡Έ ͍͔͙ͯͨͪ͊ͤ͡Ύ RedCheck ͍  ͔͔ͫ͊ͤͫ Windows; 

ͯ;͔ͭͤ·͔ ͙͙͊ͨͫ͘ ͒͡Ύ ͍͔͔͙ͨͪͦ͒ͤΎ ͙͍͙ͫ͊ͤͪͦ͊ͤ͟Ύ ͔ͯ͒͊ͤͤ͡·ͻ ͻ͍ͦͫͭͦ όͯ;͔ͭͤ·͔ ͙͙͊ͨͫ͘ ͙͍͙ͫ͊ͤͪͦ͊ͤ͟ΎύΦ ˻͙ͤ ͊͒͊͘ΌͭͫΎ ͍ ζ˸͔π

͔͔͔ͤ͒͗ͪ ͯ;͔ͭͤ·ͻ ͙͔͚͊ͨͫ͘η ͙ ͙͔ͣΌͭ ͔ͤͫͦ͟͡Έͦ͟ ͙͍ͭͨͦ - Windows, Linux, Solaris, Cisco, Huawei, SQL, VMwareΣ ͦͭͦͪ͟·͔ ͙ͫπ

ͨͦ͡Έͯ͘ΌͭͫΎ ͒͡Ύ ͙ͪ͊͘͡;ͤ·ͻ ͦ͋Ά͔͍ͭͦ͟ ͙͍͙ͫ͊ͤͪͦ͊ͤ͟Ύ ͙ ͫͦ͒͊͘ΌͭͫΎ ͔͔͊ͪ͊ͤ͘ ͫ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤͣ͘ ͔͍ͫͪ͒ͫͭ ˻˿ ό˿̂ˣ˨ SQL Server, 

Oracle Database, MySQL, PostgreSQL, IBM Db2; 

ͯ;͔ͭͤ·͔ ͙͙͊ͨͫ͘ ͒͡Ύ ͍͙ͯͫͭ͊ͤͦ͟ ͍͔͙͚ͦ͋ͤͦͤ͡Φ ˿ ͨͦͣͦ΅ΈΌ ͎͒͊ͤͤͦͦ ͙ͭͨ͊ ̂˭ ͣͦ͗ͤͦ ͙͍͙ͨͪͦͦ͒ͭ͘Έ ͍ͯͫͭ͊ͤͦͯ͟ ͍͔͙͚ͦ͋ͤͦͤ͡Σ ͤ͊ 

͍͔ͦͫͤͦ ͍͔͔͎ͨͪͦ͒ͤͤͦͦ ͙͊ͯ͒ͭ͊Φ 

2.4.1 ʅʘʩʪʨʦʡʢʘ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʜʣʷ ʨʘʙʦʪʳ ʩ ʢʦʥʩʦʣʴʶ RedCheck 

2.4.1.1 ʈʦʣʝʚʘʷ ʤʦʜʝʣʴ RedCheck 

ɺ ʧʨʦʛʨʘʤʤʝ RedCheck ʧʨʠʩʫʪʩʪʚʫʝʪ ʤʝʭʘʥʠʟʤ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʯʝʨʝʟ ʨʦʣʠ. ɻʜʝ ʨʦʣʴ ï ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʥʘʙʦʨ 

ʧʨʘʚ. ɼʣʷ ʵʪʦʛʦ ʚ ʩʠʩʪʝʤʝ ʩʦʟʜʘʶʪʩʷ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʛʨʫʧʧʳ, ʫʯʘʩʪʥʠʢʘʤ ʢʦʪʦʨʳʭ ʧʨʠʩʚʘʠʚʘʶʪʩʷ ʦʧʨʝʜʝʣʸʥʥʳʝ ʧʨʘʚʘ. 

ɻʣʘʚʥʘʷ ʠʜʝʷ, ʜʘʥʥʦʡ ʤʦʜʝʣʠ ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ, ʦʩʥʦʚʘʥʘ ʥʘ ʤʘʢʩʠʤʘʣʴʥʦʤ ʧʨʠʙʣʠʞʝʥʠʠ ʣʦʛʠʢʠ ʨʘʙʦʪʳ ʩʠʩʪʝʤʳ ʢ ʨʝʘʣʴʥʦʤʫ 

ʨʘʟʜʝʣʝʥʠʶ ʬʫʥʢʮʠʡ ʧʝʨʩʦʥʘʣʘ ʚ ʦʨʛʘʥʠʟʘʮʠʠ. 

ʇʦʥʷʪʠʝ ʨʦʣʴ ʤʦʞʥʦ ʦʧʨʝʜʝʣʠʪʴ, ʢʘʢ ʩʦʚʦʢʫʧʥʦʩʪʴ ʜʝʡʩʪʚʠʡ ʠ ʦʙʷʟʘʥʥʦʩʪʝʡ, ʩʚʷʟʘʥʥʳʭ ʩ ʦʧʨʝʜʝʣʝʥʥʳʤ ʚʠʜʦʤ ʘʢʪʠʚʥʦʩʪʠ ʩʦʪʨʫʜʥʠʢʦʚ. 

ɺ ʜʘʥʥʦʡ ʤʦʜʝʣʠ ʦʜʥʘ ʠ ʪʘ ʞʝ ʨʦʣʴ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʥʝʩʢʦʣʴʢʠʤʠ ʨʘʟʣʠʯʥʳʤʠ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʤʦʜʝʣʴ ʫʧʨʘʚʣʝʥʠʷ 

ʜʦʩʪʫʧʦʤ ʦʙʝʩʧʝʯʠʚʘʝʪ ʧʨʦʩʪʦʪʫ ʫʧʨʘʚʣʝʥʠʷ ʠ ʧʦʟʚʦʣʷʝʪ ʨʘʟʜʝʣʠʪʴ ʦʙʷʟʘʥʥʦʩʪʠ. 

ʈʘʩʩʤʦʪʨʠʤ ʦʩʥʦʚʥʳʝ ʟʘʜʘʯʠ ʨʦʣʝʡ ʚ ʧʨʦʛʨʘʤʤʝ RedCheck (ʊʘʙʣʠʮʘ 5). 

ʊʘʙʣʠʮʘ 5 

˾ͦ͡Έ ˭͊͒͊;͙ 

Admins 

̂;͙͙͊ͫͭͤ͟ ͚͒͊ͤͤͦ ͎ͪͯͨͨ· ͦ͋͊͒͊͡Όͭ ͔͎͙ͤͦͪ͊ͤ;͔ͤͤ·͙ͣ ͍͙ͨͪ͊͊ͣ ͍ ͎͔ͨͪͦͪ͊ͣͣΦ ˮͣ 
͔͒ͦͫͭͯͨͤ ͍͔ͫΈ ͔͔ͨͪ;͔ͤΈ ͔ͦͨͪ͊ͼ͙͚Σ ͔ͪͦͣ͟ ͪ͊͋ͦͭ· ͫ ͔ͣ͊ͫͭͪͦͣΦ ˨͊ͤͤ͊Ύ ͎ͪͯͨͨ͊ ͨͦπ
͚͖͒ͦ͒ͭ ͒͡Ύ ͣ͊͡·ͻ ͔͙ͨͪ͒ͨͪΎ͙͚ͭΣ ͎͔͒ ͙͍͙͔ͦ͋ͫͯ͗͊ͤͣ͡ ͦͣͨ͟ΈΌ͔͚ͭͪͤͦ ͔͙ͫͭ ͙͊ͤͣ͊͘π
͔ͭͫΎ ͣ͊͡·͚ ΄ͭ͊ͭ ͙͍ͫͦͭͪͯ͒ͤͦ͟Φ 
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AdminIS 

˨͊ͤͤ͊Ύ ͎ͪͯͨͨ͊ ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤ͊ ͒͡Ύ ͪ͊͋ͦͭ· ͙͙͍͊͒ͣͤͫͭͪ͊ͭͦͪͦ ͨͦ ͙ͤͺͦͪͣ͊ͼ͙͚ͦͤͤͦ 
͔͙͋ͦͨ͊ͫͤͦͫͭ͘Φ ˩͖ ͯ;͙͊ͫͭͤ͟ ͔ͣͦ͗ͭ ͍·ͨͦͤ͡ΎͭΈ ͔ͫ͒ͯ͡Ό΅͙͔ ͺͯͤ͟ͼ͙͙Υ  
- ˽ ͔͙͍ͦ͒͒ͪ͗͊ͭΈ ͙͔ͫͫͭͣͯ ͍ ͪ͊ͣ͊͟ͻ ͍·͚͋ͪ͊ͤͤͦ ͙͙͙ͨͦͭ͟͡ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘Φ 
- ˽ ͍͔ͪͦͪΎͭΈ ͙ ͔͔ͦ͋ͫͨ;͙͍͊ͭΈ ͼ͔ͦͫͭͤͦͫͭ͡Έ ͒͊ͤͤ·ͻΦ 
- ˻ ͔͙͍ͭͫ͗͊ͭ͡Έ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ͋ ͯΎ͍͙ͣͦͫͭ͘ΎͻΣ ͍͔͙ͦ͋ͤͦͤ͡Ύͻ ͙͔ͫͫͭͣ· ͙ ͍͔͍͔͔ͫͦͪͣͤπ
ͤͦ ͙͙ͨͪͤͣ͊ͭΈ ͔ͣͪ·Φ 
- ˨ ͔͙͍͙͔ͦͯͣͤͭͪͦ͊ͤ͟ ͔ͪͯ͘͡Έ͍ͭ͊ͭͦ ͍͔ͨͪͦͪͦ͟Σ ͍͔͚ͫͦ ͪ͊͋ͦͭ·Φ 

Systems 

̂;͖ͭͤ·ͣ ͙͊ͨͫ͘ΎͣΣ ͍ͻͦ͒Ύ΅͙ͣ ͍ ͒͊ͤͤͯΌ ͎ͪͯͨͨͯΣ ͋ͯ͒ͯͭ ͔͍͔ͨͪ͒ͦͫͭ͊ͤ͡· ͔ͫ͒ͯ͡Ό΅͙͔ 
͍͙ͦͣͦ͗ͤͦͫͭ͘Υ 
- ˹ ͚͊ͫͭͪͦ͊͟ ͙ ͍͔͙͔ͦ͋ͤͦͤ͡ ͎ͨͪͦͪ͊ͣͣ·Φ 
- ˮ ͔ͤͫͭͪͯͣͤͭ· ͨͦ ͍͔͙͒ͦ͋͊ͤ͡Ό ͻ͍ͦͫͭͦ ͙ ͚͔ͤ͊ͫͭͪͦ͟ ͯ;͔ͭͤ·ͻ ͙͔͚͊ͨͫ͘Φ 
- ˮ ͔ͤͫͭͪͯͣͤͭ· ͨͦ ͙͊ͤ͊ͯ͘͡ ͙ ͔͙ͯͫͭͪ͊ͤͤΌ ͍ͦͣͦ͗ͤ͘·ͻ ͔ͨͪͦ͋ͣ͡ ͙ͨͪ ͔ͪ͊͋ͦͭ ͫ ͨͪͦπ
͎͚ͪ͊ͣͣͦΦ 
˸ͦ͗ͤͦ ͔ͫ͒͊ͭ͡Έ ͍·͍ͦ͒Σ ;ͭͦ ͒͊ͤͤ͊Ύ ͪͦ͡Έ ͍ ͔͍ͨͪͯΌ ͦ;͔͔ͪ͒Έ ͔ͨͪ͒ͤ͊ͤ͊͘;͔ͤ͊ ͒͡Ύ ͙ͫπ
͔ͫͭͣͤ·ͻ ͙͙͍͊͒ͣͤͫͭͪ͊ͭͦͪͦΦ 

Users 

̂;͖ͭͤ·ͣ ͙͊ͨͫ͘ΎͣΣ ͍ͻͦ͒Ύ΅͙ͣ ͍ ͒͊ͤͤͯΌ ͎ͪͯͨͨͯΣ ͋ͯ͒ͯͭ ͔͍͔ͨͪ͒ͦͫͭ͊ͤ͡· ͔ͫ͒ͯ͡Ό-΅͙͔ 
͍͙ͦͣͦ͗ͤͦͫͭ͘Υ 
- ˭ ͊ͨͯͫ͟ ͙͚͊͒͊ͤ͘Φ 
- ˽ ͪͦͫͣͦͭͪ ͔ͪͯ͘͡Έ͍ͭ͊ͭͦ ͙͍͙͚ͫ͊ͤͪͦ͊ͤ͟Φ 
- ˿ ͙͔ͦ͒͊ͤ͘ ͦͭ;͖͍ͭͦΦ 
˨͊ͤͤ͊Ύ ͪͦ͡Έ ͚͖ͨͦ͒ͦ͒ͭ ͒͡Ύ ͪΎ͍͎͒ͦͦͦ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ˮˣΣ ͦͭͦͪ͟·͚ ͔ͣͦ͗ͭ ͍͔ͨͪͦ-͙ͪͭΈ 
͔͔ͫͭͨͤΈ ͯΎ͍͙͙ͣͦͫͭ͘ ͣ͊΄͙ͤ·Φ 

Master 
˨͊ͤͤ͊Ύ ͪͦ͡Έ ͔͍ͨͪ͒ͦͫͭ͊͡Ύ͔ͭ ͭͦ͡Έͦ͟ ͒ͦͫͭͯͨ ͟ ͺͯͤ͟ͼ͙ͦͤ͊ͯ͡ ͍͔͙ͯͨͪ͊ͤ͡Ύ ͨͦ͒;͙͔ͤͤπ
ͤ·͙ͣ Ή͔ͣͨ͘͟͡Ύ͙ͪ͊ͣ RedCheck. 

ɼʣʷ ʦʨʛʘʥʠʟʘʮʠʡ ʚ ʢʦʪʦʨʳʭ ʪʨʝʙʫʝʪʩʷ ʯʝʪʢʘʷ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʘʷ ʩʠʩʪʝʤʘ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʘ, ʧʨʠ ʢʦʪʦʨʦʡ ʢʘʞʜʳʡ ʧʦʣʴʟʦʚʘʪʝʣʴ ʠʤʝʝʪ 

ʨʦʚʥʦ ʩʪʦʣʴʢʦ ʠʥʬʦʨʤʘʮʠʠ ʩʢʦʣʴʢʦ ʝʤʫ ʧʦʣʦʞʝʥʦ, ʛʜʝ ʙʝʟʦʧʘʩʥʦʩʪʴ, ʥʘʜʝʞʥʦʩʪʴ ʜʘʥʥʳʭ ʷʚʣʷʝʪʩʷ ʦʩʥʦʚʥʳʤ ʧʨʠʦʨʠʪʝʪʦʤ, ʥʝʦʙʭʦʜʠʤʦ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʘʥʥʳʡ ʤʝʪʦʜ ʜʦʩʪʫʧʘ ʩ ʠʝʨʘʨʭʠʝʡ. ʆʙʳʯʥʦ - ʵʪʦ ʙʦʣʴʰʠʝ ʦʨʛʘʥʠʟʘʮʠʠ, ʛʜʝ ʬʫʥʢʮʠʠ ʚʩʝʭ ʝʝ ʯʣʝʥʦʚ ʩʪʨʦʛʦ 

ʨʝʛʣʘʤʝʥʪʠʨʦʚʘʥʳ. ʂʘʢ ʧʨʘʚʠʣʦ, ʜʣʷ ʜʘʥʥʦʡ ʩʭʝʤʳ ʠʩʧʦʣʴʟʫʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʨʦʣʠ: Systems, AdminIS, Users. 

ɻʜʝ Systems ï ʵʪʦ ʩʠʩʪʝʤʥʳʡ ʘʜʤʠʥʠʩʪʨʘʪʦʨ, ʢʦʪʦʨʳʡ ʥʘʩʪʨʘʠʚʘʝʪ ʧʨʦʛʨʘʤʤʫ, ʘ ʪʘʢʞʝ ʠʤʝʝʪ ʜʦʩʪʫʧ ʢ ʫʯʸʪʥʳʤ ʜʘʥʥʳʭ ʤʘʰʠʥ. 

AdminIS ï ʵʪʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʀɹ, ʢʦʪʦʨʳʡ ʩʣʝʜʠʪ ʟʘ ʥʘʜʸʞʥʦʩʪʴʶ ʩʝʪʠ, ʤʘʰʠʥ ʧʨʝʜʧʨʠʷʪʠʷ, ʨʝʰʘʝʪ ʢʘʢʠʤʠ ʩʧʦʩʦʙʘʤʠ ʜʦʩʪʠʯʴ ʵʪʦʛʦ. 

Users ï ʵʪʦ ʧʦʣʴʟʦʚʘʪʝʣʴ ʀɹ, ʢʦʪʦʨʳʡ ʤʦʞʝʪ ʟʘʧʫʩʪʠʪʴ ʩʢʘʥʠʨʦʚʘʥʠʷ, ʣʠʙʦ ʧʦʩʤʦʪʨʝʪʴ ʠʭ ʨʝʟʫʣʴʪʘʪʳ, ʥʘ ʦʩʥʦʚʝ ʨʘʙʦʪʳ ʧʨʦʜʝʣʘʥʥʦʡ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʀɹ. 

ʊʘʙʣʠʮʘ 6 

˾͙ͦ͡ 
˾ͦ͡Έ - RedCheck_* 

Admins AdminIS Systems Users Master 

͙́ͨ ͔ͦͨͪ͊ͼ͙͚ ˿͔ͯͨͪͨͦ͡Έ͍͔ͦ͊ͭ͘͡Έ 
ˢ͙͒ͣͤ 
ˮ  x

˿͙͔ͫͭͣͤ·͚ 
ˢ͙͒ͣͤ 

˽ͦ ͡Έ͍͔ͦ͊ͭ͘͡Έ 
ˮ  x

͔͔̂͒͊ͤͤͦ͡ 
͍͔͙͔ͯͨͪ͊ͤ͡ 

˾͊͋ͦͭ͊ ͍ ͔͙͔ͪ͗ͣ ˸͔͊ͫͭͪ         + 

˾͊͋ͦͭ͊ ͫ ͙͡ͼ͔͙ͤ͘Ύ͙ͣ +   +     
˹͚͙͊ͫͭͪͦ͟ ͎ͨͪͦͪ͊ͣͣ· +   +     
˻͔͔͔͙͔ͨͪ͒ͤ͡ ͯ;͔ͭͤ·ͻ ͒͊ͤͤ·ͻ ͒͡Ύ ͙͍͙ͫ͊ͤͪͦ͊ͤ͟Ύ +   +     

˾͊͋ͦͭ͊ 
ͫ ͻͦπ

1.  s ͍͙͙͍ͭͦͣ͊ͭͪͦ͊ͤͤ͘·͚ ͙ͣͨͦͪͭ ͙͘ !5/Nmap/͚͍̅͊ͦ͡ + + +     
2.  ˾ ͯ;͔ͤͦ ͙͔ͫͦ͒͊ͤ͘κ͔͙͔ͯ͒͊ͤ͡ ͻ͍ͦͫͭͦ + + +     
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͙ͫͭ͊ͣ 3. ˿͙͔ͦ͒͊ͤ͘/͔͙͔ͯ͒͊ͤ͡ ͎ͪͯͨͨ/˥͙͍ͪͯͨͨͪͦ͊͟ ͻ͍ͦͫͭͦ + + +     
˿͙͔ͦ͒͊ͤ͘/͔͙͍͙͔ͪ͒͊ͭͪͦ͊ͤ͟κ͔͙͔ͯ͒͊ͤ͡ ͙͚͊͒͊ͤ͘ + +       
˿͙͔ͦ͒͊ͤ͘κ͔͙͔ͯ͒͊ͤ͡ ͦͤͭͪͦ͟͡Ύ + +   +   
˭͊ͨͯͫ͟ ͙͚͊͒͊ͤ͘ + +   +   
˽͔͙͔ͦͫͭͪͦͤ ͦͭ;͖͍ͭͦ + +   +   
˽ͪͦͫͣͦͭͪ ͙͍͊ͯ͒ͭͦκͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͚ + +   +   
˿͙ͤͻ͙ͪͦͤ͊͘ͼ͙Ύ + + + +   
ˮͣͨͦͪͭ h±![-͙͎ͫͤ͊ͭͯͪ + +       
˽͍͔ͪͦͪ͊͟ ͼ͔͙ͦͫͭͤͦͫͭ͡ ͎ͨͪͦͪ͊ͣͣ· ͙ ͔ͦͤͭͤͭ͊͟ + + + +   
ˬͯͪͤ͊͡ ͫͦ͋·͙͚ͭ + + +     
˽͔͔ͪͨͦ͒͟͡Ό;͔͙͔ͤ ͟ ͫͯ͗͋͊ͣ͡ + + + +   
˽͔͔ͪ͊ͨͯͫ͘͟ ͫͯ͗͋͡ + + +     
˨͙͎͙͊ͤͦͫͭ͊͟ ͔ͨͪͦ͋ͣ͡ + + + +   
˿͍ͨͪ͊ͦ;ͤ·͔ Ή͔͔ͣͤͭ͡·Σ ͍͍ͪͯͦͦ͒ͫͭͦ͟ + + + +   

 

ɺ ʜʦʤʝʥʥʦʡ ʩʝʪʠ ʧʨʝʜʧʨʠʷʪʠʷ ʜʣʷ ʨʝʘʣʠʟʘʮʠʠ ʨʦʣʝʚʦʡ ʤʦʜʝʣʠ ʥʝʦʙʭʦʜʠʤʦ ʩʦʟʜʘʪʴ ʛʣʦʙʘʣʴʥʳʝ ʛʨʫʧʧʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʦʛʣʘʩʥʦ 

ʠʤʝʥʦʚʘʥʠʶ ʫʢʘʟʘʥʥʦʡ ʚ ʪʘʙʣʠʮʝ ˉ6. ʉ ʧʦʩʣʝʜʫʶʱʠʤ ʜʦʙʘʚʣʝʥʠʝʤ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ ʋɿ ʚ ʛʨʫʧʧʳ, ʩʦʛʣʘʩʥʦ ʠʭ ʧʨʘʚʘʤ ʜʦʩʪʫʧʘ ʚ 

ʧʨʦʛʨʘʤʤʝ. 

ɺ ʩʣʫʯʘʝ ʨʘʙʦʪʳ ʩʢʘʥʝʨʘ ʙʝʟʦʧʘʩʥʦʩʪʠ RedCheck ʚ ʦʜʥʦʨʘʥʛʦʚʦʡ ʩʝʪʠ, ʛʨʫʧʧʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʝʦʙʭʦʜʠʤʦ ʩʦʟʜʘʚʘʪʴ ʥʘ ʣʦʢʘʣʴʥʦʤ ʭʦʩʪʝ 

ʛʜʝ ʫʩʪʘʥʦʚʣʝʥ ʩʢʘʥʝʨ. 

ɼʣʷ ʨʘʙʦʪʳ ʠ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʘʛʝʥʪʦʤ ʩʢʘʥʠʨʦʚʘʥʠʷ, ʥʝʦʙʭʦʜʠʤʦ ʩʦʟʜʘʪʴ ʛʨʫʧʧʫ RedCheck_Admins ʥʘ ʩʢʘʥʠʨʫʝʤʦʤ ʭʦʩʪʝ ʠ ʜʦʙʘʚʠʪʴ ʚ 

ʛʨʫʧʧʫ ʋɿ ʦʪ ʠʤʝʥʠ ʢʦʪʦʨʦʡ ʙʫʜʝʪ ʧʨʦʠʩʭʦʜʠʪʴ ʩʢʘʥʠʨʦʚʘʥʠʝ. 

2.4.1.2 ʅʘʩʪʨʦʡʢʘ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʜʣʷ ʟʘʧʫʩʢʘ ʢʦʥʩʦʣʠ ʫʧʨʘʚʣʝʥʠʷ RedCheck 

ɼʣʷ ʨʘʙʦʪʳ ʩ ʢʦʥʩʦʣʴʶ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʧʨʦʛʨʘʤʤʳ RedCheck - ʥʝʦʙʭʦʜʠʤʦ ʥʘʩʪʨʦʠʪʴ ʨʘʙʦʯʫʶ ʤʘʰʠʥʫ. ʅʘʩʪʨʦʡʢʠ ʙʫʜʫʪ ʨʘʟʥʳʤʠ, ʚ 

ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ: ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʦʤʝʥʥʘʷ ʠʣʠ ʦʜʥʦʨʘʥʛʦʚʘʷ ʩʝʪʴ, ʥʘ ʧʨʝʜʧʨʠʷʪʠʠ ʧʨʝʜʫʩʤʦʪʨʝʥʦ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʠʝʨʘʨʭʠʯʝʩʢʦʛʦ ʤʝʪʦʜʘ 

ʜʦʩʪʫʧʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʣʠʙʦ ʙʝʟ. ʉʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʥʘʩʪʨʦʡʢʠ ʧʨʠʚʝʜʝʥʳ ʚ ʊʘʙʣʠʮʝ 7. 

ʊʘʙʣʠʮʘ 7 

 

 ʂʦʥʩʦʣʴ ʫʧʨʘʚʣʝʥʠʷ RedCheck ʤʦʞʝʪ ʨʘʙʦʪʘʪʴ, ʝʩʣʠ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ, ʠʟ-ʧʦʜ ʢʦʪʦʨʦʡ ʦʥʘ ʟʘʧʫʱʝʥʘ, ʥʝ ʠʤʝʝʪ ʧʨʠʚʠʣʝʛʠʠ ʣʦ-

ʢʘʣʴʥʦʛʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ. ɺ ʪʘʢʦʤ ʩʣʫʯʘʝ ʙʫʜʝʪ ʦʛʨʘʥʠʯʝʥ ʬʫʥʢʮʠʦʥʘʣ ʧʨʦʛʨʘʤʤʳ: ʤʘʥʠʧʫʣʷʮʠʠ ʩʦ ʩʣʫʞʙʘʤʠ, ʩʤʝʥʘ ʣʠʮʝʥʟʠʠ ʧʨʦ-

ʛʨʘʤʤʳ. 

 ɽʩʣʠ ʩʦʟʜʘʪʴ ʥʦʚʫʶ ʛʨʫʧʧʫ REDCHECK_* ʠ ʜʦʙʘʚʠʪʴ ʪʫʜʘ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʪʦ ʧʦʩʣʝ ʵʪʦʛʦ ʥʝʦʙʭʦʜʠʤʦ ʧʨʠʤʝʥʠʪʴ ʠʟʤʝʥʝʥʠʷ ʥʘ 

ʤʘʰʠʥʝ: ʚʳʧʦʣʥʠʪʴ ʚʳʭʦʜ ʠʟ ʩʠʩʪʝʤʳ, ʣʠʙʦ ʧʝʨʝʟʘʛʨʫʟʢʫ ʢʦʤʧʴʶʪʝʨʘ. 

͙́ͨ 
͔͙ͫͭ 

˨͔ͦͣͤͤ͊Ύ ˻͎͍͒ͤͦͪ͊ͤͦ͊Ύ 

1 
̂;͔ͭͤ͊Ύ ͙͊ͨͫ͘Έ ͒ͦ͗ͤ͊͡ ͫͦͫͭͦΎͭΈ ͍ ͎ͦ͋͊͡͡Έπ
͚ͤͦ ͎ ͔ͪͯͨͨ w95/I9/YψϝΣ ͎͔͒ ϝ - ͪ ͦ͡Έ Red-

Check 

̂;͔ͭͤ͊Ύ ͙͊ͨͫ͘Έ ͒ͦ͗ͤ͊͡ ͫͦͫͭͦΎͭΈ ͍ ͦ͊͟͡͡Έπ
͚ͤͦ ͎ ͔ͪͯͨͨ w95/I9/Yψ* , ͎ ͔͒ ϝ - ͪ ͦ͡Έ Red-

Check   

2 
̂;͔ͭͤ͊Ύ ͙͊ͨͫ͘Έ ͒ͦ͗ͤ͊͡ ͙͔ͣͭΈ ͙͍͙͔͎͙͙ͨͪ͡Σ ͍ͪ͊ͤ·͔ ͙͍͙͔͎͙ͨͪ͡Ύͣ ͯ;͔͚ͭͤͦ ͙͙͊ͨͫ͘ ͦ͊͟͡͡Έπ

͎ͤͦͦ ͙͙͊͒ͣͤͫͭͪ͊ͭͦͪ͊ 
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 ʇʨʠ ʧʣʘʥʠʨʦʚʘʥʠʠ ʨʘʙʦʪʳ ʩ ʧʨʦʛʨʘʤʤʦʡ RedCheck, ʩʣʝʜʫʝʪ ʨʘʟʜʝʣʷʪʴ ʋɿ ʧʦʜ ʢʦʪʦʨʳʤʠ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʚʭʦʜ ʥʘ ʢʦʥʩʦʣʴ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʠ ʜʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ ʫʜʘʣʝʥʥʳʭ ʭʦʩʪʦʚ. 

2.4.2 ʅʘʩʪʨʦʡʢʘ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʠ ʩʝʪʝʚʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʜʣʷ ʧʨʦʚʝʜʝʥʠʷ 

ʩʢʘʥʠʨʦʚʘʥʠʡ 

ʈʝʞʠʤʳ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʜʣʷ ʧʨʦʚʝʜʝʥʠʷ ʩʢʘʥʠʨʦʚʘʥʠʷ: 

1) ˮͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ ͚ͦ͒ͤͦ ͯ;͔͚ͭͤͦ ͙͙͊ͨͫ͘ ͒͡Ύ ͍͔͔͙ͨͪͦ͒ͤΎ ͙͍͙ͫ͊ͤͪͦ͊ͤ͟Ύ ͍͔ͫͻ ͻ͍ͦͫͭͦ ͍ ͙͙͊͒͊ͤ͘ - ͯ;͔ͭͤ͊Ύ ͙͊ͨͫ͘Έ 

ζͨͦ ͯͣͦ͡;͙͊ͤΌη ό͔͔ͨͦ͒ͪͦ͋ͤ ͍ ͨΦͨΦ 5.3 ˭ ͙͊͒͊ͤΎ). 

2) ˴͔ͦͣͨͫͤ͟͡·͚ ͔͙ͪ͗ͣΣ ͎ͦ͒͊͟ ͙ͫͨͦ͡Έͯ͘ΌͭͫΎ ͯ;͔ͭͤ͊Ύ ͙͊ͨͫ͘Έ ζͨͦ ͯͣͦ͡;͙͊ͤΌη ͙ ͙ͯͤ͊͟͡Έͤ͊Ύ ͯ;͔ͭͤ͊Ύ ͙͊ͨͫ͘Έ ͒͡Ύ 

͙͍͙ͫ͊ͤͪͦ͊ͤ͟Ύ ͎͊͗͒ͦͦ͟ ͻͦͫͭ͊Φ  ˨͡Ύ Ή͎ͭͦͦ ͔ͤͦ͋ͻ͙ͦ͒ͣͦ ͙͔͙ͨͪͣͤͭΈ ͔͙ͪ͗ͣ ζˮͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͫͦͻ͔ͪ͊ͤͤͤ·͔ ͯ;͔ͭͤ·͔ 

͒͊ͤͤ·͔ ͙ͨͪ ͙ͤ͊͡;͙͙η ό͔͔ͨͦ͒ͪͦ͋ͤ ͍ ͨΦͨΦ 2.4.2.3 ˽ ͙͍ͪΎ͊͘͟ ͯ;͔ͭͤ·ͻ ͙͔͚͊ͨͫ͘ ͙͍͙ͫ͊ͤͪͦ͊ͤ͟Ύ ͟ ͻͦͫͭ͊ͣ).  

2.4.2.1 ʆʙʱʠʝ ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʥʘʩʪʨʦʡʢʝ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ 

ʉ ʮʝʣʴʶ ʫʜʦʚʣʝʪʚʦʨʝʥʠʷ ʪʨʝʙʦʚʘʥʠʡ ʧʦ ʩʪʦʡʢʦʩʪʠ ʨʝʢʦʤʝʥʜʫʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʥʘʩʪʨʦʡʢʠ ʜʣʷ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ: 

¶ ͙͒ͤ͊͡ ͙ ͫͦ͗ͤͦͫͭ͡Έ ͨ͊ͪͦ͡Ύ ͯ;͔͚ͭͤͦ ͙͙͊ͨͫ͘ ͒ͦ͗͡·ͤ ͍͔͍ͯ͒ͦͭͦͪ͡ΎͭΈ ͔͍͙ͭͪ͋ͦ͊ͤΎͣ ͫͯ΅͔͍ͫͭͯΌ΅͔͚ ͍ ͎͙ͦͪ͊ͤ͊͘ͼ͙͙ 

͙͙͔ͨͦͭ͟͡ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ ͔͚ͨ͊ͪͦ͡ ͙͙͍͊͒ͣͤͫͭͪ͊ͭͦͪͦΤ 

¶ ͫͪͦ͟ ͔͚͍͙͒ͫͭΎ ͨ͊ͪͦ͡Ύ ͔ͤ ͔͒ͦ͗ͤ͡ ͋·ͭΈ ͎͙ͦͪ͊ͤ;͔ͤΤ 

¶ ͯ;͔͚ͭͤͦ ͙͙͊ͨͫ͘ ͒ͦ͗ͤͦ͡ ͋·ͭΈ ͔͊ͨͪ͘΅͔ͤͦ ͙͔ͣͤ͘ΎͭΈ ͍͚ͫͦ ͨ͊ͪͦ͡ΈΦ 

ɽʩʣʠ ʧʦʣʠʪʠʢʘ ʦʨʛʘʥʠʟʘʮʠʠ ʥʝ ʜʦʧʫʩʢʘʝʪ ʥʝʦʛʨʘʥʠʯʝʥʥʳʭ ʧʦ ʚʨʝʤʝʥʠ ʩʨʦʢʦʚ ʜʝʡʩʪʚʠʷ ʧʘʨʦʣʷ ï ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʜʦʣʞʝʥ ʜʝʡʩʪʚʦʚʘʪʴ ʧʦ 

ʩʚʦʝʤʫ ʫʩʤʦʪʨʝʥʠʶ. ʆʛʨʘʥʠʯʝʥʠʝ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʧʘʨʦʣʷ ʧʨʠʚʝʜʝʪ ʢ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʧʝʨʠʦʜʠʯʝʩʢʠ ʠʟʤʝʥʷʪʴ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʚ ʂʦʥʩʦʣʠ 

ʫʧʨʘʚʣʝʥʠʷ RedCheck, ʯʪʦ ʜʝʣʘʝʪ ʧʨʦʮʝʜʫʨʫ ʨʘʙʦʪʳ ʩʦ ʩʢʘʥʝʨʦʤ ʤʝʥʝʝ ʫʜʦʙʥʦʡ, ʭʦʪʷ ʠ ʧʦʚʳʰʘʝʪ ʙʝʟʦʧʘʩʥʦʩʪʴ ʩʠʩʪʝʤʳ ʚ ʮʝʣʦʤ. 

2.4.2.2 ʅʘʩʪʨʦʡʢʘ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʜʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ Windows-ʩʠʩʪʝʤ 

ʅʘʩʪʨʦʡʢʘ ʩʝʪʝʚʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʜʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ ʧʨʠ ʧʦʤʦʱʠ ʘʛʝʥʪʘ 

ɼʣʷ ʢʦʨʨʝʢʪʥʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʤʝʞʜʫ ʢʦʥʩʦʣʴʶ ʫʧʨʘʚʣʝʥʠʷ ʠ ʘʛʝʥʪʦʤ RedCheck ʥʘ ʭʦʩʪʘʭ ʥʝʦʙʭʦʜʠʤʦ ʦʪʢʨʳʪʴ TCP-ʧʦʨʪ 8732, ʜʣʷ 

ʵʪʦʛʦ, ʚ ʩʪʘʥʜʘʨʪʥʦʤ ʙʨʘʥʜʤʘʫʵʨʝ ʆʉ Microsoft Windows (ʥʘ ʧʨʠʤʝʨʝ ʆʉ Microsoft Windows 7) ʩʣʝʜʫʡʪʝ ʠʥʩʪʨʫʢʮʠʷʤ ʥʠʞʝ. 

˻͚͔ͭͪͦͭ͟ ͔ͦͣͨͦͤͤͭ͟ ζˣͪ͊ͤ͒ͣ͊ͯΉͪ WindowsηΦ ˨͡Ύ Ή͎ͭͦͦ ͙͔ͤ͊͗ͣͭ ͤͦͨͯ͟͟ ζ˽ͯͫ͟η ͙  ͍·͔͙͔͋ͪͭ ͨͯͤͭ͟ ζ˽͔͊ͤ͡Έ ͍͔͙ͯͨͪ͊ͤ͡ΎηΦ 

ˤ ͔ͨͦ͡ ͙ͨͦͫ͊͟ ͍͍͔͙͔͒ͭ ͘ ͊ͨͪͦͫ ζ͋ͪ͊ͤ͒ͣ͊ͯΉͪη ͙  ͔͊ͭͣ͘Σ ͍ ͙͔ͫͨͫ͟ ͔ͪͯ͘͡Έ͍ͭ͊ͭͦ ͍·͔͙͔͋ͪͭ ͨͯͤͭ͟ ζˣͪ͊ͤ͒ͣ͊ͯΉͪ WindowsηΦ 

ˤ ͙ͦ͋͊ͫͭ͡ ͔͍ͫ͊͡ ͍·͔͙͔͋ͪͭ ͨͯͤͭ͟ ζ˨͙͔ͦͨͦͤͭ͡͡Έͤ·͔ ͔ͨ͊ͪ͊ͣͭͪ·ηΦ ˤ ͦͭͪ͟·͍΄͔ͣͫΎ ͔ͦͤ͟ ͙͙͔ͤͭ͟͟͡ ͨͦ ͨͯͤͭͯ͟ ζ˽͍͙ͪ͊͊͡ ͒͡Ύ 

͍ͻͦ͒Ύ΅͙ͻ ͨͦ͒͟͡Ό;͔͙͚ͤη ͙ ͍ ͙ͦ͋͊ͫͭ͡ ͍ͫͨͪ͊͊ ͙͔ͤ͊͗ͣͭ ͤ͊ ͤͦͨͯ͟͟ ζ˿ͦ͒͊ͭ͘Έ ͍͙ͨͪ͊ͦ͡ηΦ 

ˤ·͔͙͔͋ͪͭ ͙ͭͨ ͍͙ͨͪ͊͊͡ ζ˨͡Ύ ͨͦͪͭ͊ηΦ 

͙͔̂͊͗ͭ͟ ͙ͭͨ ͨͪͦͭͦͦ͊͟͡ TCP ͙ ͦ͊͟͡͡Έͤ·͚ ͨͦͪͭ утонΦ ˤ ͍͙͙͙͊ͫͣͦͫͭ͘ ͦͭ ͔ͣͭͦ͒͊ ͎͙ͦͪ͊ͤ͊͘ͼ͙͙ ͔͙ͫͭ ͙͔ͯ͊͗ͭ͟ ͔ͤͦ͋ͻ͙ͦ͒ͣ·͚ 

ͨͪͦͺ͙͡ΈΦ  

ʅʘʩʪʨʦʡʢʘ ʩʝʪʝʚʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʜʣʷ ʙʝʟʘʛʝʥʪʩʢʦʛʦ ʩʢʘʥʠʨʦʚʘʥʠʷ ʩ ʠʩʧʦʣʴʟʦʚʘ-

ʥʠʝʤ ʩʣʫʞʙʳ WMI 

ɼʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʩʣʫʞʙʳ WMI (ʙʝʟ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʘʛʝʥʪʘ) ʪʨʝʙʫʝʪʩʷ ʦʙʝʩʧʝʯʠʪʴ ʧʦʜʢʣʶʯʝʥʠʝ ʩʢʘʥʝʨʘ ʢ ʩʣʫʞʙʝ 

Windows Management Instrumentation (WMI) ʩʢʘʥʠʨʫʝʤʦʛʦ ʫʟʣʘ, ʧʨʦʠʟʚʝʩʪʠ ʥʘʩʪʨʦʡʢʠ ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ, ʠ ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ 

ʩʣʫʞʙʳ DCOM. ʅʘʩʪʨʦʡʢʠ ʤʦʛʫʪ ʙʳʪʴ ʧʨʦʠʟʚʝʜʝʥʳ ʣʦʢʘʣʴʥʦ ʥʘ ʫʟʣʝ ʠʣʠ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦ ʩ ʧʦʤʦʱʴʶ ʛʨʫʧʧʦʚʳʭ ʧʦʣʠʪʠʢ Windows, ʘ 

ʪʘʢʞʝ ʜʨʫʛʠʤʠ ʩʨʝʜʩʪʚʘʤʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʩʝʪʠ. ʅʠʞʝ ʧʨʠʚʝʜʝʥʳ ʣʦʢʘʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ ʩʢʘʥʠʨʫʝʤʦʛʦ ʫʟʣʘ.  

ʈʘʟʨʝʰʝʥʠʝ WMI (ʣʦʢʘʣʴʥʘʷ ʥʘʩʪʨʦʡʢʘ). 

˻͚͔ͭͪͦͭ͟ ͔ͦͣͨͦͤͤͭ͟ ζˣͪ͊ͤ͒ͣ͊ͯΉͪ WindowsηΦ ˨͡Ύ Ή͎ͭͦͦ ͙͔ͤ͊͗ͣͭ ͤͦͨͯ͟͟ ˽ ͯͫ͟ ͙  ͍·͔͙͔͋ͪͭ ͨͯͤͭ͟ ˽ ͔͊ͤ͡Έ ͍͔͙ͯͨͪ͊ͤ͡ΎΦ ˤ 

͔ͨͦ͡ ͙ͨͦͫ͊͟ ͍͍͔͙͔͒ͭ ͋ ͪ͊ͤ͒ͣ͊ͯΉͪ ͙  ͔͊ͭͣ͘ ͍ ·͔͙͔͋ͪͭ ͨͯͤͭ͟ ˣͪ͊ͤ͒ͣ͊ͯΉͪ Windows. 

ˤ ͙ͦ͋͊ͫͭ͡ ͔͍ͫ͊͡ ͍·͔͙͔͋ͪͭ ͨͯͤͭ͟ ζ˾͔͊ͪ͘΄͙ͭΈ ͊ͨͯͫ͘͟ ͎ͨͪͦͪ͊ͣͣ· ͙͙͡ ͔ͦͣͨͦͤͤͭ͊͟ ;͔͔ͪ͘ ͋ͪ͊ͤ͒ͣ͊ͯΉͪ WindowsηΦ 

ˤ ͔ͨͦ͡ ζ˾͔͊ͪ͘΄͔ͤͤ·͔ ͎ͨͪͦͪ͊ͣͣ· ͙ ͔ͦͣͨͦͤͤͭ͟·η ͚͙͔ͤ͊͒ͭ ͫͭͪͦͯ͟ ζˮ͔͙͚ͤͫͭͪͯͣͤͭ͊ͪ ͍͔͙ͯͨͪ͊ͤ͡Ύ Windows (WMIύηΣ ͙ 

͍ͨͦͫͭ͊Έ͔ͭ ͎͊ͦ͡;ͯ͟ ͍ ͍͙͙͙͊ͫͣͦͫͭ͘ ͦͭ ͔ͣͭͦ͒͊ ͎͙ͦͪ͊ͤ͊͘ͼ͙͙ ͔͙ͫͭΥ ͔͒ͦͣͤ ͙͙͡ ͪ͊͋ͦ;͊Ύ ͎ͪͯͨͨ͊Φ ˹͙͔͊͗ͣͭ ζ˻˴ηΦ 

ʅʘʩʪʨʦʡʢʘ ʩʣʫʞʙʳ DCOM (ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ, ʧʦ ʫʤʦʣʯʘʥʠʶ ʚ ʆʉ ʩʣʫʞʙʘ DCOM 

ʚʢʣʶʯʝʥʘ). 
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ɼʣʷ ʚʢʣʶʯʝʥʠʷ ʠ ʥʘʩʪʨʦʡʢʠ ʩʣʫʞʙʳ DCOM ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

˻͚͔ͭͪͦͭ͟ ͎͊ͭ͊ͦ͟͡ C:\Windows\System32Σ ͔ͨͦͫ͡ ;͔͎ͦ ͙͔͊ͨͯͫͭͭ͘ ͙͙ͯͭͭͯ͡ dcomcnfgΦ ˤ ͔ͪͯ͘͡Έ͔ͭ͊ͭΣ ͨͦΎ͍͙ͭͫΎ ͦͤͦ͟ ζ˿ͯ͗͋͡· 

͔͍ͦͣͨͦͤͤͭͦ͟ηΦ 

˽͔͍͔ͦͫ͒ͦ͊ͭ͡͡Έͤͦ ͚͔ͦͭͪͦͭ͟ ͙͊͊͒͘͟͟͡Υ ζ˿ͯ͗͋͡· ͔͍ͦͣͨͦͤͤͭͦ͟η - ζ˴ͦͣͨΈΌ͔ͭͪ·η - ζ˸͚ͦ ͦͣͨ͟ΈΌ͔ͭͪη - ζ˿͍͚͍ͦͫͭ͊ηΦ 

ˤ ͔ͦͤ͟ ζ˿͍͚͍ͦͫͭ͊Υ ˸͚ͦ ͦͣͨ͟ΈΌ͔ͭͪη ͔͔͚͙͔ͨͪ͒ͭ ͤ͊ ͍͊͒ͯ͟͟͡ ζ˿͍͚͍ͦͫͭ͊ ͨͦ ͯͣͦ͡;͙͊ͤΌη ͙ ͔͙͔ͯ͋͒ͭͫΈΣ ;ͭͦ ͦͨͼ͙Ύ ζ˾͔͊ͪ͘΄͙ͭΈ 

͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤ͘ DCOM ͤ ͊ Ήͭͦͣ ͦͣͨ͟ΈΌ͔͔ͭͪη ͍͟͡Ό;͔ͤ͊Φ 

˽͔͔͚͙͔ͪ͒ͭ ͤ͊ ͍͊͒ͯ͟͟͡ ζ˹͊͋ͦͪ ͍ͨͪͦͭͦͦͦ͟͡η ͙ ͙͔ͯ͊͗ͭ͟ ͍ ͙ͦ͋͊ͫͭ͡ ζ˽ͪͦͭͦͦ͟͡· DCOMη ͨͪͦͭͦͦ͟͡ ζTCP/IP ͫ ͙͔ͦͪͤͭ͊ͼ͙͔͚ ͤ͊ 

ͨͦ͒͟͡Ό;͔͙ͤΎηΦ 

˩͙ͫ͡ ͨͪͦͭͦͦ͟͡ ζTCP/IP ͫ  ͙͔ͦͪͤͭ͊ͼ͙͔͚ ͤ͊ ͨͦ͒͟͡Ό;͔͙ͤΎη ͔ͤ ͍͔͒ͦ͋͊ͤ͡Σ ͙͔ͤ͊͗ͣͭ ζ˨͍͙ͦ͋͊ͭΈηΦ 

ʅʘ ʵʢʨʘʥʝ ʧʦʷʚʠʪʩʷ ʦʢʥʦ çɺʳʙʦʨ ʧʨʦʪʦʢʦʣʘ DCOMè. 

ˤ ͔ͦͤ͟ ζˤ·͋ͦͪ ͨͪͦͭͦͦ͊͟͡ DCOMη ͙͘ ͙ͫͨͫ͊͟ ζ˽͔͍͔ͦͫ͒ͦ͊ͭ͡͡ΈͤͦͫͭΈ ͍ͨͪͦͭͦͦͦ͟͡η ͍·͔͙͔͋ͪͭ ͨͪͦͭͦͦ͟͡ ζTCP/IP ͫ ͙͔ͦͪͤͭ͊ͼ͙π

͔͚ ͤ͊ ͨͦ͒͟͡Ό;͔͙ͤΎη ͙ ͙͔ͤ͊͗ͣͭ ζ˻˴ηΦ 

̉ͭͦ͋· ͙ͤ͊ͫͭͪͦͭΈ ͔ͯ͒͊ͤͤ͡·͚ ͒ͦͫͭͯͨ ͒͡Ύ ͯ;͔͚ͭͤͦ ͙͙͊ͨͫ͘Σ ͦͭ ͙͔͙ͣͤ ͚ͦͭͦͪͦ͟ ͙͍͙ͨͪͦͦ͒ͭͫ͘Ύ ͙͍͙͔ͫ͊ͤͪͦ͊ͤ͟Σ ͍·͙͔ͨͦͤͭ͡ ͔ͫ͡π

͒ͯΌ΅͙͔ ͔͚͍͙͒ͫͭΎΦ 

˽͔͔͚͙͔ͪ͒ͭ ͤ͊ ͍͊͒ͯ͟͟͡ ζˣ͔ͦͨ͊ͫͤͦͫͭ͘Έ COMηΦ 

ˤ ͙ͦ͋͊ͫͭ͡ ζ˽͍ͪ͊͊ ͒ͦͫͭͯͨ͊η ͙͔ͤ͊͗ͣͭ ͤͦͨͯ͟͟ ζˮ͔͙ͣͤͭ͘Έ ͎͙ͦͪ͊ͤ;͔͙ͤΎη ͙ ͍͔ͨͪͦͪΈ͔ͭΣ ;ͭͦ ͍·͋ͪ͊ͤ͊ ͦͨͼ͙Ύ ζ͔ͯ͒͊ͤͤ͡·͚ ͒ͦπ

ͫͭͯͨηΦ 

 ʇʦʩʣʝ ʠʟʤʝʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʧʝʨʝʟʘʛʨʫʟʠʪʝ ʭʦʩʪ. 

ʅʘʩʪʨʦʡʢʘ ʩʝʪʝʚʦʛʦ ʜʦʩʪʫʧʘ. 

ɼʣʷ ʧʨʦʚʝʨʢʠ ʠ ʥʘʩʪʨʦʡʢʠ ʩʝʪʝʚʦʛʦ ʜʦʩʪʫʧʘ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

˭͙͔͊ͨͯͫͭͭ ͦͫͤ͊ͫͭͯ͟ ζ˾͔͒͊ͭͦͪ͟ ͦ͊͟͡͡Έ͚ͤͦ ͎͍͚ͪͯͨͨͦͦ ͙͙͙ͨͦͭ͟͡ηΦ ˨͡Ύ Ή͎ͭͦͦ ͍·͙͔ͨͦͤͭ͡ όζ˽ͯͫ͟η - ζˤ·͙ͨͦͤͭ͡Έηύ ͦͣ͊ͤ͒ͯ͟ 

gpedit.mscΦ ˹͊ Ή͔ͪ͊ͤ͟ ͨͦΎ͍͙ͭͫΎ ͦͤͦ͟ ͙ͦͫͤ͊ͫͭ͟ ζ˾͔͒͊ͭͦͪ͟ ͦ͊͟͡͡Έ͚ͤͦ ͎͍͚ͪͯͨͨͦͦ ͙͙͙ͨͦͭ͟͡ηΦ 

˽͔͔͚͙͔ͪ͒ͭ ͍ ͎͊ͭ͊ͦ͟͡Υ ζ˴ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ ͦͣͨ͟ΈΌ͔ͭͪ͊η - ζ˴ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ Windowsη - ζ˽͔͊ͪ͊ͣͭͪ· ͔͙͋ͦͨ͊ͫͤͦͫͭ͘η - ζ˶ͦ͊͟͡Έπ

ͤ·͔ ͙͙͙ͨͦͭ͟͡η - ζ˽͔͊ͪ͊ͣͭͪ· ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ηΦ 

ʊʘʤ ʚʳʙʝʨʠʪʝ ʧʦʣʠʪʠʢʫ çʉʝʪʝʚʦʡ ʜʦʩʪʫʧ: ʤʦʜʝʣʴ ʩʦʚʤʝʩʪʥʦʛʦ ʜʦʩʪʫʧʘ ʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʣʦʢʘʣʴʥʳʭ ʩʝʪʝʚʳʭ ʟʘʧʠʩʝʡè. 

͔͔̉ͪ͘ ͔͔ͦͤͭͫͭͤͦ͟͟ ͔ͣͤΌ ͔͔͚͙͔ͨͪ͒ͭ ͍ ͍͚͍ͫͦͫͭ͊ ͙͙͙ͨͦͭ͟͡ ͙ ͍͔ͨͪͦͪΈ͔ͭΣ ;ͭͦ ͍·͋ͪ͊ͤͦ ͤ͊͘;͔͙͔ͤ ζ˻͋·;ͤ͊ΎΥ ͦ͊͟͡͡Έͤ·͔ 

ͨͦ͡Έ͍͔͙ͦ͊ͭ͘͡ ͍͔ͯ͒ͦͫͭͦͪΎΌͭͫΎ ͊͟͟ ͙ͦͤ ͙ͫ͊ͣηΦ 

ʅʘʩʪʨʦʡʢʘ ʢʦʥʪʨʦʣʷ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʬʫʥʢʮʠʷ ʢʦʥʪʨʦʣʷ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ (UAC) ʥʘʩʪʨʦʝʥʘ ʚʝʨʥʦ. ɺʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʦʜʠʥ ʠʟ ʦʧʠʩʘʥʥʳʭ 

ʥʠʞʝ ʩʧʦʩʦʙʦʚ: 

˽ͦͤͦͫͭ͡ΈΌ ͦͭ͟͡Ό;͙ͭΈ ͺͯͤ͟ͼ͙Ό UAC ͒͡Ύ ͯ;͔͚ͭͤͦ ͙͙͊ͨͫ͘Σ ͦͭͦͪ͊͟Ύ ͙ͫͨͦ͡Έ͔ͯͭͫ͘Ύ ͒͡Ύ ͙͍͙ͫ͊ͤͪͦ͊ͤ͟Ύ ό͔ͤ ͔͔͔ͪͦͣͤ͒ͯͭ͟π

ͫΎύΤ 

˻ͭ͟͡Ό;͙ͭΈ ͺͯͤ͟ͼ͙Ό UAC ͒ ͡Ύ ͍͔ͫͻ ͯ;͔ͭͤ·ͻ ͙͔͚͊ͨͫ͘ ͙͔͎ͫ͊ͤͪͯͣͦͦ͟ ͯ͊͘͡Σ ͤͦ ͭͦ͡Έͦ͟ ͒͡Ύ ͔ͯ͒͊ͤͤ͡·ͻ ͨͦ͒͟͡Ό;͔͙͚ͤΤ 

ˮͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͔͒ͦͣͤͤͯΌ ͯ;͖ͭͤͯΌ ͙͊ͨͫ͘Έ ό͔͔͔ͪͦͣͤ͒ͯͭͫ͟ΎύΦ 

ʇʦʣʥʦʝ ʦʪʢʣʶʯʝʥʠʝ UAC 

¶ ˤ ͚ͦͣ͊ͤ͒ͤͦ͟ ͔ͫͭͪͦ͟ όζ˽ͯͫ͟η - ζˤ·͙ͨͦͤͭ͡Έηύ ͍·͙͔ͨͦͤͭ͡ msconfigΦ ˹͊ Ή͔ͪ͊ͤ͟ ͨͦΎ͍͙ͭͫΎ ͦͤͦ͟ ζ˴ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ ͙ͫπ

͔ͫͭͣ·ηΦ 

¶ ˤ ͔ͦͤ͟ ζ˴ͦͤͺ͙͎ͯͪ͊ͼ͙Ύ ͙͔ͫͫͭͣ·η ͔͔͚͙͔ͨͪ͒ͭ ͤ͊ ͍͊͒ͯ͟͟͡ ζ˿͔͍͙ͪͫηΦ 

¶ ˤ ͔ͦͦͤ͟͟͡ ζ˹͍͙͔͊͊ͤ͘ ͔͍ͫͪ͒ͫͭ͊η ͍·͔͙͔͋ͪͭ ζ˹͚͊ͫͭͪͦ͊͟ ͦͤͭͪͦ͟͡Ύ ͯ;͔ͭͤ·ͻ ͙͔͚͊ͨͫ͘η ͙ ͙͔ͤ͊͗ͣͭ ζ˭͊ͨͯͫ͟ηΦ 

¶ ˤ ͦͭͪ͟·͍΄͔ͣͫΎ ͔ͦͤ͟ ͍͙͔ͯͫͭ͊ͤͦͭ ͔͙͔ͨͦͦ͗ͤ͡ ζ˹͙͎ͦ͒͊͟ ͔ͤ ͍͔ͯ͒ͦͣ͡ΎͭΈη ͙ ͙͔ͤ͊͗ͣͭ ζ˻˴ηΦ 

ʇʦʩʣʝ ʠʟʤʝʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʧʝʨʝʟʘʛʨʫʟʠʪʝ ʫʟʝʣ. 

 ʆʪʢʣʶʯʠʪʴ UAC ʪʘʢʞʝ ʚʦʟʤʦʞʥʦ ʙʝʟ ʠʩʧʦʣʴʟʦʚʘʥʠʷ GUI, ʧʨʠ ʧʦʤʦʱʠ ʢʦʨʨʝʢʪʠʨʦʚʢʠ ʦʧʨʝʜʝʣʸʥʥʦʛʦ ʢʣʶʯʘ ʨʝʝʩʪʨʘ. 
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ʆʪʢʣʶʯʝʥʠʝ UAC ʜʣʷ ʚʩʝʭ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʩʢʘʥʠʨʫʝʤʦʛʦ ʫʟʣʘ ʧʨʠ ʫʜʘʣʝʥʥʳʭ 

ʧʦʜʢʣʶʯʝʥʠʷʭ 

ɺʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ˤ ͚ͦͣ͊ͤ͒ͤͦ͟ ͔ͫͭͪͦ͟ όζ˽ͯͫ͟η - ζˤ·͙ͨͦͤͭ͡Έηύ ͍·͙͔ͨͦͤͭ͡ regeditΦ ˹͊ Ή͔ͪ͊ͤ͟ ͨͦΎ͍͙ͭͫΎ ͦͤͦ͟ ζ˾͔͒͊ͭͦͪ͟ ͔͔ͪͫͭͪ͊ηΦ 

¶ ˽͔͔͚͙͔ͪ͒ͭ ͍ ͎͊ͭ͊ͦ͟͡ ζ˴ͦͣͨΈΌ͔ͭͪη - HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\  

Policies\{ȅǎǘŜƳηΦ 

¶ ˤ ͙͔ͫͨͫ͟ ͔͍ͨ͊ͪ͊ͣͭͪͦ ͚͙͔ͤ͊͒ͭ LocalAccountTokenFilterPolicyΦ ˩͙ͫ͡ ͔ͨ͊ͪ͊ͣͭͪ ͍͔ͦͭͫͯͭͫͭͯͭΣ ΅͔͙͔ͤͭ͟͡ ͍͚ͨͪ͊ͦ ͤͦͨ͟π

͚ͦ͟ ͣ·΄͙ ͤ͊ ͎͔͊ͭ͊ͦ͟͡ ζSystemη ͙ ͍·͔͙͔͋ͪͭ ͦͨͼ͙Ό ζ˿ͦ͒͊ͭ͘Έη - ζ˽͔͊ͪ͊ͣͭͪ 5²hw5 όон ͙͋ͭ͊ύηΦ 

¶ ˻͔͙͚͔ͭͪ͒͊ͭͪͯͭ͟ ͔ͨ͊ͪ͊ͣͭͪ LocalAccountTokenFilterPolicyΣ ͍͊͒͊͘ ͤ͊͘;͔͙͔ͤ ͟͡Ό;͊ ζмη όͦͨͼ͙Ύ ζˮ͔͙ͣͤͭ͘Έ ͍ ͦͤ͟π

͔ͭͫͭͤͦͣ͟ ͔ͣͤΌηύΦ 

¶ ˽͔ͦͫ͡ ͙͔͔͙ͣͤͤ͘Ύ ͔ͤ͊ͫͭͪͦ͟ ͔͔͎͙͔ͨͪ͊ͪͯͭ͘͘ ͔ͯ͘͡Φ 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʜʦʤʝʥʥʦʡ ʫʯʸʪʥʦʡ ʟʘʧʠʩʠ 

ʅʝʦʙʭʦʜʠʤʦ ʩʦʟʜʘʪʴ ʜʦʤʝʥʥʫʶ ʫʯʸʪʥʫʶ ʟʘʧʠʩʴ (ʙʝʟ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʭ ʧʦʣʥʦʤʦʯʠʡ) ʠ ʜʦʙʘʚʠʪʴ ʝʸ ʚ ʛʨʫʧʧʫ ʣʦʢʘʣʴʥʳʭ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʩʢʘʥʠʨʫʝʤʦʡ ʩʠʩʪʝʤʳ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʪʘʢʦʡ ʫʯʸʪʥʦʡ ʟʘʧʠʩʠ ʥʘʩʪʨʦʡʢʠ UAC ʥʝ ʙʫʜʫʪ ʚʣʠʷʪʴ ʥʘ ʩʢʘʥʠʨʦʚʘʥʠʝ. 

ɼʘʥʥʳʡ ʚʘʨʠʘʥʪ ʥʘʩʪʨʦʡʢʠ UAC ʷʚʣʷʝʪʩʷ ʧʨʝʜʧʦʯʪʠʪʝʣʴʥʳʤ.  

ɼʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ ʫʜʘʣʝʥʥʳʭ Windows-ʭʦʩʪʦʚ ʚ ʧʨʦʛʨʘʤʤʝ RedCheck ʜʦʩʪʫʧʥʦ ʥʝʩʢʦʣʴʢʦ ʨʝʞʠʤʦʚ: ʙʝʟʘʛʝʥʪʩʢʠʡ, ʩ ʧʦʤʦʱʴʶ ʘʛʝʥʪʘ 

RedCheck, ʩ ʧʦʤʦʱʴʶ ʘʛʝʥʪʘ WinRM. ɺ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʪʠʧʘ ʩʝʪʠ (ʦʜʥʦʨʘʥʛʦʚʘʷ ʠʣʠ ʜʦʤʝʥʥʘʷ), ʘ ʪʘʢʞʝ ʦʪ ʪʠʧʘ ʩʢʘʥʠʨʦʚʘʥʠʷ ï 

ʥʝʦʙʭʦʜʠʤʦ ʚʳʧʦʣʥʠʪʴ ʩʣʝʜʫʶʱʠʝ ʥʘʩʪʨʦʡʢʠ, ʫʢʘʟʘʥʥʳʝ ʚ ʊʘʙʣʠʮʘ 8. 

ʅʘʩʪʨʦʡʢʘ ʩʝʪʝʚʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʜʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʩʣʫʞʙʳ 

Remote Engine (WinRM) 

Windows Remote Management (WinRM) - ʨʝʘʣʠʟʘʮʠʷ ʢʦʤʧʘʥʠʝʡ Microsoft ʧʨʦʪʦʢʦʣʘ WS-Management ʜʣʷ ʫʜʘʣʝʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʫʟʣʘʤʠ 

ʩʝʪʠ. ʆʪʣʠʯʠʪʝʣʴʥʳʤ ʧʨʝʠʤʫʱʝʩʪʚʦʤ ʨʝʘʣʠʟʘʮʠʠ ʜʣʷ ʩʠʩʪʝʤ ʥʘ ʧʣʘʪʬʦʨʤʝ Windows ʷʚʣʷʝʪʩʷ ʚʦʟʤʦʞʥʦʩʪʴ ʩʦʟʜʘʥʠʷ Shell ʩʝʩʩʠʠ ʥʘ 

ʫʜʘʣʝʥʥʦʤ ʫʟʣʝ ʠ ʚʳʧʦʣʥʝʥʠʝ ʢʦʤʘʥʜ ʠ ʩʢʨʠʧʪʦʚ ʥʘ ʷʟʳʢʝ ʩʮʝʥʘʨʠʝʚ PowerShell. 

ʅʘ ʪʝʢʫʱʠʡ ʤʦʤʝʥʪ ʦʩʫʱʝʩʪʚʠʪʴ ʩʢʘʥʠʨʦʚʘʥʝ ʧʨʠ ʧʦʤʦʱʠ Remote Engine ʤʦʞʥʦ ʜʣʷ ʩʣʝʜʫʶʱʠʭ ʟʘʜʘʥʠʡ: ɸʫʜʠʪ ʋʷʟʚʠʤʦʩʪʝʡ, 

ʆʙʥʦʚʣʝʥʠʡ ʠ ʂʦʥʬʠʛʫʨʘʮʠʡ. 

ɼʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ ʤʝʪʦʜʦʤ WinRM ʪʨʝʙʫʝʪʩʷ ʥʘʩʪʨʦʡʢʘ ʢʘʢ ʩʝʨʚʝʨʘ RedCheck, ʪʘʢ ʠ ʩʢʘʥʠʨʫʝʤʦʛʦ ʫʟʣʘ. 

 Windows PowerShell ʧʨʠʩʫʪʩʪʚʫʝʪ ʚ ʩʦʩʪʘʚʝ Windows 7\Windows Server 2008 R2 ʠ ʙʦʣʝʝ ʧʦʟʜʥʠʭ ʚʝʨʩʠʡ Windows. ɼʣʷ ʙʦʣʝʝ 

ʨʘʥʥʠʭ ʚʝʨʩʠʡ Windows ʥʝʦʙʭʦʜʠʤʦ ʦʪʜʝʣʴʥʦ ʩʢʘʯʘʪʴ ʠ ʫʩʪʘʥʦʚʠʪʴ Windows PowerShell ʥʘ ʚʩʝ ʩʢʘʥʠʨʫʝʤʳʝ ʫʟʣʳ. 

 Windows Remote Management ʧʨʠʩʫʪʩʪʚʫʝʪ ʚ ʩʦʩʪʘʚʝ Windows Vista\Windows Server 2008 ʠ ʙʦʣʝʝ ʧʦʟʜʥʠʭ ʚʝʨʩʠʡ Windows. ɼʣʷ 

ʙʦʣʝʝ ʨʘʥʥʠʭ ʚʝʨʩʠʡ Windows ʥʝʦʙʭʦʜʠʤʦ ʦʪʜʝʣʴʥʦ ʩʢʘʯʘʪʴ ʠ ʫʩʪʘʥʦʚʠʪʴ ʧʘʢʝʪ Windows Management Framework. 

 ɼʘʣʴʥʝʡʰʠʝ ʥʘʩʪʨʦʡʢʠ ʥʝʦʙʭʦʜʠʤʦ ʧʨʦʠʟʚʦʜʠʪʴ ʠʟ ʢʦʥʩʦʣʠ PowerShell, ʟʘʧʫʱʝʥʥʦʡ ʦʪ ʠʤʝʥʠ ɸʜʤʠʥʠʩʪʨʘʪʦʨʘ. 

ʅʘʩʪʨʦʡʢʘ ʩʝʨʚʝʨʘ ʫʧʨʘʚʣʝʥʠʷ RedCheck 

ʉʣʝʜʫʶʱʠʝ ʢʦʤʘʥʜʳ ʧʦʟʚʦʣʷʶʪ ʚʳʧʦʣʥʠʪʴ ʧʦʜʢʣʶʯʝʥʠʝ ʢ ʩʝʨʚʝʨʫ ʧʦ ʧʨʦʪʦʢʦʣʫ HTTP ʠʣʠ HTTPS. ɼʣ ̫HTTP: 

Enter-PSSession -ComputerName Host -Port 5985 -Credential User 

Enter-PSSession -ComputerName Host -Credential User 

ʜʣʷ HTTPS: 

Enter-PSSession -ComputerName Host -Port 5986 -Credential User -UseSSL 

Enter-PSSession -ComputerName Host -Credential User -UseSSL 

ʅʘ ʩʝʨʚʝʨʝ ʫʧʨʘʚʣʝʥʠʷ RedCheck ʪʨʝʙʫʝʪʩʷ ʦʧʨʝʜʝʣʠʪʴ ʜʦʚʝʨʝʥʥʳʝ ʭʦʩʪʳ, ʚʳʧʦʣʥʠʚ ʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ ʩʣʝʜʫʶʱʫʶ ʩʪʨʦʢʫ: 

winrm set winrm/config/client '@{TrustedHosts="*"}'  

ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʤʦʞʥʦ ʧʨʦʚʝʨʠʪʴ ʥʘʩʪʨʦʡʢʠ ʢʣʠʝʥʪʘ WinRM ʩ ʧʦʤʦʱʴʶ: 

winrm get winrm/config/client 

 ɺ ʩʣʫʯʘʝ ʚʦʟʥʠʢʥʦʚʝʥʠʷ ʧʨʦʙʣʝʤ ʩ ʧʦʜʢʣʶʯʝʥʠʝʤ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʩʣʝʜʦʚʘʪʴ ʨʫʢʦʚʦʜʩʪʚʫ, ʨʘʩʧʦʣʦʞʝʥʥʦʤʫ ʧʦ ʘʜʨʝʩʫ 

https://technet.microsoft.com/ru-ru/library/hh847850.aspx.   

https://technet.microsoft.com/ru-ru/library/hh847850.aspx
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ʅʘʩʪʨʦʡʢʘ ʩʢʘʥʠʨʫʝʤʦʛʦ ʫʟʣʘ 

1. ʅʝʦʙʭʦʜʠʤʦ ʚʢʣʶʯʠʪʴ ʩʣʫʞʙʫ Windows Remote Management (WS-managment) / ʉʣʫʞʙʘ ʫʜʘʣʝʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ Windows ʠ 

ʦʪʢʨʳʪʴ ʧʦʨʪʳ ʜʣʷ ʨʘʙʦʪʳ WinRM-ʪʫʥʥʝʣʷ.  

 WinRM-ʪʫʥʥʝʣʴ ʧʦ ʫʤʦʣʯʘʥʠʶ ʠʩʧʦʣʴʟʫʝʪ ʧʦʨʪ 5985 ʜʣʷ HTTP-ʩʦʝʜʠʥʝʥʠʷ ʠ 5986 ʜʣʷ HTTPS-ʩʦʝʜʠʥʝʥʠʷ. ɺ RedCheck 

ʧʨʠʩʫʪʩʪʚʫʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʟʘʜʘʪʴ ʧʨʦʠʟʚʦʣʴʥʳʡ ʧʦʨʪ ʜʣʷ WinRM ʦʪ 1 ʜʦ 65535.  

ɼʣʷ ʫʩʪʘʥʦʚʢʠ ʥʘʩʪʨʦʝʢ ʧʦ ʫʤʦʣʯʘʥʠʶ ʤʦʞʥʦ ʚʳʟʚʘʪʴ ʩʧʝʮʠʘʣʴʥʫʶ ʫʪʠʣʠʪʫ ʜʣʷ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ, ʚʳʧʦʣʥʠʚ ʚ 

ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ: 

winrm qc 

ɼʣʷ ʵʪʦʛʦ ʧʨʠ ʩʦʟʜʘʥʠʠ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ Windows ʥʝʦʙʭʦʜʠʤʦ ʚʢʣʶʯʠʪʴ ʧʘʨʘʤʝʪʨ çʋʢʘʟʘʪʴ WinRM ʧʦʨʪè ʠ ʟʘʜʘʪʴ ʥʦʤʝʨ ʧʦʨʪʘ. 

ɼʣʷ ʠʟʤʝʥʝʥʠʷ ʥʦʤʝʨʘ ʧʦʨʪʘ ʩʫʱʝʩʪʚʫʶʱʝʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʚ ʢʦʥʩʦʣʠ RedCheck ʥʝʦʙʭʦʜʠʤʦ ʦʪʢʨʳʪʴ çʀʥʩʪʨʫʤʝʥʪʳè - çʄʝʥʝʜʞʝʨ 

ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡè, ʥʘʞʘʪʠʝʤ ʧʨʘʚʦʡ ʢʥʦʧʢʦʡ ʤʳʰʠ ʥʘ ʥʘ ʥʝʦʙʭʦʜʠʤʫʶ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ Windows ʚʳʟʚʘʪʴ ʢʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʠ ʚʳʙʨʘʪʴ 

ʧʫʥʢʪ çʈʝʜʘʢʪʠʨʦʚʘʪʴè, ʧʦʩʣʝ ʯʝʛʦ ʚʢʣʶʯʠʪʴ ʧʘʨʘʤʝʪʨ çʋʢʘʟʘʪʴ WinRM ʧʦʨʪè ʠ ʟʘʜʘʪʴ ʥʦʤʝʨ ʧʦʨʪʘ. 

2. ʈʘʩʰʠʨʠʪʴ ʢʚʦʪʫ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʧʘʤʷʪʠ ʩ 150 ʄʙ (ʧʦ ʫʤʦʣʯʘʥʠʶ) ʜʦ ʨʝʢʦʤʝʥʜʦʚʘʥʥʳʭ 2 ɻʙ, ʜʣʷ ʩʪʘʙʠʣʴʥʦʡ ʨʘʙʦʪʳ 

çRemote Engineè. ɼʣʷ ʵʪʦʛʦ ʥʫʞʥʦ ʚ ʦʙʦʣʦʯʢʝ PowerShell ʚʳʧʦʣʥʠʪʴ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

Set-Item wsman:localhost\Shell\MaxMemoryPerShellMB 2048 

ɼʣʷ ʢʦʨʨʝʢʪʥʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʤʝʞʜʫ ʢʦʥʩʦʣʴʶ ʫʧʨʘʚʣʝʥʠʷ ʠ ʘʛʝʥʪʦʤ RedCheck ʥʘ ʭʦʩʪʘʭ ʥʝʦʙʭʦʜʠʤʦ ʦʪʢʨʳʪʴ ʠʩʧʦʣʴʟʫʝʤʳʡ 

WinRM ʧʦʨʪ ʥʘ ʚʭʦʜʷʱʠʝ ʧʦʜʢʣʶʯʝʥʠʷ (ʧʦ ʫʤʦʣʯʘʥʠʶ - ʧʦʨʪ 5985 ʜʣʷ HTTP, 5986 ʜʣʷ HTTPS). ɸʣʛʦʨʠʪʤ ʥʘʩʪʨʦʡʢʠ ʘʥʘʣʦʛʠʯʝʥ 

ʦʧʠʩʘʥʠʶ ʚ ʧʫʥʢʪʝ 0. 

ʊʘʙʣʠʮʘ 8 

͙́ͨ ͔͙ͫͭ 

˻͎͍͒ͤͦͪ͊ͤͦ͊Ύ ˨͔ͦͣͤͤ͊Ύ ͙́ͨ ͙͍ͫ͊ͤͪͦ͊͟π
͙ͤΎ 

ˣ͔͎͔͙͚͊ͤͭͫ͘͟ 
͔ͣͭͦ͒ ͙ͫ͊ͤͪͦ͟π

͍͙͊ͤΎ 

̂;͔ͭͤ͊Ύ ͙͊ͨͫ͘Έ ͒ͦ͗ͤ͊͡ ͫͦͫͭͦΎͭΈ ͍ ͦ͡π
͊͟͡Έ͚ͤͦ ͎͔ͪͯͨͨ ζˢ͙͙͒ͣͤͫͭͪ͊ͭͦͪ·η ͙͙͡ 
͎͔ͪͯͨͨΣ ͔͍ͨͪ͒ͦͫͭ͊͡ΎΌ΅͔͚ ͎͙͊ͤ͊ͦ͡;ͤ·͔ 
͙͍͙͔͎͙͙ͨͪ͡ ͒ͦͫͭͯͨ͊ ͟ ͺ͚͍͚͊ͦͦ͡ ͙͔ͫͫͭπ

͔ͣΣ ͔͔ͪͫͭͪͯ ²ƛƴŘƻǿǎ ͙ ²aLΦ 

̂;͔ͭͤ͊Ύ ͙͊ͨͫ͘Έ ͒ͦ͗ͤ͊͡ ͫͦͫͭͦΎͭΈ ͍ ͎ͪͯͨπ
͔ͨ ζˢ͙͙͒ͣͤͫͭͪ͊ͭͦͪ· ͔͒ͦͣͤ͊η ͙͙͡ 

͎͔ͪͯͨͨΣ ͔͍ͨͪ͒ͦͫͭ͊͡ΎΌ΅͔͚ ͊ ͎͙ͤ͊ͦ͡;ͤ·͔ 
͙͍͙͔͎͙͙ͨͪ͡ ͒ͦͫͭͯͨ͊ ͟ ͺ͚͍͚͊ͦͦ͡ ͙͔ͫͫͭπ

͔ͣΣ ͔͔ͪͫͭͪͯ ²ƛƴŘƻǿǎ ͙ ²aL 

˿͙͍͙͔͊ͤͪͦ͊ͤ͟ ͫ 
ͨͦͣͦ΅ΈΌ ͎͔͊ͤͭ͊ 

RedCheck 

̂;͔ͭͤ͊Ύ ͙͊ͨͫ͘Έ ͒ͦ͗ͤ͊͡ ͫͦͫͭͦΎͭΈ ͍ ͦ͡π
͊͟͡Έ͚ͤͦ ͎͔ͪͯͨͨ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ 

REDCHECK_ADMINS. 

̂;͔ͭͤ͊Ύ ͙͊ͨͫ͘Έ ͒ͦ͗ͤ͊͡ ͫͦͫͭͦΎͭΈ ͍ ͎ͦ͡π
͋͊͡Έ͚ͤͦ ͎͔ͪͯͨͨ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ 

REDCHECK_ADMINS. 

˿͙͍͙͔͊ͤͪͦ͊ͤ͟ ͫ 
ͨͦͣͦ΅ΈΌ ˢ͎͔ͤͭ͊ 

WinRM 

̂;͔ͭͤ͊Ύ ͙͊ͨͫ͘Έ ͒ͦ͗ͤ͊͡ ͫͦͫͭͦΎͭΈ ͍ ͦ͡π
͊͟͡Έ͚ͤͦ ͎͔ͪͯͨͨ ζˢ͙͙͒ͣͤͫͭͪ͊ͭͦͪ·η ͙͙͡ 
͎͔ͪͯͨͨΣ ͔͍ͨͪ͒ͦͫͭ͊͡ΎΌ΅͔͚ ͎͙͊ͤ͊ͦ͡;ͤ·͔ 
͙͍͙͔͎͙͙ͨͪ͡ ͒ͦͫͭͯͨ͊ ͟ ͺ͚͍͚͊ͦͦ͡ ͙͔ͫͫͭπ
͔ͣΣ ͔͔ͪͫͭͪͯ ²ƛƴŘƻǿǎ ͙ WinRM. 

˹͔ͦ͋ͻ͙ͦ͒ͣͦ ͤ ͙͊ͫͭͪͦͭΈ Windows Re-
mote Management. ʕ  ͍͚͍ͫͦͫͭ͊ͻ ͯ;͔͚ͭͤͦ 
͙͙͊ͨͫ͘ ͔͒ͦ͗ͤ͡ ͋·ͭΈ ͊͒͊ͤ͘ ͨͦͪͭΦ  

ό˽͔͔ͦ͒ͪͦ͋ͤ ͍ ͨΦͨΦ 0 ) 

̂;͔ͭͤ͊Ύ ͙͊ͨͫ͘Έ ͒ͦ͗ͤ͊͡ ͫͦͫͭͦΎͭΈ ͍ ͎ͪͯͨπ
͔ͨ ζˢ͙͙͒ͣͤͫͭͪ͊ͭͦͪ· ͔͒ͦͣͤ͊η ͙͙͡ 

͎͔ͪͯͨͨΣ ͔͍ͨͪ͒ͦͫͭ͊͡ΎΌ΅͔͚ ͎͙͊ͤ͊ͦ͡;ͤ·͔ 
͙͍͙͔͎͙͙ͨͪ͡ ͒ͦͫͭͯͨ͊ ͟ ͺ͚͍͚͊ͦͦ͡ ͙͔ͫͫͭπ
͔ͣΣ ͔͔ͪͫͭͪͯ ²ƛƴŘƻǿǎ ͙ WinRM. 

˹͔ͦ͋ͻ͙ͦ͒ͣͦ ͤ ͙͊ͫͭͪͦͭΈ Windows Re-
mote Management. ʕ  ͍͚͍ͫͦͫͭ͊ͻ ͯ;͔͚ͭͤͦ 
͙͙͊ͨͫ͘ ͔͒ͦ͗ͤ͡ ͋·ͭΈ ͊͒͊ͤ͘ ͨͦͪͭΦ 

ό˽͔͔ͦ͒ͪͦ͋ͤ ͍ ͨΦͨΦ 0 ) 

2.4.2.3 ʇʨʠʚʷʟʢʘ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʩʢʘʥʠʨʦʚʘʥʠʷ ʢ ʭʦʩʪʘʤ 
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ɺ ʦʨʛʘʥʠʟʘʮʠʷʭ ʩ ʙʦʣʴʰʠʤ ʢʦʣʠʯʝʩʪʚʦʤ ʤʘʰʠʥ ʚ ʩʝʪʠ - ʫʚʝʣʠʯʠʚʘʝʪʩʷ ʯʠʩʣʦ ʫʥʠʢʘʣʴʥʳʭ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ. ʂʘʢ ʩʣʝʜʩʪʚʠʝ, ʯʪʦʙʳ 

ʧʨʦʚʝʩʪʠ ʩʢʘʥʠʨʦʚʘʥʠʝ ʦʧʨʝʜʝʣʸʥʥʦʡ ʛʨʫʧʧʳ ʭʦʩʪʦʚ ʧʨʠʭʦʜʠʪʩʷ ʩʦʟʜʘʚʘʪʴ ʥʝʩʢʦʣʴʢʦ ʟʘʜʘʥʠʡ. 

ɽʩʣʠ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʙʳʣʘ ʠʟʤʝʥʝʥʘ ʋɿ, ʪʦ ʟʘʜʘʥʠʝ ʥʝ ʤʦʞʝʪ ʚʳʧʦʣʥʠʪʴʩʷ ʠʟ-ʟʘ ʧʨʦʙʣʝʤʳ ʩ ʘʫʪʝʥʪʠʬʠʢʘʮʠʝʡ. 

RedCheck ʧʦʟʚʦʣʷʝʪ ʠʟʙʝʞʘʪʴ ʵʪʠʭ ʩʠʪʫʘʮʠʡ, ʙʣʘʛʦʜʘʨʷ ʨʝʞʠʤʫ "ʀʩʧʦʣʴʟʦʚʘʪʴ ʩʦʭʨʘʥʝʥʥʳʝ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʧʨʠ ʥʘʣʠʯʠʠ". 

ɼʘʥʥʘʷ ʦʧʮʠʷ ʚʳʙʠʨʘʝʪʩʷ ʥʘ ʵʪʘʧʝ "ʋʯʝʪʥʳʝ ʜʘʥʥʳʝ ʟʘʜʘʥʠʷ", ʚʦ ʚʨʝʤʷ ʩʦʟʜʘʥʠʷ ʥʦʚʦʡ ʟʘʜʘʯʠ. ʆʥʘ ʧʦʟʚʦʣʷʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʠ ʩʚʝʜʝʥʠʷ 

"ʧʦ ʫʤʦʣʯʘʥʠʶ", ʠ ʟʘʨʘʥʝʝ ʫʢʘʟʘʥʥʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʜʣʷ ʢʘʞʜʦʛʦ ʠʟ ʭʦʩʪʦʚ. ʊʘʢʞʝ ʙʫʜʫʪ ʫʯʠʪʳʚʘʪʴʩʷ ʨʘʥʝʝ ʫʩʧʝʰʥʦ ʚʳʧʦʣʥʝʥʥʳʝ 

ʩʢʘʥʠʨʦʚʘʥʠʷ. 

ɿʘʜʘʪʴ ʧʨʠʚʷʟʢʫ ʋɿ ʢ ʤʘʰʠʥʝ ʤʦʞʥʦ ʯʝʨʝʟ ʤʝʥʶ ʈʝʜʘʢʪʠʨʦʚʘʥʠʝ: ɺʢʣʘʜʢʘ "ʍʦʩʪʳ" - ʚʳʟʚʘʪʴ ʢʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʥʘ ʠʥʪʝʨʝʩʫʶʱʝʡ 

ʤʘʰʠʥʝ - ʈʝʜʘʢʪʠʨʦʚʘʪʴ - ʚʢʣʘʜʢʘ "ʋʯʝʪʥʳʝ ʜʘʥʥʳʝ". 

 

ʈʠʩʫʥʦʢ 2.4 

 ʋɿ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʘ ʪʦʣʴʢʦ ʜʣʷ ʪʦʛʦ ʪʠʧʘ ʩʢʘʥʠʨʦʚʘʥʠʷ, ʜʣʷ ʢʦʪʦʨʦʛʦ ʙʳʣʘ ʜʦʙʘʚʣʝʥʘ. ɽʩʣʠ ʋɿ ʧʦʟʚʦʣʷʝʪ ʚʳʧʦʣʥʷʪʴ 

ʥʝʩʢʦʣʴʢʦ ʨʝʞʠʤʦʚ ï ʥʫʞʥʦ ʜʦʙʘʚʠʪʴ ʜʣʷ ʢʘʞʜʦʛʦ ʠʟ ʥʠʭ. 

2.4.2.4 ʅʘʩʪʨʦʡʢʘ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʜʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ Linux-ʩʠʩʪʝʤ 

ʇʨʠ ʩʢʘʥʠʨʦʚʘʥʠʠ Linux-ʩʠʩʪʝʤ (cʢʘʥʠʨʦʚʘʥʠʝ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʦ ʙʝʟʘʛʝʥʪʩʢʦʡ ʪʝʭʥʦʣʦʛʠʠ) ʚ ʢʘʯʝʩʪʚʝ ʪʨʘʥʩʧʦʨʪʘ ʠʩʧʦʣʴʟʫʝʪʩʷ SSH-

ʧʨʦʪʦʢʦʣ ʥʝ ʥʠʞʝ ʚʝʨʩʠʠ 2 ʩ ʚʢʣʶʯʝʥʥʳʤ ʤʦʜʫʣʝʤ ʧʦʜʜʝʨʞʢʠ ʧʨʦʪʦʢʦʣʘ SFTP.  

ɼʣʷ ʧʨʦʚʝʜʝʥʠʷ ʩʢʘʥʠʨʦʚʘʥʠʷ RedCheck ʪʨʝʙʫʝʪʩʷ, ʯʪʦʙʳ ʧʦʣʴʟʦʚʘʪʝʣʴ, ʦʪ ʠʤʝʥʠ ʢʦʪʦʨʦʛʦ ʚʳʧʦʣʥʷʝʪʩʷ ʩʢʘʥʠʨʦʚʘʥʠʝ, ʠʤʝʣ ʧʨʘʚʘ root 

ʠʣʠ ʚʦʟʤʦʞʥʦʩʪʴ ʠʩʧʦʣʴʟʦʚʘʪʴ Sudo, ʜʣʷ ʧʦʚʳʰʝʥʠʷ ʧʨʠʚʠʣʝʛʠʡ. 

ɼʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ ʫʜʘʣʝʥʥʦʡ ʩʠʩʪʝʤʳ  ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʩʣʝʜʫʶʱʠʝ ʪʠʧʳ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ: 

ͯ;͔ͭͤ͊Ύ ͙͊ͨͫ͘Έ ͔ͫͯͨͪͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΤ 

ͯ;͔ͭͤ͊Ύ ͙͊ͨͫ͘Έ ͙͍͙͔͎͙͍͎ͨͪͪͦ͊ͤͤͦͦ͡ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΤ 

ͯ;͔ͭͤ͊Ύ ͙͊ͨͫ͘Έ ͔͙͍͙͔͎͙͍͎ͤͨͪͪͦ͊ͤͤͦͦ͡ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡ΎΦ 

 ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʷʚʣʷʝʪʩʷ ʨʝʢʦʤʝʥʜʫʝʤʳʤ ʪʠʧʦʤ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʜʣʷ 

ʩʢʘʥʠʨʦʚʘʥʠʷ ʫʜʘʣʝʥʥʦʡ ʩʠʩʪʝʤʳ. 

 ɼʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ ʫʜʘʣʝʥʥʦʡ ʩʠʩʪʝʤʳ ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʦʛʦ ʪʨʘʥʩʧʦʨʪʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʨʦʪʦʢʦʣ SSH. ʋʙʝʜʠʪʝʩʴ, ʯʪʦ SSH-

ʩʝʨʚʝʨ ʫʩʪʘʥʦʚʣʝʥ ʠ ʥʘʩʪʨʦʝʥ, ʘ ʚʳʙʨʘʥʥʘʷ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʤʝʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʫʜʘʣʝʥʥʦʡ ʩʠʩʪʝʤʝ ʧʦ 

ʧʨʦʪʦʢʦʣʫ SSH. ʆʩʫʱʝʩʪʚʠʪʴ ʧʨʦʚʝʨʢʫ ʧʦʜʢʣʶʯʝʥʠʷ ʤʦʞʥʦ ʩ ʧʦʤʦʱʴʶ ʣʶʙʦʛʦ ʫʜʦʙʥʦʛʦ SSH-ʢʣʠʝʥʪʘ. 

ɼʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ ʫʜʘʣʝʥʥʦʡ ʩʠʩʪʝʤʳ, ʜʦʧʫʩʢʘʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʫʱʝʩʪʚʫʶʱʫʶ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʧʦʣʴʟʦʚʘʪʝʣʷ Linux, ʣʠʙʦ ʥʝʦʙʭʦʜʠʤʦ 

ʩʦʟʜʘʪʴ ʦʪʜʝʣʴʥʫʶ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ. 

ɺ ʦʙʱʝʤ ʩʣʫʯʘʝ, ʜʣʷ ʩʦʟʜʘʥʠʷ ʦʪʜʝʣʴʥʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʷ c ʠʤʝʥʝʤ redcheck (ʢʘʢ ʧʨʠʤʝʨ, ʥʘʠʤʝʥʦʚʘʥʠʝ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ 

ʤʦʞʝʪ ʙʳʪʴ ʧʨʦʠʟʚʦʣʴʥʦʝ)  ʥʘ ʫʜʘʣʝʥʥʦʡ ʩʠʩʪʝʤʝ ʥʝʦʙʭʦʜʠʤʦ ʚʳʧʦʣʥʠʪʴ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

adduser redcheck 

ɿʘʜʘʡʪʝ ʧʘʨʦʣʴ ʜʣʷ ʚʥʦʚʴ ʩʦʟʜʘʥʥʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʩʷ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ: 
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passwd redcheck . 

ʅʘʩʪʨʦʡʢʘ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʩʫʧʝʨʧʦʣʴʟʦʚʘʪʝʣʷ 

 ˨ ͊ͤͤ·͚ ͙ͭͨ ͯ;͔͚ͭͤͦ ͙͙͊ͨͫ͘ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͔ͨͪ͒ͤ͊ͤ͊͘;͔͊ͭͫΎ ͒͡Ύ ͙ͫͨͦ͡Έ͍͙ͦ͊ͤ͘Ύ ͙ͨͪ ͔ͤͦ͋ͻ͙͙ͦ͒ͣͦͫͭ ͨͦͯ͡;͔͙ͤΎ ͍͔ͫͻ ͒͊ͤπ

ͤ·ͻ ͙ ͚ͨͦͤͦ͡ ͦͼ͔͔ͤ͟ ͊͘΅͙΅͔͙ͤͤͦͫͭ ͔͚ͯ͒͊ͤͤͦ͡ ͙͔ͫͫͭͣ· ͙κ͙͙͡ ͍ ͫͯ͡;͊ΎͻΣ ͎ͦ͒͊͟ ͔͍ͤͦͣͦ͗ͤͦ͘ ͙ͫͨͦ͡Έ͍ͦ͊ͭ͘Έ ͎͙͔͒ͪͯ ͙ͭͨ· 

ͯ;͔ͭͤ·ͻ ͘ ͙͔͚͊ͨͫΦ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʚ Linux-ʩʠʩʪʝʤʘʭ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ ʩʫʧʝʨʧʦʣʴʟʦʚʘʪʝʣʷ ʠʤʝʝʪ ʠʤʷ root. 

 ʇʨʦʛʨʘʤʤʘ ʥʝ ʥʘʢʣʘʜʳʚʘʝʪ ʦʛʨʘʥʠʯʝʥʠʡ ʥʘ ʠʩʧʦʣʴʟʦʚʘʥʠʝ root ʚ ʢʘʯʝʩʪʚʝ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʩʫʧʝʨʧʦʣʴʟʦʚʘʪʝʣʷ. ɼʦʧʫʩʪʠʤʦ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʣʶʙʫʶ ʜʨʫʛʫʶ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʩʫʧʝʨʧʦʣʴʟʦʚʘʪʝʣʷ ʩ ʦʪʣʠʯʥʳʤ ʦʪ root ʠʤʝʥʝʤ, ʝʩʣʠ ʪʘʢʦʚʳʝ ʩʫʱʝʩʪʚʫʶʪ ʥʘ ʫʜʘʣʝʥʥʦʡ 

ʩʠʩʪʝʤʝ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʥʘ ʥʝʢʦʪʦʨʳʭ Linux-ʩʠʩʪʝʤʘʭ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ ʩʫʧʝʨʧʦʣʴʟʦʚʘʪʝʣʷ root ʤʦʞʝʪ ʙʳʪʴ ʥʝʘʢʪʠʚʥʘ. ʏʪʦʙʳ ʘʢʪʠʚʠʨʦʚʘʪʴ 

ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʩʫʧʝʨʧʦʣʴʟʦʚʘʪʝʣʷ root, ʚʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ ʩʤʝʥʳ ʧʘʨʦʣʷ: 

passwd root 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʥʘ ʥʝʢʦʪʦʨʳʭ Linux-ʩʠʩʪʝʤʘʭ ʜʣʷ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʩʫʧʝʨʧʦʣʴʟʦʚʘʪʝʣʷ root ʟʘʧʨʝʱʝʥ ʫʜʘʣʝʥʥʳʡ ʚʭʦʜ ʧʦ ʧʨʦʪʦʢʦʣʫ SSH. 

ʏʪʦʙʳ ʨʘʟʨʝʰʠʪʴ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʩʫʧʝʨʧʦʣʴʟʦʚʘʪʝʣʷ root ʚʳʧʦʣʥʷʪʴ ʚʭʦʜ ʧʦ ʧʨʦʪʦʢʦʣʫ SSH, ʚʳʧʦʣʥʠʪʝ ʥʘʩʪʨʦʡʢʫ SSH-ʩʝʨʚʝʨʘ. 

ɼʣʷ ʥʘʩʪʨʦʡʢʠ SSH-ʩʝʨʚʝʨʘ ʦʪʨʝʜʘʢʪʠʨʫʡʪʝ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ, ʜʦʙʘʚʠʚ ʚ ʥʝʛʦ ʩʣʝʜʫʶʱʫʶ ʜʠʨʝʢʪʠʚʫ ʩʦ ʟʥʘʯʝʥʠʝʤ: 

PermitRootLogin yes 

 ʇʦ ʫʤʦʣʯʘʥʠʶ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ SSH-ʩʝʨʚʝʨʘ ʠʤʝʝʪ ʠʤʷ /etc/ssh/sshd_config. 

 ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ SSH-ʩʝʨʚʝʨʘ ʫʞʝ ʤʦʞʝʪ ʩʦʜʝʨʞʘʪʴ ʜʠʨʝʢʪʠʚʫ PermitRootLogin. ɺ ʪʘʢʦʤ ʩʣʫʯʘʝ ʧʨʦʩʪʦ ʠʟʤʝʥʠʪʝ ʟʥʘʯʝʥʠʝ 

ʜʠʨʝʢʪʠʚʳ ʥʘ yes. 

ɽʩʣʠ ʧʦʣʠʪʠʢʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʦʪʥʦʰʝʥʠʠ ʜʘʥʥʦʡ ʩʠʩʪʝʤʳ ʥʝ ʧʦʟʚʦʣʷʝʪ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʩʫʧʝʨʧʦʣʴʟʦʚʘʪʝʣʷ, ʥʝʦʙʭʦʜʠʤʦʡ 

ʜʣʷ ʦʩʫʱʝʩʪʚʣʝʥʠʷ ʩʢʘʥʠʨʦʚʘʥʠʷ, ʚʦʩʧʦʣʴʟʫʡʪʝʩʴ ʜʨʫʛʠʤʠ ʪʠʧʘʤʠ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ʅʘʩʪʨʦʡʢʘ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

 ˨͊ͤͤ·͚ ͙ͭͨ ͯ;͔͚ͭͤͦ ͙͙͊ͨͫ͘ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͔ͨͪ͒ͤ͊ͤ͊͘;͔͊ͭͫΎ Ύ͍͡Ύ͔ͭͫΎ ͔͔͔ͪͦͣͤ͒ͯͣ͟·ͣ ͒͡Ύ 

͍͔ͫͻ ͫͯ͡;͔͍͊ ͙͍͙ͫ͊ͤͪͦ͊ͤ͟Ύ ͔ͯ͒͊ͤͤ͡·ͻ ͙͔ͫͫͭͣΦ 

ɿʜʝʩʴ ʠ ʜʘʣʝʝ ʧʦʜʨʘʟʫʤʝʚʘʝʪʩʷ, ʯʪʦ ʥʘʩʪʨʘʠʚʘʝʤʘʷ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ ʧʦʣʴʟʦʚʘʪʝʣʷ ʫʞʝ ʩʫʱʝʩʪʚʫʝʪ ʥʘ ʫʜʘʣʝʥʥʦʡ ʩʠʩʪʝʤʝ. 

ɼʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ ʫʜʘʣʝʥʥʦʡ ʩʠʩʪʝʤʳ ʩ ʧʦʤʦʱʴʶ ʜʘʥʥʦʛʦ ʪʠʧʘ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʪʨʝʙʫʝʪʩʷ ʥʘʣʠʯʠʝ ʧʨʦʛʨʘʤʤʳ sudo ʥʘ 

ʫʜʘʣʝʥʥʦʡ ʩʠʩʪʝʤʝ. ɽʩʣʠ ʧʨʦʛʨʘʤʤʘ sudo ʦʪʩʫʪʩʪʚʫʝʪ ʥʘ ʫʜʘʣʝʥʥʦʡ ʤʘʰʠʥʝ, ʥʝʦʙʭʦʜʠʤʦ ʚʳʧʦʣʥʠʪʴ ʝʝ ʫʩʪʘʥʦʚʢʫ ʠʣʠ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ 

ʜʨʫʛʠʤʠ ʪʠʧʘʤʠ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ. 

 ʇʦ ʫʤʦʣʯʘʥʠʶ ʥʘ ʙʦʣʴʰʠʥʩʪʚʝ Linux-ʩʠʩʪʝʤ ʫʞʝ ʫʩʪʘʥʦʚʣʝʥʘ ʧʨʦʛʨʘʤʤʘ sudo. ɼʣʷ ʧʨʦʚʝʨʢʠ ʥʘʣʠʯʠʷ ʧʨʦʛʨʘʤʤʳ sudo ʥʘ 

ʫʜʘʣʝʥʥʦʡ ʩʠʩʪʝʤʝ ʚʳʧʦʣʥʠʪʝ ʢʦʤʘʥʜʫ: sudo ïV. ɼʣʷ ʥʘʩʪʨʦʡʢʠ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʦʪʨʝʜʘʢʪʠʨʫʡʪʝ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ sudoers. 

ʂʨʦʤʝ ʪʦʛʦ, ʥʝʦʙʭʦʜʠʤʦ ʜʦʙʘʚʠʪʴ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ ʩʣʝʜʫʶʱʠʝ ʩʪʨʦʢʠ: 

Defaults:redcheck !requiretty 

redcheck ALL=(root)NOPASSWD:ALL 

 ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ redcheck ï ʠʤʷ ʥʘʩʪʨʘʠʚʘʝʤʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ. 

 ʇʦ ʫʤʦʣʯʘʥʠʶ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ sudoers ʠʤʝʝʪ ʠʤʷ /etc/sudoers. 

 ʈʝʜʘʢʪʠʨʦʚʘʥʠʝ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ sudoers ʜʦʣʞʥʦ ʧʨʦʠʟʚʦʜʠʪʴʩʷ ʩ ʧʨʘʚʘʤʠ ʩʫʧʝʨʧʦʣʴʟʦʚʘʪʝʣʷ root. 

 ɺʦ ʠʟʙʝʞʘʥʠʝ ʧʨʦʙʣʝʤ ʩ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʝʤ ʫʜʘʣʝʥʥʦʡ ʩʠʩʪʝʤʳ ʚ ʩʣʝʜʩʪʚʠʠ ʥʝʢʦʨʨʝʢʪʥʦʛʦ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ sudoers ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʨʦʛʨʘʤʤʳ visudo ʚ ʢʘʯʝʩʪʚʝ ʪʝʢʩʪʦʚʦʛʦ ʨʝʜʘʢʪʦʨʘ. 

ʅʘʩʪʨʦʡʢʘ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʥʝʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ. 
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ɼʘʥʥʳʡ ʪʠʧ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʧʨʝʜʥʘʟʥʘʯʘʝʪʩʷ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʪʦʣʴʢʦ ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʧʦʣʫʯʝʥʠʷ ʜʘʥʥʳʭ, ʥʝ ʪʨʝʙʫʶʱʠʭ ʜʣʷ ʩʚʦʝʛʦ 

ʜʦʩʪʫʧʘ ʦʪʜʝʣʴʥʳʭ ʧʨʘʚ, ʠ ʥʝ ʤʦʞʝʪ ʧʨʠʤʝʥʷʪʴʩʷ ʜʣʷ ʧʦʣʥʦʡ ʦʮʝʥʢʠ ʟʘʱʠʱʝʥʥʦʩʪʠ ʫʜʘʣʝʥʥʦʡ ʩʠʩʪʝʤʳ. 

ɿʜʝʩʴ ʠ ʜʘʣʝʝ ʧʦʜʨʘʟʫʤʝʚʘʝʪʩʷ, ʯʪʦ ʥʘʩʪʨʘʠʚʘʝʤʘʷ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ ʧʦʣʴʟʦʚʘʪʝʣʷ ʫʞʝ ʩʫʱʝʩʪʚʫʝʪ ʥʘ ʫʜʘʣʝʥʥʦʡ ʩʠʩʪʝʤʝ. 

ɼʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ ʫʜʘʣʝʥʥʦʡ ʩʠʩʪʝʤʳ ʩ ʧʦʤʦʱʴʶ ʜʘʥʥʦʛʦ ʪʠʧʘ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʥʘʩʪʨʦʝʢ ʥʝ ʪʨʝʙʫʝʪʩʷ. 

2.4.2.5 ʅʘʩʪʨʦʡʢʘ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʜʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ Solaris 

ɼʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ ʫʜʘʣʝʥʥʦʡ ʩʠʩʪʝʤʳ ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʦʛʦ ʪʨʘʥʩʧʦʨʪʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʨʦʪʦʢʦʣ SSH. ʋʙʝʜʠʪʝʩʴ, ʯʪʦ SSH-ʩʝʨʚʝʨ 

ʫʩʪʘʥʦʚʣʝʥ ʠ ʥʘʩʪʨʦʝʥ, ʘ ʚʳʙʨʘʥʥʘʷ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʤʝʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʫʜʘʣʝʥʥʦʡ ʩʠʩʪʝʤʝ ʧʦ ʧʨʦʪʦʢʦʣʫ 

SSH. ʆʩʫʱʝʩʪʚʠʪʴ ʧʨʦʚʝʨʢʫ ʧʦʜʢʣʶʯʝʥʠʷ ʤʦʞʥʦ ʩ ʧʦʤʦʱʴʶ ʣʶʙʦʛʦ ʫʜʦʙʥʦʛʦ SSH-ʢʣʠʝʥʪʘ. 

ɼʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ ʫʜʘʣʝʥʥʦʡ ʩʠʩʪʝʤʳ, ʜʦʧʫʩʢʘʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʫʱʝʩʪʚʫʶʱʫʶ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʧʦʣʴʟʦʚʘʪʝʣʷ Solaris, ʣʠʙʦ ʥʝʦʙʭʦʜʠʤʦ 

ʩʦʟʜʘʪʴ ʦʪʜʝʣʴʥʫʶ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ. 

2.4.2.6 ʅʘʩʪʨʦʡʢʘ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʜʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ Cisco IOS 

ɼʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ ʉisco IOS (cʢʘʥʠʨʦʚʘʥʠʝ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʦ ʙʝʟʘʛʝʥʪʩʢʦʡ ʪʝʭʥʦʣʦʛʠʠ) ʚ ʢʘʯʝʩʪʚʝ ʪʨʘʥʩʧʦʨʪʘ ʜʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ 

ʠʩʧʦʣʴʟʫʝʪʩʷ SSH- ʧʨʦʪʦʢʦʣ (ʧʦ ʫʤʦʣʯʘʥʠʶ 22 ʧʦʨʪ). 

ɼʣʷ ʧʨʦʚʝʜʝʥʠʷ ʩʢʘʥʠʨʦʚʘʥʠʷ RedCheck ʪʨʝʙʫʝʪʩʷ, ʯʪʦʙʳ ʧʦʣʴʟʦʚʘʪʝʣʴ, ʦʪ ʠʤʝʥʠ ʢʦʪʦʨʦʛʦ ʚʳʧʦʣʥʷʝʪʩʷ ʩʢʘʥʠʨʦʚʘʥʠʝ, ʠʤʝʣ 

ʚʦʟʤʦʞʥʦʩʪʴ ʧʝʨʝʭʦʜʘ ʚ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʡ ʨʝʞʠʤ.  

ɼʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ ʜʦʣʞʥʘ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ ʧʦʣʴʟʦʚʘʪʝʣʷ ʩ ʚʦʟʤʦʞʥʦʩʪʴʶ ʧʝʨʝʭʦʜʘ ʚ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʡ ʨʝʞʠʤ ʩ ʚʚʦʜʦʤ 

ʧʘʨʦʣʷ çEnableè. 

 ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʩ ʚʦʟʤʦʞʥʦʩʪʴʶ ʧʝʨʝʭʦʜʘ ʚ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʡ ʨʝʞʠʤ ʷʚʣʷʝʪʩʷ ʨʝʢʦʤʝʥʜʫʝʤʳʤ ʪʠʧʦʤ ʫʯʝʪʥʦʡ 

ʟʘʧʠʩʠ ʧʨʠ ʣʶʙʦʤ ʪʠʧʝ ʩʢʘʥʠʨʦʚʘʥʠʷ ʫʜʘʣʝʥʥʦʡ ʩʠʩʪʝʤʳ. 

ɼʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ ʦʙʦʨʫʜʦʚʘʥʠʷ Cisco ʩʫʱʝʩʪʚʫʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʠʩʧʦʣʴʟʦʚʘʪʴ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʙʝʟ ʚʦʟʤʦʞʥʦʩʪʠ ʧʝʨʝʭʦʜʘ ʚ 

ʧʨʠʚʝʣʠʛʠʨʦʚʘʥʥʳʡ ʨʝʞʠʤ ʠ ʚʚʦʜʘ ʧʘʨʦʣʷ çEnableè. 

 ɼʣ̫ ʨʝʘʣʠʟʘʮʠʠ ʪʘʢʦʛʦ ʪʠʧʘ ʩʢʘʥʠʨʦʚʘʥʠʷ, ʥʝʦʙʭʦʜʠʤʦ ʜʦʧʦʣʥʠʪʝʣʴʥʦ ʥʘʩʪʨʘʠʚʘʪʴ ʨʘʟʨʝʰʘʶʱʠʝ ʧʨʘʚʠʣʘ ʜʣʷ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ. 

ɼʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ ʫʜʘʣʝʥʥʦʡ ʩʠʩʪʝʤʳ ʚ ʢʘʯʝʩʪʚʝ ʪʨʘʥʩʧʦʨʪʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʨʦʪʦʢʦʣ SSH. ʇʝʨʝʜ ʧʨʦʚʝʜʝʥʠʝʤ ʩʢʘʥʠʨʦʚʘʥʠʷ, ʫʙʝʜʠʪʝʩʴ, 

ʯʪʦ ʩʣʫʞʙʘ SSH ʚʢʣʶʯʝʥʘ ʠ ʥʘʩʪʨʦʝʥʘ, ʘ ʚʳʙʨʘʥʥʘʷ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʤʝʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʫʜʘʣʝʥʥʦʡ ʩʠʩʪʝʤʝ 

ʧʦ ʧʨʦʪʦʢʦʣʫ SSH. ʆʩʫʱʝʩʪʚʠʪʴ ʧʨʦʚʝʨʢʫ ʧʦʜʢʣʶʯʝʥʠʷ ʤʦʞʥʦ ʩ ʧʦʤʦʱʴʶ ʣʶʙʦʛʦ ʫʜʦʙʥʦʛʦ SSH-ʢʣʠʝʥʪʘ. 

ɼʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ ʫʜʘʣʝʥʥʦʡ ʩʠʩʪʝʤʳ ʜʦʧʫʩʢʘʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʥʝʧʨʠʚʝʣʠʛʠʨʦʚʘʥʥʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ, ʩʦʟʜʘʥʥʦʡ ʥʘ ʦʙʦʨʫʜʦʚʘʥʠʠ 

Cisco IOS. ɼʣʷ ʪʘʢʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʥʝʦʙʭʦʜʠʤʦ ʜʦʙʘʚʠʪʴ ʨʘʟʨʝʰʝʥʠʝ ʥʘ ʚʳʧʦʣʥʝʥʠʝ ʢʦʤʘʥʜ ʫʢʘʟʘʥʥʳʭ ʥʠʞʝ: 

terminal length 0 

show 

show access-lists 

show arp 

show cdp 

show clock 

show file systems 

show interfaces 

show inventory 

show ip interface brief 

show ip ssh 

show privilege 

show snmp user 

show version 

more 

dir 

tclsh 

exit 

ʋʢʘʟʘʥʥʳʝ ʥʠʞʝ ʢʦʤʘʥʜʳ, ʚʳʧʦʣʥʷʶʪʩʷ ʚ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʦʤ (enable) ʨʝʞʠʤʝ. 

show file information 
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show running-config all 

show logging 

show snmp group 

show startup-config 

2.4.2.7 ʅʘʩʪʨʦʡʢʘ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʜʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ Huawei VRP  

ʉʢʘʥʠʨʦʚʘʥʠʝ Huawei VRP ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʦ ʙʝʟʘʛʝʥʪʩʢʦʡ ʪʝʭʥʦʣʦʛʠʠ. ɼʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ ʜʦʣʞʥʘ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʩ ʚʦʟʤʦʞʥʦʩʪʴʶ ʧʝʨʝʭʦʜʘ ʚ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʡ ʨʝʞʠʤ ʩ ʚʚʦʜʦʤ ʧʘʨʦʣʷ çsuperè ʠ ʫʢʘʟʘʥʠʝʤ ʫʨʦʚʥʷ ʜʦʩʪʫʧʘ ʜʘʥʥʦʛʦ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʜʣʷ ʢʦʥʢʨʝʪʥʦʛʦ ʪʠʧʘ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʥʦ ʥʝ ʥʠʞʝ 3-ʛʦ. 

ɼʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ ʫʜʘʣʝʥʥʦʡ ʩʠʩʪʝʤʳ ʚ ʢʘʯʝʩʪʚʝ ʪʨʘʥʩʧʦʨʪʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʨʦʪʦʢʦʣ SSH, ʧʦʨʪ ʧʦ ʫʤʦʣʯʘʥʠʶ TCP:22. ʇʝʨʝʜ 

ʧʨʦʚʝʜʝʥʠʝʤ ʩʢʘʥʠʨʦʚʘʥʠʷ, ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʩʣʫʞʙʘ SSH ʚʢʣʶʯʝʥʘ ʠ ʥʘʩʪʨʦʝʥʘ, ʘ ʚʳʙʨʘʥʥʘʷ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʤʝʝʪ 

ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʫʜʘʣʝʥʥʦʡ ʩʠʩʪʝʤʝ ʧʦ ʧʨʦʪʦʢʦʣʫ SSH. ʆʩʫʱʝʩʪʚʠʪʴ ʧʨʦʚʝʨʢʫ ʧʦʜʢʣʶʯʝʥʠʷ ʤʦʞʥʦ ʩ ʧʦʤʦʱʴʶ ʣʶʙʦʛʦ 

ʫʜʦʙʥʦʛʦ SSH-ʢʣʠʝʥʪʘ. 

ɼʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ ʫʜʘʣʝʥʥʦʡ ʩʠʩʪʝʤʳ ʜʦʧʫʩʢʘʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʣʠʙʦ ʩʫʱʝʩʪʚʫʶʱʝʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʷ Huawei, ʣʠʙʦ 

ʩʦʟʜʘʥʠʝ ʦʪʜʝʣʴʥʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ. 

ɸʥʘʣʦʛʠʯʥʳʝ ʥʘʩʪʨʦʡʢʠ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʧʨʦʠʟʚʦʜʷʪʩʷ ʠ ʜʣʷ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ çɹʫʣʘʪè. 

ʇʝʨʝʯʝʥʴ ʢʦʤʘʥʜ ʚʳʧʦʣʥʷʝʤʳʭ ʧʨʠ ʩʢʘʥʠʨʦʚʘʥʠʠ Huawei: 

screen-length 0 temporary 

display version 

display current-configuration 

display patch-information 

display authentication-scheme 

display aaa authentication-scheme 

display authorization-scheme 

display aaa authorization-scheme 

display accounting-scheme 

display aaa accounting-scheme 

display domain name 

display aaa domain 

display domain 

display elabel backplane 

display interface 

2.4.2.8 ʅʘʩʪʨʦʡʢʘ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʜʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ MS SQL Server 

ɼʣʷ ʚʦʟʤʦʞʥʦʩʪʠ ʩʢʘʥʠʨʦʚʘʥʠʷ ʉʋɹɼ Microsoft SQL Server, ʚ ʵʢʟʝʤʧʣʷʨʝ ʉʋɹɼ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʨʝʞʠʤ ʧʨʦʚʝʨʢʠ ʧʦʜʣʠʥʥʦʩʪʠ 

Windows ʠʣʠ ʨʝʞʠʤ ʧʨʦʚʝʨʢʠ ʧʦʜʣʠʥʥʦʩʪʠ SQL Server ʠ Windows. ʉʦʟʜʘʥʥʘʷ ʜʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ ʜʦʣʞʥʘ ʙʳʪʴ ʜʦʙʘʚʣʝʥʘ 

ʚ ʢʦʥʩʦʣʴ ʫʧʨʘʚʣʝʥʠʷ RedCheck. ɸʣʛʦʨʠʪʤ ʨʘʙʦʪʳ ʩ ʫʯʝʪʥʳʤʠ ʟʘʧʠʩʷʤʠ ʚ RedCheck ʦʧʠʩʘʥ ʚ ʨʘʟʜʝʣʝ 5.1.2. 

 ʄʠʥʠʤʘʣʴʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ʜʣʷ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ: ʨʦʣʴ ʩʝʨʚʝʨʘ ï ñpublicò, ʫʯʸʪʥʘʷ ʟʘʧʠʩʴ ʜʦʣʞʥʘ ʙʳʪʴ ʚʢʣʶʯʝʥʘ ʜʣʷ ʙʘʟʳ ʜʘʥʥʳʭ 

ñmasterò. 

 ʋʯʝʪʥʘʷ ʟʘʧʠʩʴ sa  ʠ ʯʘʩʪʦ ʩʪʘʥʦʚʠʪʩʷ ʤʠʰʝʥʴʶ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ. ʅʝ ʚʢʣʶʯʘʡʪʝ ʝʸ, ʝʩʣʠ ʵʪʦ ʥʝ ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʨʘʙʦʪʳ 

ʧʨʠʣʦʞʝʥʠʷ. ʇʦʤʥʠʪʝ, ʯʪʦ ʜʣʷ ʠʤʝʥʠ ʚʭʦʜʘ sa ʦʯʝʥʴ ʚʘʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʥʘʜʝʞʥʳʡ ʧʘʨʦʣʴ. 

2.4.2.9 ʅʘʩʪʨʦʡʢʘ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʜʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ Oracle 

ɼʣʷ ʚʦʟʤʦʞʥʦʩʪʠ ʩʢʘʥʠʨʦʚʘʥʠʷ ʉʋɹɼ Oracle, ʚ ʵʢʟʝʤʧʣʷʨʝ ʉʋɹɼ ʜʦʣʞʝʥ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʩʤʝʰʘʥʥʳʡ ʪʠʧ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ (ʧʨʦʚʝʨʢʘ 

ʧʦʜʣʠʥʥʦʩʪʠ Oracle). 

ʉʦʟʜʘʥʥʘʷ ʜʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ ʜʦʣʞʥʘ ʙʳʪʴ ʜʦʙʘʚʣʝʥʘ ʚ ʢʦʥʩʦʣʴ ʫʧʨʘʚʣʝʥʠʷ RedCheck. ɸʣʛʦʨʠʪʤ ʨʘʙʦʪʳ ʩ ʫʯʝʪʥʳʤʠ 

ʟʘʧʠʩʷʤʠ ʚ RedCheck ʦʧʠʩʘʥ ʚ ʨʘʟʜʝʣʝ 5.1.2. 

2.4.2.10 ʅʘʩʪʨʦʡʢʘ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʜʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ MySQL 

ɼʣʷ ʚʦʟʤʦʞʥʦʩʪʠ ʩʢʘʥʠʨʦʚʘʥʠʷ ʉʋɹɼ MySQL, ʚ ʵʢʟʝʤʧʣʷʨʝ ʉʋɹɼ ʜʦʣʞʝʥ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʩʤʝʰʘʥʥʳʡ ʪʠʧ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ (ʧʨʦʚʝʨʢʘ 

ʧʦʜʣʠʥʥʦʩʪʠ MySQL). 

ʉʦʟʜʘʥʥʘʷ ʜʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ ʜʦʣʞʥʘ ʙʳʪʴ ʜʦʙʘʚʣʝʥʘ ʚ ʢʦʥʩʦʣʴ ʫʧʨʘʚʣʝʥʠʷ RedCheck. ɸʣʛʦʨʠʪʤ ʨʘʙʦʪʳ ʩ ʫʯʝʪʥʳʤʠ 

ʟʘʧʠʩʷʤʠ ʚ RedCheck ʦʧʠʩʘʥ ʚ ʨʘʟʜʝʣʝ 5.1.2. 
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2.4.2.11  ʅʘʩʪʨʦʡʢʘ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʜʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ VMware 

ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ 

ʇʦʜʜʝʨʞʠʚʘʶʪʩʷ ʚʩʝ ʨʝʜʘʢʮʠʠ ʫʢʘʟʘʥʥʳʭ, ʚ ʧ. 1.8 ʧʣʘʪʬʦʨʤ, ʣʠʮʝʥʟʠʠ ʜʣʷ ʢʦʪʦʨʳʭ ʘʢʪʠʚʠʨʫʶʪ feature vSphere API.  

ʇʨʠ ʩʢʘʥʠʨʦʚʘʥʠʠ VMware ESXi Server ʠ VMware vCenter Server (ʢʨʦʤʝ ʟʘʜʘʥʠʷ ʪʠʧʘ çʌʠʢʩʘʮʠʷè) ʚ ʢʘʯʝʩʪʚʝ ʪʨʘʥʩʧʦʨʪʘ ʠʩʧʦʣʴʟʫʶʪʩʷ 

ʧʨʦʪʦʢʦʣʳ SOAP+HTTPS. 

ʆʙʱʠʡ ʧʝʨʝʯʝʥʴ ʢʦʤʘʥʜ ʚʳʧʦʣʥʷʝʤʳʭ ʧʨʠ ʩʢʘʥʠʨʦʚʘʥʠʠ VMware ESXi Server ʠ vCenter Server: 

Login 

Logout 

RetrieveServiceContent 

ContinueRetrievePropertiesEx 

RetrievePropertiesEx 

CreateContainerView 

DestroyView 

HostImageConfigGetAcceptance 

HostImageConfigGetProfile 

QueryLockdownExceptions 

RetrieveHostAccessControlEntries 

ʂʦʤʘʥʜʘ ʚʳʧʦʣʥʷʝʤʘ ̫ʧʨʠ ʩʢʘʥʠʨʦʚʘʥʠʠ VMware ESXi Server: 

VimEsxCLIsoftwareviblist 

ʇʨʠ ʩʢʘʥʠʨʦʚʘʥʠʠ VMware ESXi Server ʠ VMware vCenter Server ʟʘʜʘʥʠʝʤ ʪʠʧʘ çʌʠʢʩʘʮʠʷè ʚ ʢʘʯʝʩʪʚʝ ʪʨʘʥʩʧʦʨʪʘ ʠʩʧʦʣʴʟʫʝʪʩʷ SSH-

ʧʨʦʪʦʢʦʣ ʥʝ ʥʠʞʝ ʚʝʨʩʠʠ 2 ʩ ʚʢʣʶʯʝʥʥʳʤ ʤʦʜʫʣʝʤ ʧʦʜʜʝʨʞʢʠ ʧʨʦʪʦʢʦʣʘ SFTP. 

ʀʩʧʦʣʴʟʫʝʤʘʷ ʪʝʭʥʦʣʦʛʠʷ ʜʦʩʪʫʧʘ ʢ ʜʘʥʥʳʤ - VMware Infrastructure Management (VIM). 

ʅʘʩʪʨʦʡʢʘ ʩʝʪʝʚʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩʢʘʥʠʨʦʚʘʥʠʷ VMware ESXi Server 

ɼʣʷ ʧʨʦʚʝʜʝʥʠʷ ʩʢʘʥʠʨʦʚʘʥʠʷ VMware ESXi Server ʧʦʩʨʝʜʩʪʚʦʤ RedCheck ʪʨʝʙʫʶʪʩʷ: 

¶ ˢ͙͍͙͍ͭͪͦ͊ͤͤ͊͟Ύ ͙͡ͼ͔͙ͤ͘Ύ ͤ͊ ͨͪͦ͒ͯͭ͟ ͫ ͍͟͡Ό;͔͚ͤͤͦ ͍ ͔͔ͤ feature vSphere API; 

¶ ˹͙͊͡;͙͔ ͯ;͔͚ͭͤͦ ͙͙͊ͨͫ͘ root; 

¶ ˽͙͍͙͔ͪͫͯͭͫͭ ͯ;͔͚ͭͤͦ ͙͙͊ͨͫ͘ ͨͦ͡Έ͍͔ͦ͊ͭ͘͡Ύ ͫͦͫͭͦΎ΅͔͚ ͍ ͎͔ͪͯͨͨ ˢ͙͙͒ͣͤͫͭͪ͊ͭͦͪ·, ͊ ͭ͊͟ ͔͗ ͍͔͒ͦ͋͊ͤͤ͡·͚ ͍ ͙ͫͨπ

ͫͦ͟ ͙ͫ͟͡Ό;͔͙͚ͤ Lockdown Mode; 

¶ ˾͔͒͊͟ͼ͙Ύ RedCheck ͤ ͔ ͙͔ͤ͗ Professional. 

ɼʣʷ ʧʨʦʚʝʜʝʥʠʷ ʩʢʘʥʠʨʦʚʘʥʠʷ VMware ESXi Server ʧʦʩʨʝʜʩʪʚʦʤ RedCheck ʟʘʜʘʥʠʝʤ ʪʠʧʘ çʌʠʢʩʘʮʠʷè, ʧʦʤʠʤʦ ʦʙʦʟʥʘʯʝʥʥʳʭ ʚʳʰʝ, 

ʪʨʝʙʫʶʪʩʷ: 

¶ ˤ͟͡Ό;͔ͤͤ͊Ύ ͫͯ͗͋͊͡ SSH; 

¶ ˤ͟͡Ό;͔ͤͤ͊Ύ ͫͯ͗͋͊͡ ESXi Shell; 

¶ ˹͔͊ͫͭͪͦͤͤ·͔ ͍͙ͨͪ͊͊͡ ͋ͪ͊ͤ͒ͣ͊ͯΉͪ͊ ͒͡Ύ ͒ͦͫͭͯͨ͊ ͟ SSH ͫ ͔͍͔ͪͪͯΤ 

¶ ˹͙͊͡;͙͔ ͔ͨ͊ͪ͊ͣͭͪ͊ ϦPermitRootLogin yesϦ ͍ ͚ͤ͊ͫͭͪͦ͊͟ͻ SSH ͫ ͔͍͔ͪͪ͊Τ 

¶ ˹͙͊͡;͙͔ ͔ͨ͊ͪ͊ͣͭͪ͊ ϦMaxSession млϦ ͍ ͚ͤ͊ͫͭͪͦ͊͟ͻ SSH ͫ ͔͍͔ͪͪ͊Τ 

¶ ˾͔͒͊͟ͼ͙Ύ RedCheck ͤ ͔ ͙͔ͤ͗ Professional. 

ʇʦ ʫʤʦʣʯʘʥʠʶ, ʥʘ ʩʝʨʚʝʨʘʭ ESXi ʜʦʩʪʫʧ ʧʦ ʧʨʦʪʦʢʦʣʫ SSH ʦʪʢʣʶʯʝʥ. ɺʢʣʯʁʠʪʴ ʜʦʩʪʫʧ ʧʦ SSH, ʤʦʞʥʦ ʩʣʝʜʫʶʱʠʤʠ ʩʧʦʩʦʙʘʤʠ. 

ɺʢʣʶʯʝʥʠʝ SSH ʯʝʨʝʟ DCUI 

Direct Console User Interface (DCUI) - ʵʪʦ ʠʥʪʝʨʬʝʡʩ ʩʝʨʚʝʨʘ ESXi, ʢʦʪʦʨʳʡ ʚʳʚʦʜʠʪʩʷ ʥʘ ʤʦʥʠʪʦʨ ʧʨʠ ʧʨʷʤʦʤ ʧʦʜʢʣʶʯʝʥʠʠ ʢ ʩʝʨʚʝʨʫ. 
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ʅʘ ʩʝʨʚʝʨʝ ESXi, ʥʘʞʤʠʪʝ ʢʣʘʚʠʰʫ F2 ʠ ʘʚʪʦʨʠʟʫʡʪʝʩʴ ʧʨʠ ʧʦʤʦʱʠ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ root. 

 
 
ɺ ʤʝʥʶ System Customization ʚʳʙʝʨʠʪʝ Troubleshooting Options. 

 

ɺ ʨʘʟʜʝʣʝ Troubleshooting Mode Options ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ Enable SSH, ʚʢʣʶʯʠʪʴ. 

 

ɼʣʷ ʚʦʟʚʨʘʪʘ ʚ ʦʩʥʦʚʥʦʝ ʤʝʥʶ, ʥʘʞʤʠʪʝ ESC. 

 

ɺʢʣʶʯʝʥʠʝ SSH ʧʨʠ ʧʦʤʦʱʠ ʚʝʙ-ʢʣʠʝʥʪʘ vSphere 

ɿʘʧʫʩʪʠʪʝ ʙʨʘʫʟʝʨ, ʚʚʝʜʠʪʝ ʚ ʘʜʨʝʩʥʦʡ ʩʪʨʦʢʝ ʘʜʨʝʩ VMware ʩʝʨʚʝʨʘ, ʧʝʨʝʡʜʠʪʝ ʠ ʘʚʪʦʨʠʟʫʡʪʝʩʴ ʥʘ ʩʝʨʚʝʨʝ ESXi ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩ 

vSphere Web Client. 



 

ʈʫʢʦʚʦʜʩʪʚʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ 

 

37  

 

ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʚʳʙʝʨʠʪʝ Host - Actions. 
ɺ ʚʳʧʘʜʘʶʱʝʤ ʤʝʥʶ ʚʳʙʝʨʠʪʝ Services - Enable Secure Shel (SSH). 

 
 
ʊʘʢ ʞʝ, ʘʢʪʠʚʠʨʦʚʘʪʴ SSH ʤʦʞʥʦ ʯʝʨʝʟ ʚʢʣʘʜʢʫ ʤʝʥʶ Manage - Services. 

ʅʘʡʜʠʪʝ ʚ ʩʧʠʩʢʝ ʩʣʫʞʙ TSM-SSH, ʇʂʄ ʚʳʟʚʘʪʴ ʢʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ - Start. 

 

ʅʘʩʪʨʦʡʢʘ SSH-ʪʫʥʥʝʣʷ ʟʘʚʝʨʰʝʥʘ. 

ʅʘʩʪʨʦʡʢʘ ʩʝʪʝʚʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʜʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ VMware vCenter Server 

ɼʣʷ ʧʨʦʚʝʜʝʥʠʷ ʩʢʘʥʠʨʦʚʘʥʠʷ VMware vCenter Server ʧʦʩʨʝʜʩʪʚʦʤ RedCheck ʪʨʝʙʫʶʪʩʷ: 

ˢ͙͍͙͍ͭͪͦ͊ͤͤ͊͟Ύ ͙͡ͼ͔͙ͤ͘Ύ ͤ͊ ͨͪͦ͒ͯͭ͟ ͫ ͍͟͡Ό;͔͚ͤͤͦ ͍ ͔͔ͤ feature vSphere API; 

˹͙͊͡;͙͔ ͯ;͔͚ͭͤͦ ͙͙͊ͨͫ͘ ͙͙͊͒ͣͤͫͭͪ͊ͭͦͪ͊ ό͙͙͊͒ͣͤͫͭͪ͊ͭͦͪ͊ ͙͙͡ root ͒ ͡Ύ ͙͊͒͊ͤ͘Ύ ͺ͙ͫ͊͟ͼ͙͙ύΤ 

˾͔͒͊͟ͼ͙Ύ RedCheck ͤ ͔ ͙͔ͤ͗ Professional. 
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ɼʣʷ ʧʨʦʚʝʜʝʥʠʷ ʩʢʘʥʠʨʦʚʘʥʠʷ VMware vCenter Server ʧʦʩʨʝʜʩʪʚʦʤ RedCheck ʟʘʜʘʥʠʝʤ ʪʠʧʘ çʌʠʢʩʘʮʠʷè, ʧʦʤʠʤʦ ʦʙʦʟʥʘʯʝʥʥʳʭ ʚʳʰʝ, 

ʪʨʝʙʫʶʪʩʷ: 

ˤ͟͡Ό;͔ͤͤ͊Ύ ͫͯ͗͋͊͡ SSH; 

ˤ͟͡Ό;͔ͤͤ͊Ύ ͫͯ͗͋͊͡ ESXi Shell; 

˹͔͊ͫͭͪͦͤͤ·͔ ͍͙ͨͪ͊͊͡ ͋ͪ͊ͤ͒ͣ͊ͯΉͪ͊ ͒͡Ύ ͒ͦͫͭͯͨ͊ ͟ SSH ͫ ͔͍͔ͪͪͯΤ 

˹͙͊͡;͙͔ ͔ͨ͊ͪ͊ͣͭͪ͊ ϦPermitRootLogin yesϦ ͍ ͚ͤ͊ͫͭͪͦ͊͟ͻ SSH ͫ ͔͍͔ͪͪ͊Τ 

˹͙͊͡;͙͔ ͔ͨ͊ͪ͊ͣͭͪ͊ ϦMaxSession млϦ ͍ ͚ͤ͊ͫͭͪͦ͊͟ͻ SSH ͫ ͔͍͔ͪͪ͊Τ 

˹͙͊͡;͙͔ BASH ͍  ͊͟;͔͍͔ͫͭ shell ͨ ͦ ͯͣͦ͡;͙͊ͤΌΤ 

˾͔͒͊͟ͼ͙Ύ RedCheck ͤ ͔ ͙͔ͤ͗ Professional. 

 ʇʝʨʝʜ ʥʘʯʘʣʦʤ ʩʢʘʥʠʨʦʚʘʥʠʡ, ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʧʨʦʚʝʨʠʪʴ ʜʦʩʪʫʧʥʦʩʪʴ ʩʦʦʪʚʝʪʚʫʱʝʛʦ ʪʫʥʥʝʣʷ ʜʣʷ ʢʘʞʜʦʛʦ ʠʟ ʭʦʩʪʦʚ, 

ʫʯʘʩʪʚʫʶʱʠʭ ʚ ʧʨʦʚʝʨʢʝ, ʧʦʩʨʝʜʩʪʚʦʤ ʬʫʥʢʮʠʠ çʇʠʥʛè, ʜʣʷ ʟʘʜʘʥʥʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ  

ʉʢʘʥʠʨʦʚʘʥʠʝ ʫʜʘʣʝʥʥʦʡ VMware-ʩʠʩʪʝʤʳ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʦ ʙʝʟʘʛʝʥʪʩʢʦʡ ʪʝʭʥʦʣʦʛʠʠ. 

ɼʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ VMware ESXi Server ʟʘʜʘʥʠʷʤʠ ʪʠʧʘ çɸʫʜʠʪ ʦʙʥʦʚʣʝʥʠʡè, çɸʫʜʠʪ ʫʷʟʚʠʤʦʩʪʝʡè, çɸʫʜʠʪ ʢʦʥʬʠʛʫʨʘʮʠʡè ʠ 

çʀʥʚʝʥʪʘʨʠʟʘʮʠʷè ʥʝʦʙʭʦʜʠʤʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʧʦʣʴʟʦʚʘʪʝʣʷ VMware ESXi Server.ɼʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ VMware vCenter 

Server ʚ ʨʝʞʠʤʘʭ çɸʫʜʠʪ ʦʙʥʦʚʣʝʥʠʡè, çɸʫʜʠʪ ʫʷʟʚʠʤʦʩʪʝʡè, çɸʫʜʠʪ ʢʦʥʬʠʛʫʨʘʮʠʡè ʠ çʀʥʚʝʥʪʘʨʠʟʘʮʠʷè ʥʝʦʙʭʦʜʠʤʦ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʧʦʣʴʟʦʚʘʪʝʣʷ VMware vCenter Server. 

ɼʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ VMware vCenter Server ʠ VMware ESXi Server ʟʘʜʘʥʠʝʤ ʪʠʧʘ çʌʠʢʩʘʮʠʷè ʥʝʦʙʭʦʜʠʤʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ 

ʧʦʣʴʟʦʚʘʪʝʣʷ Linux. 

 ʅʘʩʪʨʦʡʢʘ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʷ Linux ʦʧʠʩʘʥʘ ʚ ʧʫʥʢʪʘʭ 2.4.2.4. 

ʉʦʟʜʘʥʥʘʷ ʜʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ ʜʦʣʞʥʘ ʙʳʪʴ ʜʦʙʘʚʣʝʥʘ ʚ ʢʦʥʩʦʣʴ ʫʧʨʘʚʣʝʥʠʷ RedCheck. ɸʣʛʦʨʠʪʤ ʨʘʙʦʪʳ ʩ ʫʯʝʪʥʳʤʠ 

ʟʘʧʠʩʷʤʠ ʚ RedCheck ʦʧʠʩʘʥ ʚ ʨʘʟʜʝʣʝ 5.1.2. 

2.4.2.12 ʅʘʩʪʨʦʡʢʘ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʜʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ Postgre SQL 

ʉʢʘʥʠʨʦʚʘʥʠʝ ʉʋɹɼ Postgre SQL ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʦ ʪʝʭʥʦʣʦʛʠʠ ʘʛʝʥʪʘ ʠ WinRM ʜʣʷ Windows ʠ ʧʦ ʙʝʟʘʛʝʥʪʩʢʦʡ ʪʝʭʥʦʣʦʛʠʠ ʜʣʷ Linux-

ʩʠʩʪʝʤ. 

ɼʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ ʩʝʨʚʝʨʘ PostgreSQL ʥʝʦʙʭʦʜʠʤʦ ʩʦʟʜʘʪʴ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ (ʩʦʟʜʘʜʠʤ çRedCheckPGè), ʩ ʧʨʘʚʘʤʠ ʜʦʩʪʘʪʦʯʥʳʤʠ ʜʣʷ 

ʚʳʧʦʣʥʝʥʠʷ ʟʘʧʨʦʩʦʚ. ʄʠʥʠʤʘʣʴʥʘʷ ʥʘʩʪʨʦʡʢʘ ʧʨʘʚ ʧʨʝʜʩʪʘʚʣʝʥʘ ʚ ʪʘʙʣʠʮʝ: 

ʊʘʙʣʠʮʘ 9 

API ˻͋Ά͔ͭ͟ 

SELECT 

pg_settings 

pg_roles 

pg_database 

pg_user 

pg_class 

pg_authid 

pg_shadow 

EXECUTE has_schema_privilege('public','public', 'create') 

 

ʉʦʟʜʘʥʥʘʷ ʜʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ ʜʦʣʞʥʘ ʙʳʪʴ ʜʦʙʘʚʣʝʥʘ ʚ ʢʦʥʩʦʣʴ ʫʧʨʘʚʣʝʥʠʷ RedCheck. ɸʣʛʦʨʠʪʤ ʨʘʙʦʪʳ ʩ ʫʯʝʪʥʳʤʠ 

ʟʘʧʠʩʷʤʠ ʚ RedCheck ʦʧʠʩʘʥ ʚ ʨʘʟʜʝʣʝ ɼʦʙʘʚʣʝʥʠʝ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ. 

ɺ ʬʘʡʣ çpg_hba.confè, ʢʦʪʦʨʳʡ ʥʘʭʦʜʠʪʩʷ ʧʦ ʩʣʝʜʫʶʱʝʤʫ ʧʫʪʠ: 

¶ ʜʣʷ Windows-ʩʠʩʪʝʤ C:\Program Files\PostgreSQL\9.6\data\ 

¶ ʜʣʷ Linux-ʩʠʩʪʝʤ: /var/lib/pgsql/data/ 

ʥʝʦʙʭʦʜʠʤʦ ʜʦʙʘʚʠʪʴ ʩʪʨʦʢʫ: 
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host all RedCheckPG 192.168.10.1/32 md5 

 ʕʪʦ ʤʠʥʠʤʘʣʴʥʘʷ ʨʝʢʦʤʝʥʜʘʮʠʷ ʧʦ ʥʘʩʪʨʦʡʢʝ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. ɼʘʥʥʦʝ ʟʥʘʯʝʥʠʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʥʘʩʪʨʘʠʚʘʪʴ ʩʦʛʣʘʩʥʦ ʧʦʣʠ-
ʪʠʢʝ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʠʩʧʦʣʴʟʫʝʤʦʡ ʥʘ ʧʨʝʜʧʨʠʷʪʠʠ. 

2.4.2.13 ʅʘʩʪʨʦʡʢʘ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʜʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ IBM  Db2 

ʉʢʘʥʠʨʦʚʘʥʠʝ ʉʋɹɼ IBM Db2 ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʦ ʪʝʭʥʦʣʦʛʠʠ ʘʛʝʥʪʘ ʠ WinRM ʜʣʷ Windows ʠ ʧʦ ʙʝʟʘʛʝʥʪʩʢʦʡ ʪʝʭʥʦʣʦʛʠʠ ʜʣʷ Linux-

ʩʠʩʪʝʤ. 

ʉʦʟʜʘʥʥʘʷ ʜʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ ʜʦʣʞʥʘ ʙʳʪʴ ʜʦʙʘʚʣʝʥʘ ʚ ʢʦʥʩʦʣʴ ʫʧʨʘʚʣʝʥʠʷ RedCheck. ɸʣʛʦʨʠʪʤ ʨʘʙʦʪʳ ʩ ʫʯʝʪʥʳʤʠ 

ʟʘʧʠʩʷʤʠ ʚ RedCheck ʦʧʠʩʘʥ ʚ ʨʘʟʜʝʣʝ 5.1.2. 

2.4.2.14  ʅʘʩʪʨʦʡʢʘ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʜʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ Check Point 

ɼʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ Check Point (cʢʘʥʠʨʦʚʘʥʠʝ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʦ ʙʝʟʘʛʝʥʪʩʢʦʡ ʪʝʭʥʦʣʦʛʠʠ) ʚ ʢʘʯʝʩʪʚʝ ʪʨʘʥʩʧʦʨʪʘ ʜʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ 

ʠʩʧʦʣʴʟʫʝʪʩʷ SSH- ʧʨʦʪʦʢʦʣ (ʧʦ ʫʤʦʣʯʘʥʠʶ 22 ʧʦʨʪ). 

ʇʝʨʝʯʝʥʴ ʢʦʤʘʥʜ ʚʳʧʦʣʥʷʝʤʳʭ ʧʨʠ ʩʢʘʥʠʨʦʚʘʥʠʠ Huawei: 

show version all 

show software-version 

show interfaces 

show asset all 

cpinfo -y all 

cpstat os 
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3 ʆʙʥʦʚʣʝʥʠʝ ʢʦʥʩʦʣʠ ʫʧʨʘʚʣʝʥʠʷ RedCheck 

ɸʣʛʦʨʠʪʤ ʦʙʥʦʚʣʝʥʠʷ ʢʦʥʩʦʣʠ: 

1. ʃʶʙʳʤ ʜʦʩʪʫʧʥʳʤ ʇʆ, ʩʜʝʣʘʪʴ backup ɺʘh ʝʡ ʙʘʟʳ ʜʘʥʥʳʭ RedCheck. 

2. ʉʢʘʯʘʪʴ ʥʝʦʙʭʦʜʠʤʳʡ ʜʠʩʪʨʠʙʫʪʠʚ (RedCheck.msi): https://portal.altx-soft.ru/downloads/. 

 ɺ ʩʣʫʯʘʝ ʦʙʥʦʚʣʝʥʠʷ RedCheck, ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʥʝ ʪʨʝʙʫʝʪʩʷ! 

 

3. ɿʘʧʫʩʪʠʪʴ ʫʩʪʘʥʦʚʢʫ ʜʠʩʪʨʠʙʫʪʠʚʘ RedCheck.msi ʠ ʩʣʝʜʦʚʘʪʴ ʠʥʩʪʨʫʢʮʠʷʤ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ (ʚ 

ʩʣʫʯʘʝ ʦʙʥʦʚʣʝʥʠʷ ʧʨʦʛʨʘʤʤʳ, ʚʚʦʜʠʪʴ ʥʦʤʝʨ ʣʠʮʝʥʟʠʠ, ʠʤʷ ʩʝʨʚʝʨʘ ʠ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʵʢʟʝʤʧʣʷʨʘ 

ʫʞʝ ʥʝ ʪʨʝʙʫʝʪʩʷ, ʧʨʦʛʨʘʤʤʘ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ ʠʭ ʧʨʦʩʪʘʚʠʪ). 

4. ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʥʝʦʙʭʦʜʠʤʦ ʧʝʨʝʟʘʧʫʩʪʠʪʴ ʩʝʨʚʝʨ ʩ ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʧʨʦʛʨʘʤʤʦʡ. 

https://portal.altx-soft.ru/downloads/
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4 ʀʥʪʝʨʬʝʡʩ ʧʨʦʛʨʘʤʤʳ 

ɻʨʘʬʠʯʝʩʢʠʡ ʠʥʪʝʨʬʝʡʩ ʢʦʥʩʦʣʠ ʫʧʨʘʚʣʝʥʠʷ RedCheck (ʈʠʩʫʥʦʢ 4.1) ʩʦʩʪʦʠʪ ʠʟ ʩʣʝʜʫʶʱʠʭ ʵʣʝʤʝʥʪʦʚ: 

ˤ͙͊͒͟͟͡: ˥͍͊ͤ͊͡ΎΣ ̆ͦͫͭ·Σ ˭͙͊͒͊ͤΎΣ ˮ͙ͫͭͦͪΎΣ ˴ͦͤͭͪͦ͡ΈΣ ˻ͭ;͔ͭ· (͍ WEB-͍͔͙͙ͪͫ ͍͔͒ͦ͋͊ͤ͊͡ ͔΅͔ ͦ͒ͤ͊ ͍͊͒͊͟͟͡ - ζ˽ͦ͡Έ͍ͦ͊͘π

͔͙ͭ͡η); 

˽ͯͤͭ͟· ͔ͣͤΌ: ˨ ͔͚͍͙ͫͭΎΣ ˮ͔ͤͫͭͪͯͣͤͭ·Σ ˿͍ͨͪ͊͊͟; 

˿ͭ͊ͭͯͫͤ͊Ύ ͔ͨ͊ͤ͡Έ. 

 
ʈʠʩʫʥʦʢ 4.1 

4.1 ʉʪʘʪʫʩʥʘʷ ʧʘʥʝʣʴ  

ɺ ʥʠʞʥʝʡ ʯʘʩʪʠ ʨʘʙʦʯʝʛʦ ʦʢʥʘ ʢʦʥʩʦʣʠ ʫʧʨʘʚʣʝʥʠʷ ʥʘʭʦʜʠʪʩʷ ʩʧʝʮʠʘʣʴʥʘʷ ʧʘʥʝʣʴ (ʈʠʩʫʥʦʢ 4.2), ʥʘ ʢʦʪʦʨʦʡ ʦʪʦʙʨʘʞʘʶʪʩʷ ʩʪʘʪʫʩʳ 

ʦʩʥʦʚʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ RedCheck. 

 
ʈʠʩʫʥʦʢ 4.2 

˿ͭ͊ͭͯͫ ͨͦ͒͟͡Ό;͔͙ͤΎ ͟ ˣ˨ 

 - ʜʘʥʥʳʡ ʩʪʘʪʫʩ ʧʦʢʘʟʳʚʘʝʪ ʨʝʟʫʣʴʪʘʪ ʧʨʦʚʝʨʢʠ ʩʦʝʜʠʥʝʥʠʷ ʢʦʥʩʦʣʠ RedCheck ʩ ʙʘʟʦʡ ʜʘʥʥʳʭ. 

ɿʝʣʝʥʳʡ ʤʘʨʢʝʨ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʧʨʦʚʝʨʢʘ ʩʦʝʜʠʥʝʥʠʷ ʩ ɹɼ ʧʨʦʰʣʘ ʫʩʧʝʰʥʦ. 

ʂʨʘʩʥʳʡ ʤʘʨʢʝʨ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʩʦʝʜʠʥʠʪʴʩʷ ʩ ɹɼ ʥʝ ʫʜʘʣʦʩʴ. 

˿ͭ͊ͭͯͫ ͨͦ͒͟͡Ό;͔͙ͤΎ ͟ ͔ͫͯ͗͋͡ ͙͍͙ͫ͊ͤͪͦ͊ͤ͟Ύ 
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- ʜʘʥʥʳʡ ʩʪʘʪʫʩ ʧʦʢʘʟʳʚʘʝʪ ʨʝʟʫʣʴʪʘʪ ʧʨʦʚʝʨʢʠ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʩʣʫʞʙʝ ʩʢʘʥʠʨʦʚʘʥʠʷ. 

ɿʝʣʝʥʳʡ ʤʘʨʢʝʨ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʧʨʦʚʝʨʢʘ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʩʣʫʞʙʝ ʩʢʘʥʠʨʦʚʘʥʠʷ ʧʨʦʰʣʘ ʫʩʧʝʰʥʦ. 

ʂʨʘʩʥʳʡ ʤʘʨʢʝʨ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʧʦʜʢʣʶʯʝʥʠʝ ʢ ʩʣʫʞʙʝ ʩʢʘʥʠʨʦʚʘʥʠʷ ʥʝ ʫʜʘʣʦʩʴ. 

 ʂʨʘʩʥʳʡ ʤʘʨʢʝʨ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʩʣʫʞʙʝ ʩʢʘʥʠʨʦʚʘʥʠʷ ʤʦʞʝʪ ʧʨʦʷʚʣʷʪʴʩʷ, ʝʩʣʠ ʩ ʤʦʤʝʥʪʘ ʫʩʪʘʥʦʚʢʠ ʩʢʘʥʝʨʘ RedCheck ʜʦ 

ʧʝʨʚʦʛʦ ʟʘʧʫʩʢʘ ʢʦʥʩʦʣʠ ʥʝ ʙʳʣʠ ʧʨʦʠʟʚʝʜʝʥʳ çɺʳʭʦʜ ʠʟ ʩʠʩʪʝʤʳè ʣʠʙʦ ʧʝʨʝʟʘʛʨʫʟʢʘ ʢʦʤʧʴʶʪʝʨʘ. 

˿ͭ͊ͭͯͫ ͙͡ͼ͔͙͙ͤ͘ 

 - ʜʘʥʥʳʡ ʩʪʘʪʫʩ ʧʦʢʘʟʳʚʘʝʪ ʨʝʟʫʣʴʪʘʪ ʧʨʦʚʝʨʢʠ ʣʠʮʝʥʟʠʠ. ʇʨʦʚʝʨʢʘ ʣʠʮʝʥʟʠʠ ʚʳʧʦʣʥʷʝʪʩʷ ʥʘ ʫʨʦʚʥʝ ʩʝʨʚʝʨʘ 

ʣʠʮʝʥʟʠʨʦʚʘʥʠʷ. 

ɿʝʣʝʥʳʡ ʤʘʨʢʝʨ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʣʠʮʝʥʟʠʷ ʧʨʦʰʣʘ ʧʨʦʚʝʨʢʫ ʠ ʷʚʣʷʝʪʩʷ ʚʘʣʠʜʥʦʡ. 

ʂʨʘʩʥʳʡ ʤʘʨʢʝʨ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʣʠʮʝʥʟʠʷ ʙʳʣʘ ʚʚʝʜʝʥʘ ʥʝʚʝʨʥʦ, ʣʠʙʦ ʟʘʢʦʥʯʠʣʩʷ ʩʨʦʢ ʝʝ ʜʝʡʩʪʚʠʷ. 

ʇʦʜʨʦʙʥʦʝ ʦʧʠʩʘʥʠʝ ʣʠʮʝʥʟʠʨʦʚʘʥʠʷ ʧʨʦʛʨʘʤʤʳ ʚ ʨʘʟʜʝʣʝ 1.3. ʥʘʩʪʦʷʱʝʛʦ ʈʫʢʦʚʦʜʩʪʚʘ. 

˿ͭ͊ͭͯͫ ͔ͦͤͭͤͭ͊͟ 

 - ʜʘʥʥʳʡ ʩʪʘʪʫʩ ʧʦʢʘʟʳʚʘʝʪ ʘʢʪʫʘʣʴʥʦʩʪʴ ʢʦʥʪʝʥʪʘ. 

ɿʝʣʝʥʳʡ ʤʘʨʢʝʨ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʢʦʥʪʝʥʪ ʩʦʜʝʨʞʠʪ ʧʦʩʣʝʜʥʠʝ ʦʙʥʦʚʣʝʥʠʷ. 

ʆʨʘʥʞʝʚʳʡ ʤʘʨʢʝʨ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʢʦʥʪʝʥʪ ʥʘ ʨʘʙʦʯʝʡ ʤʘʰʠʥʝ ʜʦʣʞʝʥ ʦʙʥʦʚʠʪʴʩʷ ʜʦ ʙʦʣʝʝ ʩʚʝʞʠʭ ʙʘʟ, ʨʘʩʧʦʣʦʞʝʥʥrʭ ʥʘ ʩʝʨʚʝʨʝ. 

ʊʘʢʞʝ, ʜʘʥʥʳʡ ʩʪʘʪʫʩ ʤʦʞʝʪ ʛʦʚʦʨʠʪʴ ʦ ʪʦʤ, ʯʪʦ ʙʘʟʳ ʥʝ ʦʙʥʦʚʣʷʣʠʩʴ ʙʦʣʝʝ 2ʭ ʥʝʜʝʣʴ. 

ʂʨʘʩʥʳʡ ʤʘʨʢʝʨ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʢʦʥʪʝʥʪ ʥʝʜʦʩʪʫʧʝʥ ʠʣʠ ʦʪʩʫʪʩʪʚʫʝʪ. 

˿ͭ͊ͭͯͫ ͍͔͙ͨͪͦͪ͟ ͍͔͙ͦ͋ͤͦͤ͡Ύ ͔ͦͤͭͤͭ͊͟ 

ɺ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʨʝʟʫʣʴʪʘʪʦʚ ʧʨʦʚʝʨʢʠ ʩʪʘʪʫʩ ʤʦʞʝʪ ʧʨʠʥʠʤʘʪʴ ʥʝʩʢʦʣʴʢʦ ʟʥʘʯʝʥʠʡ: 

 - ʢʦʥʪʝʥʪ ʥʘ ʩʝʨʚʝʨʝ ʦʙʥʦʚʣʝʥʠʡ ʦʪʣʠʯʘʝʪʩʷ ʦʪ ʢʦʥʪʝʥʪʘ, ʧʨʠʩʫʪʩʪʚʫʶʱʝʛʦ ʚ ɹɼ RedCheck.  

  - ʥʝʦʙʭʦʜʠʤʦ ʥʘʞʘʪʴ ʜʣʷ ʦʙʥʦʚʣʝʥʠʷ ʢʦʥʪʝʥʪʘ. 

 - ɺ ɹɼ ʥʘʭʦʜʠʪʩʷ ʘʢʪʫʘʣʴʥʳʡ ʢʦʥʪʝʥʪ. ʅʠʢʘʢʠʭ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʜʝʡʩʪʚʠʡ ʚʳʧʦʣʥʷʪʴ 

ʥʝ ʥʫʞʥʦ. 

 - ʚʦʟʥʠʢʣʘ ʦʰʠʙʢʘ ʩʦʝʜʠʥʝʥʠʷ ʩ ʩʝʨʚʝʨʦʤ ʦʙʥʦʚʣʝʥʠʡ. ʅʝʦʙʭʦʜʠʤʦ ʧʨʦʚʝʨʠʪʴ 

ʢʦʨʨʝʢʪʥʦʩʪʴ ʥʘʩʪʨʦʡʢʠ ʩʝʪʝʚʦʛʦ ʧʦʜʢʣʶʯʝʥʠʷ, ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ. 

 - ʟʘʧʠʩʴ ʦ ʚʨʝʤʝʥʠ ʧʦʩʣʝʜʥʝʡ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʦʪʩʫʪʩʪʚʫʝʪ. ʊʘʢʦʡ ʩʪʘʪʫʩ ʚʦʟʤʦʞʝʥ ʧʨʠ ʧʝʨʚʠʯʥʦʡ 

ʫʩʪʘʥʦʚʢʝ ʧʨʦʛʨʘʤʤʳ, ʣʠʙʦ ʧʦʩʣʝ ʧʝʨʝʫʩʪʘʥʦʚʢʠ. ʅʝʦʙʭʦʜʠʤʦ ʧʨʦʠʟʚʝʩʪʠ ʩʠʥʭʨʦʥʠʟʘʮʠʶ.  

 - ʜʘʥʥʳʡ ʩʪʘʪʫʩ ʦʪʦʙʨʘʞʘʝʪʩʷ, ʝʩʣʠ ʧʨʠ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʩ ʩʝʨʚʝʨʦʤ ʦʙʥʦʚʣʝʥʠʡ 

ʚʦʟʥʠʢʣʘ ʦʰʠʙʢʘ. ʂʘʢ ʧʨʘʚʠʣʦ, ʜʘʥʥʘʷ ʧʨʦʙʣʝʤʘ ʚʦʟʥʠʢʘʝʪ, ʝʩʣʠ ʦʪʩʫʪʩʪʚʫʝʪ ʜʦʩʪʫʧ ʢ ʩʝʨʚʝʨʫ ʦʙʥʦʚʣʝʥʠʡ, ʧʦʵʪʦʤʫ ʥʝʦʙʭʦʜʠʤʦ 

ʧʨʦʚʝʨʠʪʴ ʩʝʪʝʚʦʝ ʧʦʜʢʣʶʯʝʥʠʝ.  
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4.2 ɺʢʣʘʜʢʠ ʧʨʦʛʨʘʤʤʳ 

   - ʢʥʦʧʢʘ, ʨʘʩʧʦʣʦʞʝʥʥʘʷ ʥʘ ʧʘʥʝʣʝ ʩ ʥʘʟʚʘʥʠʷʤʠ ʚʢʣʘʜʦʢ, ʩʢʨʳʚʘʝʪ ʩʘʡʜʙʘʨ ʩ ʬʠʣʴʪʨʘʤʠ ʥʘ ʚʩʝʭ ʚʢʣʘʜʢʘʭ (ʭʦʩʪʳ, ʟʘʜʘʥʠʷ, 

ʠʩʪʦʨʠʷ, ʢʦʥʪʨʦʣʴ, ʦʪʯʸʪʳ). 

4.2.1 ɺʢʣʘʜʢʘ çɻʣʘʚʥʘʷè 

ɺʢʣʘʜʢʘ çɻʣʘʚʥʘʷè (ʩʪʘʨʪʦʚʘʷ ʚʢʣʘʜʢʘ) ʩʦʜʝʨʞʠʪ 5 ʠʥʬʦʨʤʘʪʠʚʥʳʭ ʦʢʦʥ (ʬʨʝʡʤʦʚ): 

ζ˹ ͍͙ͦͦͫͭη. ˤ ͒͊ͤͤͦͣ ͺ͔͚͔ͪͣ ͙ͨͯ͋ͯ͟͡ΌͭͫΎ ͍͙ͤͦͦͫͭ ͦ RedCheckΣ ͔͙͙͙ͪͨͦͭͦͪ͘ OVALdb ͙ ͔͒Ύ͔ͭ͡Έ͙ͤͦͫͭ ͙͙ͦͣͨ͊ͤ͟ ˢ˶́̏˴˿-

˿˻̅Σ́ ͍ͫΎ͚͊ͤͤͦ͘ ͫ ͔͒Ύ͔ͭ͡ΈͤͦͫͭΈΌ ͍ ͙ͦ͋͊ͫͭ͡ ͙ͪ͊ͪ͊͋ͦͭ͘͟ ͙ ͙͔͔͙ͨͪͣͤͤΎ ͔͍ͫͪ͒ͫͭ ͙͊ͤ͊͊͘͡ ͊͘΅͙΅͔͙ͤͤͦͫͭ. ˿͔͙͔ͦ͒ͪ͗ͣͦ 

͔ͤͭ͡· ͎͔͊ͪͯ͗͊ͭͫ͘Ύ ό͍ ͺ͔ͦͪͣ͊ͭ RSS) ͫ  ͍͎ͤͦͦͫͭͤͦͦ ͔ͪ͊͒͊͘͡ ͚ͫ͊ͭ͊ altx-soft.ru (˾͙ͫͯͤͦ͟ 4.3). 

 

 
ʈʠʩʫʥʦʢ 4.3 

 ζs ͙ͯ͒ͭ ͍͔͙͚ͦ͋ͤͦͤ͡η. ˻͔ͭͦ͋ͪ͊͗͊ͭ ͔͒ͫΎͭΈ ͙͔͔ͤ͊͋ͦ͡ ͙͙ͪͭ͟;ͤ·ͻ ͍͔͙͚ͦ͋ͤͦͤ͡ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘Σ ͍·Ύ͍͔ͤͤ͡·ͻ ͙ͨͪ ͙͍ͫ͊ͤͪͦ͊͟π

͙͙ͤ ͟ ͦͣͨΈΌ͔͍ͭͪͦ ͊͘ ͔͔͔ͨͦͫ͒ͤ͡ ͍͔ͪͣΎ ό˾͙ͫͯͤͦ͟ 4.4). 

http://altx-soft.ru/
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ʈʠʩʫʥʦʢ 4.4 

ζs ͙ͯ͒ͭ ͯΎ͍͙͔͚ͣͦͫͭ͘η. ˻ ͔ͭͦ͋ͪ͊͗͊ͭ ͔͒ͫΎͭΈ ͙͔͔ͤ͊͋ͦ͡ ͙͙ͪͭ͟;ͤ·ͻ ͯΎ͍͙͔͚ͣͦͫͭ͘Σ ͚͔ͤ͊͒ͤͤ·ͻ ͤ͊ ͦͣͨ͟ΈΌ͔ͭͪ͊ͻ ͨͦ͡Έ͍͔͔͚ͦ͊ͭ͘͡ 

͊͘ ͔͔͔ͨͦͫ͒ͤ͡ ͍͔ͪͣΎ (˾͙ͫͯͤͦ͟ 4.5). 

 
ʈʠʩʫʥʦʢ 4.5 

 ζ˾ ͔͔͔͙͔͊ͫͨͪ͒ͤ͡ ͯΎ͍͙͔͚ͣͦͫͭ͘ ͨͦ ͍ͯͪͦͤΎͣη. ˻͔ͭͦ͋ͪ͊͗͊ͭ ͙͎͒͊ͪ͊ͣͣͯΣ ͎ͤ͊͡Ύ͒ͤͦ ͔͙͒ͣͦͤͫͭͪͪͯΌ΅ͯΌ ͨͪͦͼ͔͔ͤͭͤͦ ͫͦͦͭͤͦπ

΄͔͙͔ͤ ͯΎ͍͙͔͚ͣͦͫͭ͘ ͍ ͍͙͙͙͊ͫͣͦͫͭ͘ ͦͭ ͙ͻ ͍͔ͭͦͪ͊͟ ͙͊ͭ͊͟ ͍ ͎ͪ͊͒͊ͼ͙͙ CVSS (˾͙ͫͯͤͦ͟ 4.6). 
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ʈʠʩʫʥʦʢ 4.6 

 ζ˾ ͔͔͔͙͔͊ͫͨͪ͒ͤ͡ ͯΎ͍͙͔͚ͣͦͫͭ͘ ͨͦ ͻͦͫͭ͊ͣη. ˻͔ͭͦ͋ͪ͊͗͊ͭ ͍͔͍͙͔ͫͦͦͭͭͫͭ ͙ͦ͟͡;͔͍ͫͭ͊ ͙͔ͫ͊ͤͪͯͣ͟·ͻ ͻ͍ͦͫͭͦ ͯΎ͍͙ͣͦͫͭ͘Ύͣ ͪ͊͘π

ͤ·ͻ ͯ ͍͔͚ͪͦͤ ͙ͪͫ͊͟ ό˾͙ͫͯͤͦ͟ 4.7). 

 
ʈʠʩʫʥʦʢ 4.7 

ζ˾͔͔͔͙͔͊ͫͨͪ͒ͤ͡ ͍͔͙͚ͦ͋ͤͦͤ͡ ͨͦ ͍ͯͪͦͤΎͣη. ˻͔ͭͦ͋ͪ͊͗͊ͭ ͙͎͒͊ͪ͊ͣͣͯΣ ͎ͤ͊͡Ύ͒ͤͦ ͔͙͒ͣͦͤͫͭͪͪͯΌ΅ͯΌ ͨͪͦͼ͔͔ͤͭͤͦ ͫͦͦͭͤͦπ

΄͔͙͔ͤ ͯΎ͍͙͔͚ͣͦͫͭ͘ ͍ ͍͙͙͙͊ͫͣͦͫͭ͘ ͦͭ ͙ͻ ͍͔ͭͦͪ͊͟ ͙͊ͭ͊͟ ͍ ͎ͪ͊͒͊ͼ͙͙ CVSS (˾͙ͫͯͤͦ͟ 4.8). 
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ʈʠʩʫʥʦʢ 4.8 

ζ˾ ͔͔͔͙͔͊ͫͨͪ͒ͤ͡ ͍͔͙͚ͦ͋ͤͦͤ͡ ͨͦ ͻͦͫͭ͊ͣη. ˻͔ͭͦ͋ͪ͊͗͊ͭ ͍͔͍͙͔ͫͦͦͭͭͫͭ ͙ͦ͟͡;͔͍ͫͭ ͙͔͊ͫ͊ͤͪͯͣ͟·ͻ ͻ͍ͦͫͭͦ ͔͍͔ͤͯͫͭ͊ͤͦͤͤ͡·ͣ 

͍͔͙ͦ͋ͤͦͤ͡Ύͣ ͪ ͊ͤ͘·ͻ ͍͔͚ͯͪͦͤ ͙ͪͫ͊͟ (˾͙ͫͯͤͦ͟ 4.9). 

 
ʈʠʩʫʥʦʢ 4.9 

 ʇʝʨʝʢʣʶʯʠʪʴ ʨʝʞʠʤ ʦʪʦʙʨʘʞʝʥʠʷ çʈʘʩʧʨʝʜʝʣʝʥʠʝ ʫʷʟʚʠʤʦʩʪʝʡ ʧʦ ʫʨʦʚʥʷʤè, çʈʘʩʧʨʝʜʝʣʝʥʠʝ ʫʷʟʚʠʤʦʩʪʝʡ ʧʦ ʭʦʩʪʘʤè ʠ çʈʘʩ-

ʧʨʝʜʝʣʝʥʠʝ ʦʙʥʦʚʣʝʥʠʡ ʧʦ ʫʨʦʚʥʷʤè, çʈʘʩʧʨʝʜʝʣʝʥʠʝ ʦʙʥʦʚʣʝʥʠʡ ʧʦ ʭʦʩʪʘʤè ʤʦʞʥʦ ʩ ʧʦʤʦʱʴʶ ʢʥʦʧʢʠ , ʨʘʩʧʦʣʦʞʝʥʥʦʡ ʚ ʧʨʘ-

ʚʦʤ ʚʝʨʭʥʝʤ ʫʛʣʫ ʠʥʬʦʨʤʘʪʠʚʥʦʛʦ ʦʢʥʘ (ʈʠʩʫʥʦʢ 4.7, ʈʠʩʫʥʦʢ 4.9). 

 

ζ˹ ͔͍͔ͦ͋ͤͦͤͤ͡·͔κΎ͍͙̂ͣ͘·͔ ͻͦͫͭ·η. ˻ ͔ͭͦ͋ͪ͊͗͊ͭ ͭͦͨ ͔͍͔ͤͦ͋ͤͦͤͤ͡·ͻ ͙ ͯΎ͍͙ͣ͘·ͻ ͻ͍ͦͫͭͦΦ  

 ʇʝʨʝʢʣʶʯʠʪʴ ʨʝʞʠʤ ʦʪʦʙʨʘʞʝʥʠʷ ʤʦʞʥʦ ʩ ʧʦʤʦʱʴʶ ʢʥʦʧʢʠ , ʨʘʩʧʦʣʦʞʝʥʥʦʡ ʚ ʧʨʘʚʦʤ ʚʝʨʭʥʝʤ ʫʛʣʫ ʠʥʬʦʨʤʘʪʠʚʥʦʛʦ 

ʦʢʥʘ (ʈʠʩʫʥʦʢ 4.10). 
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ʈʠʩʫʥʦʢ 4.10 

4.2.2 ɺʢʣʘʜʢʘ çʍʦʩʪʳè 

ɺʢʣʘʜʢʘ çʍʦʩʪʳè ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʪʘʙʣʠʮʳ çɻʨʫʧʧʳè, çɻʨʫʧʧʘ: ʧʦ ʫʤʦʣʯʘʥʠʶè ʠ ʙʦʢʦʚʫʶ ʧʘʥʝʣʴ, ʩʦʜʝʨʞʘʱʫʶ ʬʠʣʴʪʨʳ ʜʣʷ 

ʫʧʨʘʚʣʝʥʠʷ ʭʦʩʪʘʤʠ. 

ʊʘʙʣʠʮʘ çɻʨʫʧʧʳè ʩʦʜʝʨʞʠʪ ʛʨʫʧʧʫ çʇʦ ʫʤʦʣʯʘʥʠʶè, ʚ ʢʦʪʦʨʫʶ ʧʦʤʝʱʘʶʪʩʷ ʚʩʝ ʜʦʙʘʚʣʝʥʥʳʝ ʭʦʩʪʳ, ʘ ʪʘʢʞʝ ʩʦʟʜʘʥʥʳʝ ʛʨʫʧʧʳ 

ʭʦʩʪʦʚ. ʂʨʠʪʝʨʠʡ ʩʦʟʜʘʥʠʷ ʛʨʫʧʧ ʦʧʨʝʜʝʣʷʝʪʩʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ. ʅʘʧʨʠʤʝʨ, ʵʪʦ ʤʦʞʝʪ ʙʳʪʴ ʨʘʟʜʝʣʝʥʠʝ ʚʩʝʭ ʭʦʩʪʦʚ ʧʦ 

ʧʦʜʨʘʟʜʝʣʝʥʠʷʤ ʦʨʛʘʥʠʟʘʮʠʠ, ʢ ʢʦʪʦʨʳʤ ʦʥʠ ʦʪʥʦʩʷʪʩʷ (ʈʠʩʫʥʦʢ 4.11). 

 
ʈʠʩʫʥʦʢ 4.11 

ʊʘʙʣʠʮʘ çɻʨʫʧʧʳè ʩʦʜʝʨʞʠʪ ʩʣʝʜʫʶʱʠʝ ʘʪʨʠʙʫʪʳ (ʊʘʙʣʠʮʘ 10): 

ʊʘʙʣʠʮʘ 10 

ˢ͙ͭͪ͋ͯͭ ˻͙͙͔ͨͫ͊ͤ 

ˮͣΎ ˹͍͙͔͊͊ͤ͘ ͎ͪͯͨͨ· ͻ͍ͦͫͭͦ 

˻͙͙͔ͨͫ͊ͤ ˻͙͙͔ͨͫ͊ͤ ͎ͪͯͨͨ· ͻ͍ͦͫͭͦ 

̆ͦͫͭ· ˿͙ͨͫͦ͟ ͙͙͡ ͙ͦ͟͡;͔͍ͫͭͦ ͻ͍ͦͫͭͦΣ ͫͦͫͭͦΎ΅͙ͻ ͍ ͚͒͊ͤͤͦ ͎͔ͪͯͨͨ 

 

 ɺʳʟʦʚ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ʧʨʘʚʦʡ ʢʥʦʧʢʦʡ ʤʳʰʠ ʧʦ ʛʨʫʧʧʝ ʠʟ ʵʪʦʛʦ ʩʧʠʩʢʘ ʧʦʟʚʦʣʠʪ (ʊʘʙʣʠʮʘ 21): 

 

ʊʘʙʣʠʮʘ 21 

˨͔͚͍͙͔ͫͭ ˻͙͙͔ͨͫ͊ͤ 

˿ͦ͒͊ͭ͘Έ ͙͔͊͒͊ͤ͘ ͒͡Ύ ͍·͚͋ͪ͊ͤͤͦ ͎ͪͯͨͨ· ˨͡Ύ ͍·͋ͪ͊ͤͤ·ͻ ͻ͍ͦͫͭͦ ͫͦ͒͊ͭ͘Έ ͙͔͊͒͊ͤ͘ 

˿ͦ͒͊ͭ͘Έ ͎ͪͯͨͨͯ ˻͋Ά͔͙͙͒ͤͭΈ ͎ͪͯͨͨͯ ͻ͍ͦͫͭͦ 

˾͔͙͍͒͊ͭͪͦ͊ͭ͟Έ ˮ͔͙ͣͤͭ͘Έ ͍͙͔ͤ͊͊ͤ͘ ͙͙͡ ͍ͫͦͫͭ͊ ͎ͪͯͨͨ· 

͙̂͒͊ͭ͡Έ ͙̂͒͊ͭ͡Έ ͎ͪͯͨͨͯ 
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ˮ͙ͫͭͦͪΎ ˽͔ͦͫͣͦͭͪͭΈ ͙͙ͫͭͦͪΌ ͔ͦͨͪ͊ͼ͙͚ ͒͡Ύ ͒͊ͤͤ·ͻ ͻ͍ͦͫͭͦ 

˻͍͙͋ͤͦͭΈ ˻͍͔͙͔͋ͤͦͤ͡ ͒͊ͤͤ·ͻ 

̏ͫͨͦͪͭ͟ ͍ CSV ̏ͫͨͦͪͭ͟ ͍ ͺ͚͊͡ 

  

ɺʳʟʦʚ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ʧʨʘʚʦʡ ʢʥʦʧʢʦʡ ʤʳʰʠ ʧʦ ʛʨʫʧʧʝ ʠʟ ʵʪʦʛʦ ʩʧʠʩʢʘ ʧʦʟʚʦʣʠʪ (ʊʘʙʣʠʮʘ 21): 

  ɼʣʷ WEB-ʚʝʨʩʠʠ, ʚʳʟʦʚ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʧʫʪʝʤ ʱʝʣʯʢʘ ʣʝʚʦʡ ʢʥʦʧʢʦʡ ʤʳʰʠ ʧʦ ʠʢʦʥʢʝ , ʩʧʨʘʚʘ ʦʪ 

ʚʳʙʨʘʥʥʦʡ ʛʨʫʧʧʳ (ʊʘʙʣʠʮʘ 22). 

ʊʘʙʣʠʮʘ 32 

˨͔͚͍͙͔ͫͭ ˻͙͙͔ͨͫ͊ͤ 

˾͔͙͍͒͊ͭͪͦ͊ͭ͟Έ ˮ͔͙ͣͤͭ͘Έ ͍͙͔ͤ͊͊ͤ͘ ͙͙͡ ͍ͫͦͫͭ͊ ͎ͪͯͨͨ· 

ˮ͙ͫͭͦͪΎ ˽͔ͦͫͣͦͭͪͭΈ ͙͙ͫͭͦͪΌ ͔ͦͨͪ͊ͼ͙͚ ͒͡Ύ ͒͊ͤͤ·ͻ ͻ͍ͦͫͭͦ 

˽͙͎ͤ ˻ͭͪ͟·ͭΈ ͦͤͦ͟ ͒͡Ύ ͙͎ͨͤ͊ ͻ͍ͦͫͭͦΦ 

͙̂͒͊ͭ͡Έ ͙̂͒͊ͭ͡Έ ͎ͪͯͨͨͯ 

 

 

ʊʘʙʣʠʮʘ ʥʠʞʝ (ʈʠʩʫʥʦʢ 4.12) ʩʦʜʝʨʞʠʪ ʩʧʠʩʦʢ ʭʦʩʪʦʚ, ʩʦʩʪʦʷʱʠʭ ʚ ʚʳʙʨʘʥʥʦʡ ʛʨʫʧʧʝ. 

 
ʈʠʩʫʥʦʢ 4.12 

ɺʳʟʦʚ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ʧʨʘʚʦʡ ʢʥʦʧʢʦʡ ʤʳʰʠ ʧʦ ʭʦʩʪʫ ʠʟ ʵʪʦʛʦ ʩʧʠʩʢʘ ʧʦʟʚʦʣʠʪ ( 

ʊʘʙʣʠʮʘ 42): 

 

ʊʘʙʣʠʮʘ 42 

˨͔͚͍͙͔ͫͭ ˻͙͙͔ͨͫ͊ͤ 

˿ͦ͒͊ͭ͘Έ ͻͦͫͭ ˨͍͔͙͔ͦ͋͊ͤ͡ ͍͎ͤͦͦͦ ͻͦͫͭ͊ 

˽͙͎ͤ ˽͍͔ͪͦͪ͊͟ ͔͙͔͙ͫͦ͒ͤͤΎ ͫ ͻͦͫͭͦͣ 

˾͔͙͍͒͊ͭͪͦ͊ͭ͟Έ 
ˮ͔͔͙͔ͣͤͤ͘ ͙͙ͦͨͫ͊ͤΎ ͻͦͫͭ͊Σ ͙ ͙͍ͨͪΎ͊ͤͤ͘·ͻ 
̂ ˭

˿ͦ͒͊ͭ͘Έ ͙͔͊͒͊ͤ͘ ͒͡Ύ ͍·͋ͪ͊ͤͤ·ͻ ͻ͍ͦͫͭͦ 
ˤ·͍͊ͭ͘Έ ͔ͣ͊ͫͭͪ ͙ͫͦ͒͊ͤ͘Ύ ͙͚͊͒͊ͤ͘ ͒͡Ύ ͻͦπ
͍ͫͭͦ 

 ͙̂͒͊ͭ͡Έ ͙̂͒͊ͭ͡Έ ͻͦͫ ͭ

 ˮ ͙ͫͭͦͪΎ ˽͔ͦͫͣͦͭͪͭΈ ͙͙ͫͭͦͪΌ ͒͡Ύ ͍·͋ͪ͊ͤͤ·ͻ ͻ͍ͦͫͭͦ 
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˸͔͔͔ͤ͒͗ͪ ͙͡ͼ͔͙͚ͤ͘ ͻ͍ͦͫͭͦ 
˽͔͔ͪͻͦ͒ ͍ ͣͦ͒ͯ͡Έ Ϧ˸͔͔͔ͤ͒͗ͪ͊ ͙͡ͼ͔͙͚ͤ͘ 
ͻ͍ͦͫͭͦϦ 

˻͍͙͋ͤͦͭΈ ˻͍͙͋ͤͦͭΈ ͒͊ͤͤ·͔ ͎ͨͪͦͪ͊ͣͣ· 

ˮͣͨͦͪͭ ˮͣͨͦͪͭ ͒͊ͤͤ·ͻ ͙͘ ͺ͚͊͊͡ /{± 

̏ͫͨͦͪͭ͟ /{± ̏ͫͨͦͪͭ͟ ͒͊ͤͤ·ͻ ͍ ͺ͚͊͡ /{± 

 

  ɼʣʷ WEB-ʚʝʨʩʠʠ, ʚʳʟʦʚ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ʧʦʟʚʦʣʠʪ (ʊʘʙʣʠʮʘ 33). 

ʊʘʙʣʠʮʘ 53 

˨͔͚͍͙͔ͫͭ ˻͙͙͔ͨͫ͊ͤ 

˿͍͚͍ͦͫͭ͊ ˽ͪͦͫͣͦͭͪ ͔͍ͨ͊ͪ͊ͣͭͪͦ ͻͦͫͭ͊ 

˾͔͙͍͒͊ͭͪͦ͊ͭ͟Έ 
ˮ͔͔͙͔ͣͤͤ͘ ͙͙ͦͨͫ͊ͤΎ ͻͦͫͭ͊Σ ͙ ͙͍ͨͪΎ͊ͤͤ͘·ͻ 
̂ ˭

 ˮ ͙ͫͭͦͪΎ ˽͔ͦͫͣͦͭͪͭΈ ͙͙ͫͭͦͪΌ ͒͡Ύ ͍·͋ͪ͊ͤͤ·ͻ ͻ͍ͦͫͭͦ 

˽͙͎ͤ ˽͍͔ͪͦͪ͊͟ ͔͙͔͙ͫͦ͒ͤͤΎ ͫ ͻͦͫͭͦͣ 

 ͙̂͒͊ͭ͡Έ ͙̂͒͊ͭ͡Έ ͻͦͫͭ 

 

ʊʘʙʣʠʮʘ çɻʨʫʧʧʘ: ʧʦ ʫʤʦʣʯʘʥʠʶè ʩʦʜʝʨʞʠʪ ʩʣʝʜʫʶʱʠʝ ʘʪʨʠʙʫʪʳ (ʊʘʙʣʠʮʘ 63): 

ʊʘʙʣʠʮʘ 63 

ˢ͙ͭͪ͋ͯͭ ˻͙͙͔ͨͫ͊ͤ 

IP / DNS ˻͔ͭͦ͋ͪ͊͗͊ͭ Lt-͔͊͒ͪͫ ͙͋ͦ͡ 5b{-͙ͣΎ ͻͦͫͭ͊ 

˻͙͙͔ͨͫ͊ͤ ˿͔͙ͦ͒ͪ͗ͭ ͙͙͔ͦͨͫ͊ͤ ͻͦͫͭ͊ 

CPE 
/ƻƳƳƻƴ tƭŀǘŦƻǊƳ 9ƴǳƳŜǊŀǘƛƻƴ ό͙͔͙͒ͤͭͺ͙ͼ͙͔ͪͯͭ ͍͔ͯͫͭ͊ͤͦͤͤͯ͡Ό ˻˿ 

ͤ͊ ͻ͔ͦͫͭύ 

UUID 

ό͍ WEB ͍ ͔͙͙ͪͫ ͍͔ͦͭͫͯͭͫͭͯͭύ   
͙̂ͤ͊͟͡Έͤ·͚ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ˽˻ 

˨͊ͭ͊ ͙ͣͦ͒ͺ͙͊͟ͼ͙͙ 
˻͔ͭͦ͋ͪ͊͗͊ͭ ͒͊ͭͯ ͔͔͎ͨͦͫ͒ͤͦ͡ ͙͔͔͙ͣͤͤ͘Ύ ͙ͤͺͦͪͣ͊ͼ͙͙ ͦ ͻ͔ͦͫͭΣ ͙͋ͦ͡ 

͒͊ͭ͊ ͔͎ͦ ͍͔͙͒ͦ͋͊ͤ͡Ύ ͍ ͙ͫͨͫͦ͟ 

ˢ͎͔ͤͭ 
˻͔ͭͦ͋ͪ͊͗͊ͭ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͙ͤ͊͡;͙͙ ͍͔͎ͯͫͭ͊ͤͦͤͤͦͦ͡ ͤ͊ ͒͊ͤͤ·͚ ͻͦͫͭ 

͎͔͊ͤͭ͊ 

ˢ͎͔ͤͭ ͍͔͙͚ͦ͋ͤͦͤ͡ 
˻͔ͭͦ͋ͪ͊͗͊ͭ ͙ͤͺͦͪͣ͊ͼ͙Ό ͦ ͙ͤ͊͡;͙͙ ͍͔͎ͯͫͭ͊ͤͦͤͤͦͦ͡ ͤ͊ ͒͊ͤͤ·͚ ͻͦͫͭ 

͎͔͊ͤͭ͊ ͍͔͙͚ͦ͋ͤͦͤ͡ 

˨ͦͨΦ ͣͦ͒ͯ͡ ͙
˻͔ͭͦ͋ͪ͊͗͊ͭ ͙ͤ͊͡;͙͔ ͙͔͒ͦͨͦͤͭ͡͡Έͤ·ͻ ͙͡ͼ͔͙͚ͤ͘ ͤ͊ ͻ͔ͦͫͭΣ ͙͔ͤ͊ͨͪͣͪΣ 

ζ˸ͦ͒ͯ͡Ύ ͙͊ͯ͒ͭ͊ ͔͙͋ͦͨ͊ͫͤͦͫͭ͘ ͔͍͔͍ͫͪͪͦ ͙͔͙͚ͨͪͦ͗ͤ͡ηΦ 

 ̂ ̂;͔ͭͤ·͔ ͒͊ͤͤ·͔Σ ͦͭͦͪ͟·͔ ͙͍ͨͪΎ͘·͍͊ΌͭͫΎ ͟ ͻͦͫͭͯ 

ɼʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʩʪʘʪʫʩʦʚ ʭʦʩʪʘ ʥʝʦʙʭʦʜʠʤʦ ʟʘʧʫʩʪʠʪʴ ʢʦʤʘʥʜʫ ʇʠʥʛ, ʧʨʝʜʫʩʤʦʪʨʝʥʥʫʶ ʚ ʢʦʥʩʦʣʠ RedCheck. ʇʦʜʨʦʙʥʝʝ ʦ ʟʘʧʫʩʢʝ 

ʢʦʤʘʥʜʳ ʇʠʥʛ ʤʦʞʥʦ ʧʨʦʯʠʪʘʪʴ ʚ ʨʘʟʜʝʣʝ 5.2.3.  
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çʉʪʘʪʫʩ ʘʛʝʥʪʘè (ʜʣʷ WEB-ʚʝʨʩʠʠ, ʩʪʦʣʙʠʢ ʦʪʩʫʪʩʪʚʫʝʪ). ʆʪʦʙʨʘʞʘʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʥʘʣʠʯʠʠ ʠ ʚʦʟʤʦʞʥʦʩʪʠ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʜʘʥʥʦʤʫ 

ʘʛʝʥʪʫ. 

ʉʪʘʪʫʩ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʘʛʝʥʪ ʫʩʪʘʥʦʚʣʝʥ ʥʘ ʜʘʥʥʦʤ ʭʦʩʪʝ (ʚ ʩʪʘʪʫʩʝ ʫʢʘʟʘʥʘ ʚʝʨʩʠʷ ʘʛʝʥʪʘ). 

ʉʪʘʪʫʩ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʧʨʦʚʝʨʢʘ ʩʦʝʜʠʥʝʥʠʷ ʩ ʘʛʝʥʪʦʤ ʥʝ ʧʨʦʚʦʜʠʣʘʩʴ, ʣʠʙʦ ʢʦʥʩʦʣʴ ʦʪ ʘʛʝʥʪʘ ʥʝ ʧʦʣʫʯʠʣʘ ʦʪʚʝʪʘ. 

ɹʦʢʦʚʘʷ ʧʘʥʝʣʴ çʋʧʨʘʚʣʝʥʠʝ ʭʦʩʪʘʤʠ ʠ ʛʨʫʧʧʘʤʠ ʭʦʩʪʦʚè ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʬʠʣʴʪʨʘʮʠʠ ʭʦʩʪʦʚ ʧʦ ʪʘʢʠʤ ʧʘʨʘʤʝʪʨʘʤ ʢʘʢ:  

ˮ͔͍ͤͭͪ͊͡ ς ͔͊͒͊ͭ͘ ͔ͨͪͦͣ͗ͯͭͦ͟ ͍͔͔͙ͪͣͤΣ ͎ͦ͒͊͟ ͻͦͫͭ ͋·͡ ͫͦ͒͊ͤ͘ ͙͙͡ ͙ͣͦ͒ͺ͙ͼ͙͍ͪͦ͊ͤΦ ˹͙͔͊ͨͪͣͪ, ͔͎ͫͦ͒ͤΎΣ ͍;͔ͪ͊Σ ͤ͊ 

Ή͚ͭͦ ͔͔͔ͤ͒͡Σ ͍ Ήͭͦͣ ͔ͣͫΎͼ͔Σ ͎ͦ͒ͯΣ ͤ͊ ͍͖ͫͣ ͔͔ͨͪͦͣ͗ͯͭ͟ ͍͔͔͙ͪͣͤΣ ͙͙͡ ͍ͨͦͦ͘͡Ύ͔ͭ ͊͒͊ͭ͘Έ ͎͔͒ͪͯͦ ͤ͊͘;͔͙͔ͤ ό͙ͨͪ ͍·͔͋ͦͪ 

͍͙͊ͪ͊ͤͭ͊ ζ˨͎͚ͪͯͦηΣ ͍ͫͭ͊ͤͦΎͭͫΎ ͒ͦͫͭͯͨͤ· ͔ͫ͒ͯ͡Ό΅͙͔ Ή͔͔ͣͤͭ͡· ͺ͙͡Έͭͪ͊Υ ζ̆ͦͫͭ ͫͦ͒͊ͤ͘ ͫη ͙ ζ˽ͦη); 

̆ͦͫͭ ͫͦ͒͊ͤ͘ ͫ ς ͤ͊;͊͡Έͤ͊Ύ ͒͊ͭ͊ ͙ͫͦ͒͊ͤ͘Ύ ͙͙͡ ͙ͣͦ͒ͺ͙͊͟ͼ͙͙ ͻͦͫͭ͊Φ ˻ͨͼ͙Ύ ͺ͙͡Έͭͪ͊ ͒ͦͫͭͯͨͤ͊Σ ͔͙ͫ͡ ͍ ͔ͨͯͤͭ͟ ζˮ͔͍ͤͭͪ͊͡η, 

͍͔ͯͫͭ͊ͤͦͤͦ͡ ͤ͊͘;͔͙͔ͤ ζ˨͎͚ͪͯͦηΤ 

˽  ͦς ͔ͦͤ͟;ͤ͊Ύ ͒͊ͭ͊ ͙ͫͦ͒͊ͤ͘Ύ ͙͙͡ ͙ͣͦ͒ͺ͙͊͟ͼ͙͙ ͻͦͫͭ͊Φ ˻ͨͼ͙Ύ ͺ͙͡Έͭͪ͊ ͒ͦͫͭͯͨͤ͊Σ ͔͙ͫ͡ ͍ ͔ͨͯͤͭ͟ ζˮ͔͍ͤͭͪ͊͡ηΣ ͍͔ͯͫͭ͊ͤͦͤͦ͡ 

ͤ͊͘;͔͙͔ͤ ζ˨͎͚ͪͯͦηΤ 

̆ͦͫͭ ς ͨ ͔ͦͤͦ͡ ͙͙͡ ;͙͊ͫͭ;͔ͤͦ ͍͙͔ͤ͊͊ͤ͘ ͙͎ͫͦͣͦͦ͟ ͻͦͫͭ͊ όͣͦ͗ͤͦ ͯ͊͊ͭ͘͟Έ IP-͔͊͒ͪͫ ͙͙͡ DNS-͙ͣΎ ͻͦͫͭ͊); 

CPE ς ͨ ͙ͦͫ͟ ͨͦ CPE ͣ ͊΄͙ͤ·Φ 

ɼʣʷ ʬʠʣʴʪʨʘʮʠʠ ʭʦʩʪʦʚ ʚʳʙʨʘʥʥʦʡ ʛʨʫʧʧʳ ʥʝʦʙʭʦʜʠʤʦ ʟʘʜʘʪʴ ʠʩʢʦʤʳʝ ʧʘʨʘʤʝʪʨʳ ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ çʇʨʠʤʝʥʠʪʴ ʬʠʣʴʪʨè. ʊʘʙʣʠʮʘ ʩ 

ʭʦʩʪʘʤʠ ʙʫʜʝʪ ʦʪʬʠʣʴʪʨʦʚʘʥʘ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʟʘʜʘʥʥʳʤʠ ʧʘʨʘʤʝʪʨʘʤʠ ʬʠʣʴʪʨʘ. 

4.2.3 ɺʢʣʘʜʢʘ çɿʘʜʘʥʠʷè 

ɺʢʣʘʜʢʘ çɿʘʜʘʥʠʷè ʩʦʜʝʨʞʠʪ ʪʘʙʣʠʮʫ, ʚ ʢʦʪʦʨʦʡ ʧʝʨʝʯʠʩʣʝʥʳ ʚʩʝ ʩʬʦʨʤʠʨʦʚʘʥʥʳʝ ʟʘʜʘʥʠʷ: çɸʢʪʠʚʥʳʝ ʟʘʜʘʥʠʷè ʠ çɿʘʚʝʨʰʝʥʥʳʝ 

ʟʘʜʘʥʠʷè. 

ɺʳʟʦʚ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ʧʨʘʚʦʡ ʢʥʦʧʢʦʡ ʤʳʰʠ ʧʦ ʟʘʜʘʥʠʶ ʠʟ ʵʪʦʛʦ ʩʧʠʩʢʘ ʧʦʟʚʦʣʠʪ (ʊʘʙʣʠʮʘ 74): 

ʊʘʙʣʠʮʘ 74 

˨͔͚͍͙͔ͫͭ ˻͙͙͔ͨͫ͊ͤ 

˽͔͔͙ͪ͊ͨͯͫͭͭ͘Έ ˭͙͊ͨͯͫͭͭΈ ͍͔ͨͦͭͦͪͤͦ ͍·͔͙͔ͨͦͤͤ͡ ͙͊͒͊ͤ͘ΎΦ 

˽͙͍͙ͪͦͫͭ͊ͤͦͭΈ ό͍ web-͍͔͙͙ͪͫ ͨͯͤͭ͟ 
͍͔ͦͭͫͯͭͫͭͯͭύ 

ˤ·͙ͨͦͤͭ͡Έ ͍͔͔ͪͣͤͤͯΌ ͍ͦͫͭ͊ͤͦͯ͟ ͙͊͒͊ͤ͘ΎΣ ͨ͊ͯͯ͘ 
ό͒ͦͫͭͯͨͤͦ ͔ͤ ͒͡Ύ ͍͔ͫͻ ͙͍ͭͨͦ ͙͚͊͒͊ͤ͘ύΦ 

˻͍͙ͫͭ͊ͤͦͭΈ ό͍ web-͍͔͙͙ͪͫ ͨͯͤͭ͟ 
͍͔ͦͭͫͯͭͫͭͯͭύ 

˽͙͍͔͙ͪͦͫͭ͘ ͨͦͤͯ͡Ό ͍ͦͫͭ͊ͤͦͯ͟ ͍·͔͙ͨͦͤͤ͡Ύ ͙͊͒͊ͤ͘ΎΦ 

͙̂͒͊ͭ͡Έ ˤ·͙ͨͦͤͭ͡Έ ͔͍͍͔͋ͦͪ͊ͭͤͦ͘͘ ͔͙͔ͯ͒͊ͤ͡ ͙͊͒͊ͤ͘ΎΦ 

˿ͦ͒͊ͭ͘Έ ͙͙͔ͪ͊ͫͨͫ͊ͤ ό͍ web-͍͔͙͙ͪͫ 
ͨͯͤͭ͟ ͍͔ͦͭͫͯͭͫͭͯͭύ 

˽͍ͦͦ͘͡Ύ͔ͭ ͊͒͊ͭ͘Έ ͍͔ͪͣΎ ͍·͔͙ͨͦͤͤ͡Ύ ͙͊͒͊ͤ͘ΎΦ 

˿͍͚͍ͦͫͭ͊ ˻ͭͪ͟·͍͔͊ͭ ͍͔͔͙ͫ͒ͤΎ ͙͊͒͊ͤ͘ΎΦ 

ˮ͙ͫͭͦͪΎ  ˽ ͔ͦͫͣͦͭͪͭΈ ͙͙ͫͭͦͪΌ ͍·͔͙ͨͦͤͤ͡Ύ Ή͎ͭͦͦ ͙͊͒͊ͤ͘ΎΦ 

˿ͦ͒͊ͭ͘Έ ͙͔͊͒͊ͤ͘ ό͍ web-͍͔͙͙ͪͫ 
ͨͯͤͭ͟ ͍͔ͦͭͫͯͭͫͭͯͭύ 

˿ͦ͒͊ͭ͘Έ ͍͔ͤͦͦ ͙͔͊͒͊ͤ͘Φ 

˻͍͙͋ͤͦͭΈ ό͍ web-͍͔͙͙ͪͫ ͨͯͤͭ͟ ͦͭπ
͍͔ͫͯͭͫͭͯͭύ 

˻͍͙͋ͤͦͭΈ ͒͊ͤͤ·͔Φ 

̏ͫͨͦͪͭ͟ /{± ό͍ web-͍͔͙͙ͪͫ ͨͯͤͭ͟ 
͍͔ͦͭͫͯͭͫͭͯͭύ 

̏ͫͨͦͪͭ͟ ͒͊ͤͤ·ͻ ͍ /{±-ͺ͚͊͡Φ 

˨͙͍ͯ͋ͪͦ͊ͭ͡Έ ͙͔͊͒͊ͤ͘ ό͍ GUI -
͍͔͙͙ͪͫ ͨͯͤͭ͟ ͍͔ͦͭͫͯͭͫͭͯͭύ 

˿ͦ͒͊ͭ͘Έ ͙ͦͨ͟Ό ͙͊͒͊ͤ͘Ύ. 

 

ʊʘʙʣʠʮʘ ʟʘʜʘʥʠʡ ʠʤʝʝʪ ʩʣʝʜʫʶʱʠʝ ʘʪʨʠʙʫʪʳ (ʊʘʙʣʠʮʘ 85): 

ʊʘʙʣʠʮʘ 85 

ˢ͙ͭͪ͋ͯͭ ˻͙͙͔ͨͫ͊ͤ 

Id ͙̂ͤ͊͟͡Έͤ·͚ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ͙͊͒͊ͤ͘ΎΦ 
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ˮͣΎ ˹͍͙͔͊͊ͤ͘ ͙͊͒͊ͤ͘ΎΦ 

ˢ͎͔ͤͭ ͙́ͨ ͙͍͙ͫ͊ͤͪͦ͊ͤ͟ΎΥ ͫ ͙ͫͨͦ͡Έ͍͙͔ͦ͊ͤͣ͘ ͙͊͒͊ͤ͘Ύ ͙͙͡ ͔͋͘Φ 

˿ͭ͊ͭͯͫ ˿ͭ͊ͭͯͫ ͍·͔͙ͨͦͤͤ͡Ύ ͙͊͒͊ͤ͘ΎΦ 

 ͙́ͨ ͙͍͙ͫ͊ͤͪͦ͊ͤ͟Ύ ͙́ͨ ͙͊͒͊ͤ͘ΎΦ 

 ͙́ͨ ͊ͨͯͫ͘͟ ͊ ˭͊ͨͯͫ͟ ͙͊͒͊ͤ͘Ύ ͨͦ ͙͙ͪ͊ͫͨͫ͊ͤΌ ͙͙͡ ͨͦ ͔͍͙ͭͪ͋ͦ͊ͤΌΦ 

˨͊ͭ͊ ͙ͫͦ͒͊ͤ͘Ύ ˨͊ͭ͊ ͙ͫͦ͒͊ͤ͘Ύ ͙͊͒͊ͤ͘ΎΦ 

ˤ͔ͪͣΎ ͊ͨͯͫ͊͘͟ ˤ͔ͪͣΎ ͊ͨͯͫ͊͘͟ ͙͊͒͊ͤ͘ΎΦ 

ˤ͔ͪͣΎ ͍͔͊ͪ͘΄͔͙ͤΎ ˤ͔ͪͣΎ ͍͔͊ͪ͘΄͔͙ͤΎ ͍·͔͙ͨͦͤͤ͡Ύ ͙͊͒͊ͤ͘ΎΦ 

˨͙͔ͭ͡͡ΈͤͦͫͭΈ ˻͋΅͔͔ ͍͔ͪͣΎ ͍·͔͙ͨͦͤͤ͡Ύ ͙͊͒͊ͤ͘ΎΦ 

ˤ͔ͪͣΎ ͔ͫ͒ͯ͡Ό΅͔͎ͦ ͊ͨͯͫ͊͘͟ ˭͊ͨ͊͡ ͙͍͔ͤͪͦ͊ͤͤͦ ͍͔ͪͣΎ ͊ͨͯͫ͊͘͟Φ 

̆ͦͫͭ·κ͎ͪͯͨͨ· ˿͙͔͊ͤͪͯͣ͟·͔ ͻͦͫͭ· ͍ ͙͙͊͒͊ͤ͘Φ 

˿ͯ͗͋͊͡ ͙͍͙ͫ͊ͤͪͦ͊ͤ͟Ύ ό͍ 
web-͍͔͙͙ͪͫ ͨͯͤͭ͟ ͦͭͫͯͭπ
͍͔ͫͭͯͭύ 

˻͔͙͔ͭͦ͋ͪ͊͗ͤ ͫͯ͗͋͡· ͙͍͙ͫ͊ͤͪͦ͊ͤ͟Ύ ͒͡Ύ ͚ͦͭͦͪͦ͟ ͤ͊ͤ͊͘;͔ͤͦ 
͙͔͊͒͊ͤ͘ 

 

ʂʣʠʢʥʫʚ ʧʨʘʚʦʡ ʢʥʦʧʢʦʡ ʤʳʰʠ ʧʦ ʘʪʨʠʙʫʪʘʤ ʪʘʙʣʠʮʳ ï ʤʦʞʥʦ ʚʳʙʨʘʪʴ ʥʝʦʙʭʦʜʠʤʳʝ ʧʦʣʴʟʦʚʘʪʝʣʶ ʜʣʷ ʫʜʦʙʥʦʡ ʨʘʙʦʪʳ. 

ɺ ʟʘʛʦʣʦʚʢʝ ʚʢʣʘʜʢʠ ʠʤʝʝʪʩʷ ʩʯʸʪʯʠʢ ʘʢʪʠʚʥʳʭ ʟʘʜʘʥʠʡ.  ɸʢʪʠʚʥʳʤʠ ʩʯʠʪʘʶʪʩʷ ʚʳʧʦʣʥʷʶʱʠʝʩʷ ʟʘʜʘʥʠʷ ʠ ʟʘʜʘʥʠʷ ʚ ʦʯʝʨʝʜʠ (ʈʠʩʫʥʦʢ 

4.13). 

 
ʈʠʩʫʥʦʢ 4.13 

ɼʣʷ ʫʜʦʙʩʪʚʘ ʨʘʙʦʪʳ, ʟʘʜʘʥʠʷ ʤʦʞʥʦ ʛʨʫʧʧʠʨʦʚʘʪʴ ʧʦ ʪʠʧʫ ʩʢʘʥʠʨʦʚʘʥʠʷ ʠ ʧʦ ʪʠʧʫ ʟʘʧʫʩʢʘ. ʊʘʢʞʝ ʜʦʩʪʫʧʝʥ ʨʝʞʠʤ ʦʪʦʙʨʘʞʝʥʠʷ 

çɼʠʩʧʝʪʯʝʨè, ʦʪʦʙʨʘʞʘʝʪ ʟʘʜʘʥʠʷ, ʢʦʪʦʨʳʝ ʚʳʧʦʣʥʷʶʪʩʷ ʚ ʜʘʥʥʳʡ ʤʦʤʝʥʪ, ʣʠʙʦ ʥʘʭʦʜʷʪʩʷ ʚ ʦʯʝʨʝʜʠ ʥʘ ʚʳʧʦʣʥʝʥʠʝ, ʦʪʦʙʨʘʞʘʝʪ 

ʧʨʦʛʨʝʩʩ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʥʠʡ, ʚʧʣʦʪʴ ʜʦ ʩʙʦʨʘ ʢʦʥʢʨʝʪʥʦʛʦ OVAL ʦʙʲʝʢʪʘ. 

ɹʦʢʦʚʘʷ ʧʘʥʝʣʴ çʉʦʟʜʘʥʠʝ ʟʘʜʘʥʠʡ ʩʢʘʥʠʨʦʚʘʥʠʷ ʠ ʫʧʨʘʚʣʝʥʠʷ ʠʤʠè ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʬʠʣʴʪʨʘʮʠʠ ʟʘʜʘʥʠʡ ʧʦ ʪʘʢʠʤ 

ʧʘʨʘʤʝʪʨʘʤ ʢʘʢ: 

˽͔͙ͪͦ͒ ͙ͫͦ͒͊ͤ͘Ύ ς ͔ͨͪͦͣ͗ͯͭͦ͟ ͍͔͔͙ͪͣͤ, ͎ͦ͒͊͟ ͋·ͦ͡ ͫͦ͒͊ͤͦ͘ ͙͔͊͒͊ͤ͘Φ ˹͙͔͊ͨͪͣͪ, ͔͎ͫͦ͒ͤΎΣ ͍;͔ͪ͊Σ ͤ͊ Ή͚ͭͦ ͔͔͔ͤ͒͡Σ ͍ 

Ήͭͦͣ ͔ͣͫΎͼ͔Σ ͎ͦ͒ͯΣ ͤ͊ ͍͖ͫͣ ͔͔ͨͪͦͣ͗ͯͭ͟ ͍͔͔͙ͪͣͤΣ ͙͙͡ ͎͔͒ͪͯͦ ͤ͊͘;͔͙͔ͤ ό͙ͨͪ ͍·͔͋ͦͪ ͍͙͊ͪ͊ͤͭ͊ ζ˨͎͚ͪͯͦηΣ ͍ͫͭ͊ͤͦΎͭͫΎ ͒ͦπ

ͫͭͯͨͤ· Ή͔͔ͣͤͭ͡· ͺ͙͡Έͭͪ͊Υ ͙͔͊͒͊ͤ͘ ζ˿ ͦ͒͊ͤͦ͘ ͫη ͙ ζ˿ͦ͒͊ͤͦ͘ ͨͦη); 

˿ͦ͒͊ͤͦ͘ ͫ ς ͤ͊;͊͡Έͤ͊Ύ ͒͊ͭ͊ ͙ͫͦ͒͊ͤ͘Ύ ͍͔͊ͪ͘΄͔͎ͤͤͦͦ ͙͊͒͊ͤ͘ΎΦ ˻ͨͼ͙Ύ ͺ͙͡Έͭͪ͊ ͒ͦͫͭͯͨͤ͊Σ ͔͙ͫ͡ ͍ ͔ͨͯͤͭ͟ ζ˽͔͙ͪͦ͒ ͫͦ͒͊͘π

͙ͤΎηΣ ͍͔ͯͫͭ͊ͤͦͤͦ͡ ͤ͊͘;͔͙͔ͤ ζ˨͎͚ͪͯͦηΤ 

˿ͦ͒͊ͤͦ͘ ͨͦ ς ͔ͦͤ͟;ͤ͊Ύ ͒͊ͭ͊ ͙ͫͦ͒͊ͤ͘Ύ ͍͔͊ͪ͘΄͔͎ͤͤͦͦ ͙͊͒͊ͤ͘ΎΦ ˻ͨͼΎ͙ ͺ͙͡Έͭͪ͊ ͒ͦͫͭͯͨͤ͊Σ ͔͙ͫ͡ ͍ ͔ͨͯͤͭ͟ ζ˽͔͙ͪͦ͒ ͫͦ͒͊͘π

͙ͤΎηΣ ͍͔ͯͫͭ͊ͤͦͤͦ͡ ͤ͊͘;͔͙͔ͤ ζ˨͎͚ͪͯͦηΤ 

˭͙͔͊͒͊ͤ - ͍͙͔ͤ͊͊ͤ͘ ͙͎ͫͦͣͦͦ͟ ͙͊͒͊ͤ͘Ύ όͣͦ͗ͤͦ ͯ͊͊ͭ͘͟Έ ͼ͔͔ͦ͡ ͙͙͡ ;͙͊ͫͭ;͔ͤͦ ͍͙͔ͤ͊͊ͤ͘ ͙͊͒͊ͤ͘Ύ ͍ͪͯ;ͤͯΌΣ ͙͙͡ ͦͭͪ͟·ͭΈ 

͙͎͍͔͒͊ͦͦͦ͡ ͦͤͦ͟Σ ͍ͤ͊͗͊ ͤ͊ ͤͦͨͯ͟͟ ζΦΦΦηΣ ͙ ͍·͋ͪ͊ͭΈ ͙͔͊͒͊ͤ͘ ͙͘ ͙ͫͨͫ͊͟ύΤ 

̆ͦͫͭ ς ͻͦͫͭΣ ͦͭͦͪ͟·͚ ͋·͡ ͙͍ͨͪͦͫ͊ͤͪͦ͊ͤ͟ όͣͦ͗ͤͦ ͯ͊͊ͭ͘͟Έ ͼ͔͡·͚ ͙͙͡ ;͙͊ͫͭ;ͤ·͚ IP-͔͊͒ͪͫΣ DNS-͙ͣΎ ͻͦͫͭ͊ ͍ͪͯ;ͤͯΌΣ ͙͙͡ 

ͦͭͪ͟·ͭΈ ͙͎͍͔͒͊ͦͦͦ͡ ͦͤͦ͟Σ ͍ͤ͊͗͊ ͤ͊ ͤͦͨͯ͟͟ ζΦΦΦηΣ ͙ ͍·͋ͪ͊ͭΈ ͻͦͫͭ ͙͘ ͙ͫͨͫ͊͟ύΤ 

͙́ͨ ͫ ͙͍͙͊ͤͪͦ͊ͤ͟Ύ ς ͭ ͙ͨ ͙͊͒͊ͤ͘Ύ ό͍ ͍·ͨ͊͒͊Ό΅͔ͣ ͙͔ͫͨͫ͟ ͔͔ͨͪ;͙͔ͫͤ͡· ͍ ͔ͫ ͙ͭͨ· ͙͚͊͒͊ͤ͘Σ ͙͔ͤ͊ͨͪͣͪΣ ͊ ͙ͯ͒ͭ ͦͤ͟ͺ͙͎ͯͪ͊ͼ͙͚Σ 

͙͍͔͙ͤͤͭ͊ͪ͊͘ͼ͙ΎΣ ΦΦΦύΤ  

˿ͯ͗͋͊͡ ͙͍͙ͫ͊ͤͪͦ͊ͤ͟Ύ ς ͍ ·͋ͦͪ ͫͯ͗͋͡·Σ ͫ ͨͦͣͦ΅ΈΌ ͚ͦͭͦͪͦ͟ ͍·ͨͦͤ͡Ύ͔ͭͫΎ ͙͍͙͔ͫ͊ͤͪͦ͊ͤ͟ ͣ͊΄͙ͤ·Φ 

͙́ͨ ͊ͨͯͫ͊͘͟ ς ͦ ͭ͋ͦͪ ͙͚͊͒͊ͤ͘ ͨͦ ͙ͭͨͯ ͊ͨͯͫ͊͘͟ ͨͦ ͔͍͙ͭͪ͋ͦ͊ͤΌΣ ͨͦ ͙͙ͪ͊ͫͨͫ͊ͤΌ); 

˿ͭ͊ͭͯͫ ς ͍·͋ͦͪ ͙͚͊͒͊ͤ͘ ͨͦ ͙ͭ ͨͯ ͫͭ͊ͭͯͫ͊ ό͍ ͍·ͨ͊͒͊Ό΅͔ͣ ͙͔ͫͨͫ͟ ͔͔ͨͪ;͙͔ͫͤ͡· ͍͔ͫ ͙ͭͨ· ͙͚͊͒͊ͤ͘Σ ͙͔ͤ͊ͨͪͣͪΣ ͙͊ͯ͒ͭ ͦͤ͟π

ͺ͙͎ͯͪ͊ͼ͙͚Σ ͙͍͔͙ͤͤͭ͊ͪ͊͘ͼ͙ΎΣ ΦΦΦύΤ 

ɼʣʷ ʬʠʣʴʪʨʘʮʠʠ ʟʘʚʝʨʰʝʥʥʳʭ ʟʘʜʘʥʠʡ ʥʝʦʙʭʦʜʠʤʦ ʟʘʜʘʪʴ ʠʩʢʦʤʳʝ ʧʘʨʘʤʝʪʨʳ ʠ ʥʘʞʘʪʴ ʢʥʦʧʢʫ çʇʨʠʤʝʥʠʪʴ ʬʠʣʴʪʨè.  
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4.2.4 ɺʢʣʘʜʢʘ çʀʩʪʦʨʠʷè 

ʅʘ ʚʢʣʘʜʢʝ çʀʩʪʦʨʠʷè ʥʘʭʦʜʠʪʩʷ ʪʘʙʣʠʮʘ ʩ ʠʩʪʦʨʠʝʡ ʚʳʧʦʣʥʝʥʠʷ ʚʩʝʭ ʟʘʜʘʥʠʡ ʠ ʬʠʣʴʪʨ ʜʣʷ ʧʦʠʩʢʘ ʠʥʪʝʨʝʩʫʶʱʠʭ ɺʘʩ ʟʘʜʘʥʠʡ. 

ɺ ʪʘʙʣʠʮʝ çʀʩʪʦʨʠʷ ʩʢʘʥʠʨʦʚʘʥʠʡè (ʈʠʩʫʥʦʢ 4.14) ʩʦʜʝʨʞʠʪʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʚʳʧʦʣʥʝʥʥʳʭ ʨʘʥʝʝ ʟʘʜʘʥʠʷʭ, ʥʝʧʨʦʩʤʦʪʨʝʥʥʳʝ ʟʘʧʠʩʠ 

ʧʦʤʝʯʘʶʪʩʷ ʩʪʨʦʢʘʤʠ ʩʝʨʦʛʦ ʮʚʝʪʘ. 

ʊʘʙʣʠʮʘ ʩʦʜʝʨʞʠʪ ʪʘʢʠʝ ʘʪʨʠʙʫʪʳ ʢʘʢ (ʊʘʙʣʠʮʘ 96): 

ʊʘʙʣʠʮʘ 96 

ˢ͙ͭͪ͋ͯͭ ˻͙͙͔ͨͫ͊ͤ 

Ѕ ͙̂ͤ͊͟͡Έͤ·͚ ͙͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ͙͙͊ͨͫ͘ ͍ ͙͙͙ͫͭͦͪΦ 

̆ͦͫͭ  IP-͔͊͒ͪͫ ͙͋ͦ͡ 5b{-͙ͣΎ ͻͦͫͭ͊Φ 

˿ͭ͊ͭͯͫ ˿ͭ͊ͭͯͫ ͍·͔͙ͨͦͤͤ͡ΎΦ 

 ˾͙ͫ͟ ˥ͪ͊ͺ͙;͔͙ͫ͟ ͔ͦͭͦ͋ͪ͊͗͊ͭ ͔ͪͯ͘͡Έͭ͊ͭ· ͙͍͙ͫ͊ͤͪͦ͊ͤ͟Ύ όͼ͍͔ͭͦͣύΦ 

˴ͦͤͭͪͦ͡Έ ˾͔ͯ͘͡Έͭ͊ͭ ͦͤͭͪͦ͟͡Ύ ͙͊͒͊ͤ͘Ύ ό͚͔ͨͪͦ͒ͤ ͙ ͙͡ ͔ͤͭύΦ 

˭͙͔͊͒͊ͤ ˹͍͙͔͊͊ͤ͘ ͙͊͒͊ͤ͘ΎΦ 

ˢ͎͔ͤͭ ˿͙͍͙͔͊ͤͪͦ͊ͤ͟ ͨͦ ͎͔͊ͤͭͯ ͙͙͡ ͔͋͘Φ 

͙́ͨ ͙͊͒͊ͤ͘Ύ ͙́ͨ ͙͍͙ͫ͊ͤͪͦ͊ͤ͟ΎΦ 

 ˩ ˮ͔͙͒ͤͭͺ͙͊ͭͦͪ͟ ͍·͔͙ͨͦͤͤ͡Ύ ͙͊͒͊ͤ͘ΎΦ 

˹͊;͊ͦ͡ ˨͊ͭ͊ ͙ ͍͔ͪͣΎ ͤ͊;͊͊͡ ͍·͔͙ͨͦͤͤ͡Ύ ͙͊͒͊ͤ͘ΎΦ 

˭͍͔͊ͪ΄͔͙͔ͤ  ɼ͊ ͭ͊ ͙ ͍͔ͪͣΎ ͍͔͊ͪ͘΄͔͙ͤΎ ͍·͔͙ͨͦͤͤ͡Ύ ͙͊͒͊ͤ͘ΎΦ 

ˤ͔ͪͣΎ ˻͋΅͔͔ ͍͔ͪͣΎ ͍·͔͙ͨͦͤͤ͡ΎΦ 

˽͙͔ͪͣ;͙͔͊ͤ ˨͙͔ͦͨͦͤͭ͡͡Έͤ·͔ ͍͔͔͙ͫ͒ͤΎΦ 
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ʈʠʩʫʥʦʢ 4.14 

ɼʣʷ ʫʜʦʙʩʪʚʘ ʨʘʙʦʪʳ, ʠʩʪʦʨʠʶ ʤʦʞʥʦ ʛʨʫʧʧʠʨʦʚʘʪʴ ʧʦ ʭʦʩʪʫ (ʈʠʩʫʥʦʢ 4.15), ʧʦ ʪʠʧʫ ʩʢʘʥʠʨʦʚʘʥʠʷ (ʈʠʩʫʥʦʢ 4.16), ʧʦ ʩʪʘʪʫʩʫ (ʈʠʩʫʥʦʢ 

4.17), ʧʦ ʠʤʝʥʠ ʟʘʜʘʥʠʷ (ʈʠʩʫʥʦʢ 4.18) ʠʣʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʨʘʟʫ ʥʝʩʢʦʣʴʢʦ ʪʠʧʦʚ ʛʨʫʧʧʠʨʦʚʢʠ. 

 

 
ʈʠʩʫʥʦʢ 4.15 

 














































































































