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Avarpamma pacnpepeneHna o6HOBAEHUIA NO YPOBHAM PUCKa

Puck KonuuectBo
Kputnueckum 43
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0
Bcero 55
Tabnuua pacnpegeneHna o6HoOBAEHUI NO XOcTam
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sql-01 43 11 1 0 55
Bcero 43 1 0 55
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Xocr: sql-01

CPE cpe:/o:microsoft:windows_server_2016:-
Havano/3aBepLueHne ckaHMpoBaHMS 15.02.2023 15:16:07 / 15.02.2023 15:16:47
Y4éTHble AaHHble WUms npogpuns: Win-Agent

Tun: Windows
MeTopn nonyyYyeHuns gaHHbIX C ucnonb3ogaHuem azeHma
Twvn CKaHupoBaHusa lMonHoe

O6HoBneHusA [55]

XocT ALTXID Puck Has3BaHue
sql-01 204011 OBHOBMEHME ANs CUCTEMbI BegonacHocT SQL Server 2016 SP2 (KB4293802)
cpe:/a:microsoft:sql_server:2016:sp2 C:\Program Files\Microsoft SQL Server\130\Setup Bootstrap\SQLServer2016\x64
\Microsoft.SqlServer.Chainer.Infrastructure.dll (13.0.5026.0)
sql-01 330350 2020-07 HakonutenbHbli naket ans .NET Framework 4.8 ans Windows Server 2016,
Windows 10 gnsi cuctem Ha 6a3e 64-pa3psgHbix (x64) npoueccopoB (KB4565628)
cpe:/a:microsoft:.net_framework:4.8 C:\Windows\Microsoft.NET\Framework\v4.0.30319\System.Data.dll (4.8.3761.0)
sql-01 330466 BETULRCE M 2020-07 Yny4yweHne cteka obHoBnenun ana Windows 10 Bepcun 1607 n Windows

Server 2016 anga cuctem Ha 6ase 64-paspsagHbix (x64) npoueccopos (KB4565912)

cpe:/o:microsoft:windows_server_2016:- C:\Windows\winsxs\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.350_none_43278ee965418581\CbsCore.dll (0.0.0.0)

C:\Windows\winsxs\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.3744_none_7edf07a0220bf323\CbsCore.dll
(10.0.14393.3744)

C:\Windows\winsxs\x86_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.350_none_e708f365ace4144b\CbsCore.dll (0.0.0.0)

C:\Windows\winsxs\x86_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.3744_none_22c06c1c69ae81ed\CbsCore.dll
(10.0.14393.3744)

C:\Windows\WinSxS\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.350 _none_43278ee965418581\ChsCore.dIl (0.0.0.0)

C:\Windows\WinSxS\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.3744_none_7edf07a0220bf323\CbsCore.dll
(10.0.14393.3744)

C:\Windows\WinSxS\x86_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.350_none_e708f365ace4144b\CbsCore.dll (0.0.0.0)
C:\Windows\WinSxS\x86_microsoft-windows-

servicingstack_31bf3856ad364e35_10.0.14393.3744_none_22c06c1c69ae81ed\CbsCore.dll
(10.0.14393.3744)

sql-01 330470 RETARECM 2020-07 HakonutenbHbin naket ans Windows Server 2016 1 Windows 10 Bepcun
1607 onsa cuctem Ha 6a3e 64-pa3pagHbix (x64) npoueccopoB (KB4565511)
cpe:/a:microsoft:edge C:\Windows\System32\netman.dll (10.0.14393.3750)
cpe:/a:microsoft:ie:11 C:\Windows\System32\kerberos.dll (10.0.14393.3750)

C:\Windows\System32\Isasrv.dll (10.0.14393.3750)
C:\Windows\System32\ntoskrnl.exe (10.0.14393.3750)
C:\Windows\System32\WalletService.dll (10.0.14393.3750)
C:\Windows\System32\gpprefcl.dil (10.0.14393.3750)
C:\Windows\System32\rasapi32.dll (10.0.14393.2608)
C:\Windows\System32\gdi32full.dll (10.0.14393.3750)
C:\Windows\System32\upnphost.dll (10.0.14393.3564)
C:\Windows\System32\AxInstSv.dll (10.0.14393.3564)

C:\Program Files (x86)\Common Files\System\wab32.dll (10.0.14393.2248)
C:\Windows\System32\psmsrv.dll (10.0.14393.2007)



https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:56731
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:70253
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:70369
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:70373

C:\Windows\System32\Windows.Security.Credentials.Ul.CredentialPicker.dll (10.0.14393.1715)
C:\Windows\System32\shell32.dll (10.0.14393.3750)

C:\Windows\System32\wer.dll (10.0.14393.3750)

C:\Windows\System32\profsvc.dll (10.0.14393.3564)
C:\Windows\System32\ResourcePolicyClient.dll (10.0.14393.0)
C:\Windows\System32\usocore.dll (10.0.14393.3564)
C:\Windows\Syswow64\msjet40.dll (4.0.9801.23)

C:\Windows\System32\fdWSD.dIl (10.0.14393.3686)
C:\Windows\System32\ShareHost.dll (10.0.14393.3686)
C:\Windows\System32\Windows.ApplicationModel.LockScreen.dll (10.0.14393.3686)
C:\Windows\System32\DWrite.dll (10.0.14393.3686)
C:\Windows\System32\WindowsCodecs.dll (10.0.14393.3630)
C:\Windows\System32\SettingSyncCore.dll (10.0.14393.3686)
C:\Windows\System32\Windows.Data.Pdf.dll (10.0.14393.3686)

sql-01 334521 HakonutenbHbin naket ans .NET Framework 4.8 gns Windows 10, Windows Server
2016 gnsa cuctem Ha 6ase 64-pa3psagHbix (x64) npoueccopos (KB4569746)
cpe:/a:microsoft:.net_framework:4.8 C:\Windows\Microsoft.NET\Framework\v4.0.30319\System.Web.dIl (4.8.4110.0)
sql-01 334585 HakonutenbHbii naket ans Windows 10 Bepcum 1607 1 Windows Server 2016 gns
cucTeM Ha base 64-pa3psgHbix (x64) npoueccopos (KB4571694)
cpe:/a:microsoft:edge C:\Windows\System32\wiaservc.dll (10.0.14393.3442)
cpe:/a:microsoft:ie:11 C:\Windows\System32\win32kfull.sys (10.0.14393.3750)

C:\Windows\System32\WMVDECOD.DLL (10.0.14393.3503)
C:\Windows\Syswow64\msjet40.dll (4.0.9801.23)
C:\Windows\System32\WMADMOD.DLL (10.0.14393.2248)
C:\Windows\System32\cscsvc.dll (10.0.14393.3750)
C:\Windows\System32\upnphost.dll (10.0.14393.3564)
C:\Windows\System32\Speech_OneCore\common\SpeechRuntime.exe (10.0.14393.2608)
C:\Windows\System32\cdpusersvc.dll (10.0.14393.3750)
C:\Windows\System32\rasmans.dll (10.0.14393.1613)
C:\Windows\System32\Windows.AccountsControl.dll (10.0.14393.3686)
C:\Windows\System32\diagtrack.dll (10.0.14393.3686)
C:\Windows\System32\rascustom.dll (10.0.14393.2007)
C:\Windows\System32\DWrite.dll (10.0.14393.3686)
C:\Windows\System32\ntoskrnl.exe (10.0.14393.3750)
C:\Windows\System32\drivers\afd.sys (10.0.14393.3542)
C:\Windows\System32\tapisrv.dll (10.0.14393.3503)
C:\Windows\System32\mfmp4srcsnk.dll (10.0.14393.3630)
C:\Windows\System32\localspl.dll (10.0.14393.3750)
C:\Windows\System32\WalletService.dll (10.0.14393.3750)
C:\Windows\System32\fdSSDP.dll (10.0.14393.3503)
C:\Windows\System32\msisip.dll (5.0.14393.2608)
C:\Windows\System32\dnsrslvr.dll (10.0.14393.2999)
C:\Windows\System32\AppXDeploymentServer.dll (10.0.14393.3659)
C:\Windows\System32\windows.storage.dll (10.0.14393.3750)
C:\Windows\System32\ncbservice.dll (10.0.14393.2214)
C:\Windows\System32\rasapi32.dll (10.0.14393.2608)
C:\Windows\System32\Isasrv.dll (10.0.14393.3750)
C:\Windows\System32\Windows.StateRepository.dll (10.0.14393.3750)
C:\Windows\System32\mshtml.dll (11.0.14393.3750)
C:\Windows\System32\Windows.Data.Pdf.dll (10.0.14393.3686)

sql-01 336098 RATULCE /M HakonutensbHbii nakeT ans Windows Server 2016 n Windows 10 Bepcumn 1607 ans
cucteM Ha 6ase 64-pa3psaaHbix (x64) npoueccopos (KB4577015)

cpe:/a:microsoft:edge C:\Windows\System32\drivers\dxgkrnl.sys (10.0.14393.3630)



https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:70796
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:70860
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:71252

cpe:/a:microsoft:ie:11

sql-01

338765

Kputunuecknin

cpe:/o:microsoft:windows_server_2016:-

sql-01

cpe:/a:microsoft:edge

cpe:/a:microsoft:ie:11

340899

KpuTtunueckun

C:\Windows\System32\drivers\ntfs.sys (10.0.14393.3564)
C:\Windows\System32\win32kfull.sys (10.0.14393.3750)
C:\Windows\Syswow64\msjet40.dll (4.0.9801.23)
C:\Windows\System32\ntoskrnl.exe (10.0.14393.3750)
C:\Windows\System32\msctf.dll (10.0.14393.3750)
C:\Windows\System32\WindowsCodecsRaw.dll (10.0.14393.2848)
C:\Windows\System32\rtutils.dll (10.0.14393.3750)
C:\Windows\System32\WMADMOD.DLL (10.0.14393.2248)
C:\Windows\System32\localspl.dll (10.0.14393.3750)
C:\Windows\System32\msi.dll (5.0.14393.3750)
C:\Windows\System32\fdSSDP.dll (10.0.14393.3503)
C:\Windows\System32\cryptcatsvc.dll (10.0.14393.3442)
C:\Windows\System32\dhcpcsvc.dll (10.0.14393.0)
C:\Windows\System32\hvax64.exe (10.0.14393.3750)
C:\Windows\System32\CloudExperienceHostCommon.dll (10.0.14393.2879)
C:\Windows\System32\rsopprov.exe (10.0.14393.0)
C:\Windows\System32\drivers\clfs.sys (10.0.14393.3686)
C:\Windows\System32\ssdpsrv.dll (10.0.14393.3143)
C:\Windows\System32\upnphost.dll (10.0.14393.3564)
C:\Windows\System32\windows.storage.dll (10.0.14393.3750)
C:\Windows\System32\dnsrslvr.dll (10.0.14393.2999)
C:\Windows\System32\Windows.StateRepository.dll (10.0.14393.3750)
C:\Windows\System32\Windows.ApplicationModel.Store.dll (10.0.14393.3750)
C:\Windows\System32\Chakra.dll (11.0.14393.3750)
C:\Windows\System32\mshtml.dll (11.0.14393.3750)

HakonuteneHbii naket ang Windows Server 2016 n Windows 10 Bepcumn 1607 1
Windows Server 2016 gnsa cuctem Ha 6ase 64-pa3psgHbix (x64) npoueccopos
(KB4580346)

C:\Windows\System32\profsvc.dll (10.0.14393.3564)

Windows\System32\win32kfull.sys (10.0.14393.3750)

Windows\System32\rdpcorets.dll (10.0.14393.3503)

Windows\System32\ntoskrnl.exe (10.0.14393.3750)

Windows\System32\msi.dll (5.0.14393.3750)

Windows\System32\wintrust.dll (10.0.14393.2791)

Windows\System32\hvax64.exe (10.0.14393.3750)

Windows\System32\mfds.dll (10.0.14393.3750)

Windows\System32\wer.dll (10.0.14393.3750)
System32\windows.storage.dll (10.0.14393.3750)
Windows\SysWOW64\msrd3x40.dll (4.0.9801.23)
Windows\System32\apphelp.dll (10.0.14393.0)

Windows

Windows\System32\combase.dll (10.0.14393.3750)
Windows\System32\drivers\winnat.sys (10.0.14393.3471)
Windows\System32\gpsvc.dll (10.0.14393.3750)
Windows\System32\EnterpriseAppMgmtSvc.dll (10.0.14393.2273)
Windows\System32\drivers\netbt.sys (10.0.14393.2906)
C:\Windows\System32\netman.dll (10.0.14393.3750)

c:\ \
c:\ \
c:\ \
c:\ \
c:\ \
c:\ \
c:\ \
c:\ \
c:\ \
c:\ \
c:\ \
c:\ \
c:\ \
c:\ \
c:\ \
c:\ \

HakonutenbHbin naket ana Windows Server 2016 1 Windows Server 2016 n
Windows 10 Bepcun 1607 ansi cucteM Ha 6ase 64-paspsigHbix (x64) npoueccopos
(KB4586830)

C:\Windows\System32\usocore.dll (10.0.14393.3564)
C:\Windows\System32\wer.dll (10.0.14393.3750)
C:\Windows\System32\localspl.dll (10.0.14393.3750)
C:\Windows\System32\win32spl.dll (10.0.14393.3750)



https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:71861
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:72633

sql-01

343654

KpuTtnyeckun

cpe:/o:microsoft:windows_server_2016:-

sql-01

cpe:/a:microsoft:edge

345258

KpuTnyeckun

C:\Windows\System32\DriverStore\FileRepository\prnms003.inf_amd64_5783dc66d695fd2e\Amd64
\PrintConfig.dll (0.3.14393.3750)

C:\Windows\System32\DriverStore\FileRepository\prnms003.inf_x86_191eaea43ce70046\I386
\PrintConfig.dll (0.3.14393.3750)

C:\Windows\System32\spool\drivers\W32X86\3\PrintConfig.dll (0.3.14393.3750)

C:\Windows\System32\spool\drivers\W32X86\{80E09D4E-8135-4216-9659-E4169B448F23}
\PrintConfig.dll (0.3.14393.3750)

C:\Windows\System32\spool\drivers\x64\3\PrintConfig.dll (0.3.14393.3750)

C:\Windows\System32\spool\drivers\x64\{EAA2FF29-4322-4FFA-9285-841BF89D4DB3}\PrintConfig.dll
(0.3.14393.3750)

:\Windows\System32\ntoskrnl.exe (10.0.14393.3750)
:\Windows\System32\rasapi32.dll (10.0.14393.2608)
:\Windows\System32\cdd.dll (10.0.14393.3630)
:\Windows\System32\fdSSDP.dIl (10.0.14393.3503)
:\Windows\System32\win32kfull.sys (10.0.14393.3750)
:\Windows\System32\drivers\dxgkrnl.sys (10.0.14393.3630)
:\Windows\System32\drivers\ndis.sys (10.0.14393.3503)
:\Windows\System32\Chakra.dll (11.0.14393.3750)
C:\Windows\System32\mshtml.dll (11.0.14393.3750)

HakonutenbHbii naket ans Windows 10 Bepcum 1607 1 Windows Server 2016 n
Windows Server 2016 ansa cucrtem Ha 6a3e 64-pa3psigHbix (x64) npoueccopoB
(KB4593226)

C:\Windows\System32\hvax64.exe (10.0.14393.3750)
C:\Windows\System32\wer.dll (10.0.14393.3750)
C:\Windows\System32\ntoskrnl.exe (10.0.14393.3750)
C:\Windows\System32\netman.dll (10.0.14393.3750)
C:\Windows\System32\DMRServer.dll (10.0.14393.3686)
C:\Windows\System32\drivers\ntfs.sys (10.0.14393.3564)
C:\Windows\System32\drivers\srv2.sys (10.0.14393.3659)

HakonutenbHbi naket ana Windows 10 sepcum 1607 n Windows Server 2016 v
Windows Server 2016 gns cuctem Ha 6ase 64-paspsgHbix (x64) npoueccopos
(KB4598243)

C:\Windows\System32\cscsvc.dll (10.0.14393.3750)
C:\Windows\System32\msi.dll (5.0.14393.3750)
\Windows\System32\rdpcore.dll (10.0.14393.3503)
\Windows\System32\drivers\bowser.sys (10.0.14393.2485)
\Windows\System32\drivers\modem.sys (10.0.14393.479)
\Windows\System32\wuaueng.dll (10.0.14393.3659)
\Windows\System32\WMVDECOD.DLL (10.0.14393.3503)
\Windows\System32\win32kfull.sys (10.0.14393.3750)
\Windows\System32\drivers\msrpc.sys (10.0.14393.3321)
\Windows\System32\dnsrslvr.dll (10.0.14393.2999)
\Windows\System32\ntoskrnl.exe (10.0.14393.3750)
\Windows\System32\winspool.drv (10.0.14393.3630)
\Windows\System32\drivers\luafv.sys (10.0.14393.2906)
\Windows\System32\dpapisrv.dll (10.0.14393.3241)
\Windows\splwowé64.exe (10.0.14393.3750)
\Windows\System32\drivers\tpm.sys (10.0.14393.2097)
\Windows\System32\AppxAllUserStore.dll (10.0.14393.3564)
\Windows\System32\msmpeg2vdec.dll (10.0.14393.3503)
\Windows\System32\termsrv.dll (10.0.14393.3503)

\ \ crypt32.dil (10.0.14393.3442)
\Windows\System32\AppXDeploymentExtensions.onecore.dll (10.0.14393.3659)
\Windows\System32\edgehtml.dll (11.0.14393.3686)

c:
c:
c:
c:
c:
c:
c:
c:
c:
c:
c:
c:
c:
c:
c:
c:
c:
C:\Windows\System32
c:

c:

\
\
\
\
\
\



https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:73037
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:73403

sql-01 347914

cpe:/o:microsoft:windows_server_2016:-

sql-01 349043 RNIAVEE

cpe:/o:microsoft:windows_server_2016:-

sql-01 349195

cpe:/a:microsoft:edge

cpe:/a:microsoft:ie:11

sql-01 352129 RNIAEEE

cpe:/o:microsoft:windows_server_2016:-

HakonutenbHbin naket ansa Windows Server 2016 n Windows Server 2016 u
Windows 10 Bepcun 1607 anga cuctem Ha 6a3e 64-pa3psaHbix (x64) npoueccopoB
(KB4601318)

C:\Windows\System32\ntoskrnl.exe (10.0.14393.3750)

C:\Windows\System32\drivers\tcpip.sys (10.0.14393.3686)
\Windows\System32\win32kfull.sys (10.0.14393.3750)
\Windows\System32\localspl.dll (10.0.14393.3750)
\Windows\System32\msi.dll (5.0.14393.3750)
\Windows\System32\wintrust.dll (10.0.14393.2791)

\Program Files (x86)\Common Files\System\wab32.dll (10.0.14393.2248)
\Windows\System32\pku2u.dil (10.0.14393.3750)

C:\Windows\System32\WindowsCodecsRaw.dll (10.0.14393.2848)

G
G
G
G
G
G

O6HoBneHue cnyxebHoro cteka anst Windows 10 Version 1607 n Windows Server
2016 pnsa cuctem Ha 6a3e npoueccopoB x64 (KB5001078)

C:\Windows\winsxs\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.350_none_43278ee965418581\CbsCore.dll (0.0.0.0)

C:\Windows\winsxs\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.3744_none_7edf07a0220bf323\ChsCore.dll
(10.0.14393.3744)

C:\Windows\winsxs\x86_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.350_none_e708f365ace4144b\CbsCore.dll (0.0.0.0)

C:\Windows\winsxs\x86_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.3744_none_22c06c1c69ae81ed\ChsCore.dll
(10.0.14393.3744)

C:\Windows\WinSxS\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.350_none_43278ee965418581\CbsCore.dll (0.0.0.0)

C:\Windows\WinSxS\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.3744_none_7edf07a0220bf323\ChsCore.dll
(10.0.14393.3744)

C:\Windows\WinSxS\x86_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.350_none_e708f365ace4144b\CbsCore.dll (0.0.0.0)

C:\Windows\WinSxS\x86_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.3744_none_22c06c1c69ae81ed\ChsCore.dll
(10.0.14393.3744)

HakonutenbHein naket gnsa Windows Server 2016 n Windows Server 2016 u
Windows 10 Bepcun 1607 ansi cucteM Ha 6ase 64-paspsigHbix (x64) npoueccopos
(KB5000803)

C:\Windows\System32\ntoskrnl.exe (10.0.14393.3750)
Windows\System32\AxInstSv.dll (10.0.14393.3564)
Windows\System32\win32kfull.sys (10.0.14393.3750)
Windows\System32\wuaueng.dll (10.0.14393.3659)
Windows\System32\msi.dll (5.0.14393.3750)
Windows\System32\upnphost.dll (10.0.14393.3564)
Windows\System32\WMPhoto.dll (10.0.14393.2608)
Windows\System32\rasapi32.dll (10.0.14393.2608)
Windows\System32\WindowsCodecs.dll (10.0.14393.3630)
Windows\System32\printfilterpipelinesvc.exe (10.0.14393.3686)
Windows\System32\drivers\winnat.sys (10.0.14393.3471)
Windows\System32\drivers\spaceport.sys (10.0.14393.3179)
Windows\System32\mshtml.dll (11.0.14393.3750)
C:\Windows\System32\edgehtml.dll (11.0.14393.3686)

c:\
c:\
c:\
c:\
c:\
c:\
c:\
c:\
c:\
c:\
c:\
c:\

HakonutenbHbii naket ans Windows 10 Bepcum 1607 1 Windows Server 2016 gns
cucTeM Ha base 64-pa3psgHbix (x64) npoueccopos (KB5001347)

C:\Windows\System32\dnsapi.dll (10.0.14393.2999)
C:\Windows\System32\WindowsCodecs.dll (10.0.14393.3630)
C:\Windows\System32\msi.dll (5.0.14393.3750)
C:\Windows\System32\drivers\msrpc.sys (10.0.14393.3321)



https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:74825
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:75235
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:75387
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:75976

sql-01 355483 RNJAVSEE

cpe:/a:microsoft:ie:11

sql-01 358668 M IAEEEY

cpe:/o:microsoft:windows_server_2016:-

sql-01 358874

cpe:/o:microsoft:windows_server_2016:-

C:\Windows\System32\gdi32full.dll (10.0.14393.3750)
C:\Windows\System32\drivers\tcpip.sys (10.0.14393.3686)
C:\Windows\System32\ntoskrnl.exe (10.0.14393.3750)
C:\Windows\System32\Speech_OneCore\common\sapi_onecore.dll (5.3.14393.3503)
C:\Windows\System32\drivers\ntfs.sys (10.0.14393.3564)
C:\Windows\System32\inetcomm.dll (10.0.14393.2007)
C:\Windows\Syswow64\WMVDECOD.DLL (10.0.14393.3503)
C:\Windows\System32\PsmServiceExtHost.dll (10.0.14393.2273)
C:\Windows\System32\AppXDeploymentServer.dll (10.0.14393.3659)
C:\Windows\System32\drivers\srv2.sys (10.0.14393.3659)
C:\Windows\System32\apphelp.dll (10.0.14393.0)

2021-05 HakonutenbHbin naket gns Windows Server 2016 n Windows Server 2016 u
Windows 10 Bepcun 1607 n Windows 10 Bepcum 1607 ansi cuctem Ha 6a3e 64-
pa3psgHbix (x64) npoueccopos (KB5003197)

C:\Windows\System32\mstscax.dll (10.0.14393.3750)
C:\Windows\Syswow64\msjet40.dll (4.0.9801.23)
\Windows\System32\oleaut32.dll (10.0.14393.3750)
\Windows\System32\win32kfull.sys (10.0.14393.3750)
\Windows\System32\ssdpsrv.dll (10.0.14393.3143)
\Windows\System32\cscsvc.dll (10.0.14393.3750)
C:\Windows\System32\mshtml.dll (11.0.14393.3750)

C:
C:
C:
C:

O6HoeneHue cteka ansa Windows 10 Bepcun 1607 n Windows Server 2016 ans
cucTeM Ha 6ase 64-pa3psgHbix (x64) npoueccopos (KB5001402)

C:\Windows\winsxs\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.350_none_43278ee965418581\CbsCore.dll (0.0.0.0)

C:\Windows\winsxs\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.3744_none_7edf07a0220bf323\ChsCore.dll
(10.0.14393.3744)

C:\Windows\winsxs\x86_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.350_none_e708f365ace4144b\CbhsCore.dll (0.0.0.0)

C:\Windows\winsxs\x86_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.3744_none_22c06c1c69ae81ed\ChsCore.dll
(10.0.14393.3744)

C:\Windows\WinSxS\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.350_none_43278ee965418581\CbsCore.dll (0.0.0.0)

C:\Windows\WinSxS\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.3744_none_7edf07a0220bf323\ChsCore.dll
(10.0.14393.3744)

C:\Windows\WinSxS\x86_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.350_none_e708f365ace4144b\CbhsCore.dll (0.0.0.0)

C:\Windows\WinSxS\x86_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.3744_none_22c06c1c69ae81ed\ChsCore.dll
(10.0.14393.3744)

HakonuteneHbi naket ang Windows 10 Bepcum 1607 1 Windows Server 2016 ans
cucTeM Ha 6ase 64-pa3psigHbix (x64) npoueccopor (KB5003638)

C:\Windows\System32\ntoskrnl.exe (10.0.14393.3750)
C:\Windows\System32\drivers\ntfs.sys (10.0.14393.3564)
C:\Windows\System32\drivers\clfs.sys (10.0.14393.3686)
C:\Windows\System32\localspl.dll (10.0.14393.3750)
C:\Windows\System32\mshtml.dll (11.0.14393.3750)
C:\Windows\System32\kerberos.dll (10.0.14393.3750)
C:\Windows\System32\rsaenh.dll (10.0.14393.2969)
C:\Windows\System32\combase.dll (10.0.14393.3750)
C:\Windows\System32\drivers\fltMgr.sys (10.0.14393.3659)
C:\Windows\System32\hvax64.exe (10.0.14393.3750)
C:\Windows\System32\gpsvc.dll (10.0.14393.3750)



https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:76541
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:76878
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:77072

sql-01 363412

cpe:/o:microsoft:windows_server_2016:-

sql-01 363436 ENIAVEE

cpe:/o:microsoft:windows_server_2016:-

sql-01 365013 I AEEEY

cpe:/o:microsoft:windows_server_2016:-

sql-01 368070 RIAEEEY

cpe:/o:microsoft:windows_server_2016:-

C:\Windows\System32\drivers\tcpip.sys (10.0.14393.3686)

HakonuteneHbii naket ang Windows Server 2016 n Windows 10 Bepcumn 1607 1
Windows Server 2016 gnsa cuctem Ha 6a3se 64-pa3psgHbix (x64) npoueccopos
(KB5004238)

C:\Windows\System32\win32kfull.sys (10.0.14393.3750)
Windows\System32\mshtml.dll (11.0.14393.3750)
Windows\System32\Isasrv.dll (10.0.14393.3750)

Program Files (x86)\Common Files\System\wab32.dll (10.0.14393.2248)
Windows\System32\drivers\spaceport.sys (10.0.14393.3179)
Windows\System32\rasmans.dll (10.0.14393.1613)
Windows\System32\AppXDeploymentServer.dll (10.0.14393.3659)
Windows\System32\drivers\srv2.sys (10.0.14393.3659)
Windows\System32\wintrust.dll (10.0.14393.2791)
Windows\System32\msi.dll (5.0.14393.3750)
System32\drivers\bowser.sys (10.0.14393.2485)
\drivers\ntfs.sys (10.0.14393.3564)
Windows\System32\ntoskrnl.exe (10.0.14393.3750)
Windows\System32\drivers\partmgr.sys (10.0.14393.2273)
Windows\Syswow64\WMVDECOD.DLL (10.0.14393.3503)
Windows\System32\drivers\tcpip.sys (10.0.14393.3686)
Windows\System32\samlib.dll (10.0.14393.82)
C:\Windows\System32\mfmp4srcsnk.dll (10.0.14393.3630)

c\
\
\
\
\
\
\
\
\
\
\Windows\System32
\
\
\
\
\

C:
C:
C:
C:
C:
C:
C:
C:
C:
C:
C:
C:
C:
C:
C:

\
\
\
\
\
\
\
\
\
\
\
\

HakonutenbHbii naket ans Windows Server 2016 n Windows 10 Bepcumn 1607 gns
cucTeM Ha 6ase 64-pa3psgHbix (x64) npoueccopos (KB5004948)

C:\Windows\System32\localspl.dll (10.0.14393.3750)
C:\Windows\System32\ntoskrnl.exe (10.0.14393.3750)
C:\Windows\Syswow64\WMVDECOD.DLL (10.0.14393.3503)

HakonuteneHbii naket ansg Windows Server 2016 n Windows 10 Bepcumn 1607 ons
cucteM Ha 6ase 64-pa3psaaHbix (x64) npoueccopos (KB5005043)

C:\Windows\System32\localspl.dll (10.0.14393.3750)
Windows\System32\drivers\tcpip.sys (10.0.14393.3686)
Windows\System32\ntoskrnl.exe (10.0.14393.3750)
Windows\System32\drivers\spaceport.sys (10.0.14393.3179)
mstscax.dll (10.0.14393.3750)
mshtml.dll (11.0.14393.3750)
Windows\System32\win32kfull.sys (10.0.14393.3750)
Windows\System32\profext.dll (10.0.14393.3564)
Windows\System32\bcryptprimitives.dll (10.0.14393.2969)
C:\Windows\System32\MPG4DECD.DLL (10.0.14393.0)

System32

c\ \ \
c\ \ \
c\ \ \
c\ \ \
C:\Windows\System32\
c\ \ \
c\ \ \

c\ \ \

2021-09 HakonutenbHbli naket ans Windows Server 2016 n Windows 10 Bepcuu
1607 gnsa 64-6utHbix OC (KB5005573)

C:\Windows\System32\ntoskrnl.exe (10.0.14393.3750)
C:\Windows\System32\msi.dll (5.0.14393.3750)
C:\Windows\System32\drivers\clfs.sys (10.0.14393.3686)
C:\Windows\System32\wintrust.dll (10.0.14393.2791)
C:\Windows\System32\drivers\rdbss.sys (10.0.14393.3595)
C:\Windows\System32\drivers\afd.sys (10.0.14393.3542)
C:\Windows\System32\wuaueng.dll (10.0.14393.3659)
C:\Windows\System32\drivers\mrxsmb20.sys (10.0.14393.3595)
C:\Windows\System32\mshtml.dll (11.0.14393.3750)
C:\Windows\System32\winspool.drv (10.0.14393.3630)
C:\Windows\System32\win32kfull.sys (10.0.14393.3750)
C:\Windows\System32\PCPKsp.dIl (10.0.14393.0)



https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:77730
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:77754
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:78196
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:78858

sql-01 368934 2021-09 O6HoBneHune cteka ana Windows 10 Bepcum 1607 n Windows Server 2016

cpe:/o:microsoft:windows_server_2016:-

sql-01 369738 R AEEET

cpe:/o:microsoft:windows_server_2016:-

sql-01 371774

cpe:/o:microsoft:windows_server_2016:-

sql-01 375603

cpe:/o:microsoft:windows_server_2016:-

ans cuctem Ha 6ase 64-paspsagHbix (x64) npoueccopos (KB5005698)

C:\Windows\winsxs\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.350 _none_43278ee965418581\ChsCore.dll (0.0.0.0)

C:\Windows\winsxs\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.3744_none_7edf07a0220bf323\CbsCore.dll
(10.0.14393.3744)

C:\Windows\winsxs\x86_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.350_none_e708f365ace4144b\CbsCore.dll (0.0.0.0)

C:\Windows\winsxs\x86_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.3744_none_22c06c1c69ae81ed\CbsCore.dll
(10.0.14393.3744)

C:\Windows\WinSxS\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.350 _none_43278ee965418581\CbsCore.dll (0.0.0.0)

C:\Windows\WinSxS\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.3744_none_7edf07a0220bf323\CbsCore.dll
(10.0.14393.3744)

C:\Windows\WinSxS\x86_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.350_none_e708f365ace4144b\CbsCore.dll (0.0.0.0)

C:\Windows\WinSxS\x86_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.3744_none_22c06c1c69ae8led\CbsCore.dll
(10.0.14393.3744)

HakonutenbHbii naket ansa Windows 10 Bepcum 1607 n Windows Server 2016 gns
cucTeM Ha base 64-pa3psagHbix (x64) npoueccopos (KB5006669)

C:\Windows\System32\win32kfull.sys (10.0.14393.3750)
Windows\System32\drivers\exfat.sys (10.0.14393.2848)
Windows\System32\winspool.drv (10.0.14393.3630)
Windows\System32\drivers\tcpip.sys (10.0.14393.3686)
Windows\System32\drivers\fastfat.sys (10.0.14393.2848)
Windows\System32\msisip.dll (5.0.14393.2608)
Windows\System32\AppXDeploymentServer.dll (10.0.14393.3659)
Windows\System32\drivers\spaceport.sys (10.0.14393.3179)
mshtml.dll (11.0.14393.3750)
FirewallAPI.dll (10.0.14393.3750)
Windows\System32\drivers\clfs.sys (10.0.14393.3686)
Windows\System32\drivers\winnat.sys (10.0.14393.3471)
Windows\System32\DWrite.dll (10.0.14393.3686)
Windows\System32\WMADMOD.DLL (10.0.14393.2248)
Windows\System32\ntoskrnl.exe (10.0.14393.3750)
Windows\System32\drivers\http.sys (10.0.14393.3595)
Windows\System32\drivers\dxgkrnl.sys (10.0.14393.3630)
C:\Windows\System32\drivers\msrpc.sys (10.0.14393.3321)

Windows\System32

Gl \ \
Gl \ \
Gl \ \
Gl \ \
Gl \ \
Gl \ \
Gl \ \
Gl \ \
C:\Windows\System32\
Gl \ \
Gl \ \
Gl \ \
Gl \ \
Gl \ \
Gl \ \
Gl \ \

HakonutenbHbli naket ans Windows Server 2016 n Windows 10 Bepcumn 1607 ans
cuctem Ha 6a3e 64-pa3psigHbix (x64) npoueccopos (KB5007192)

C:\Windows\System32\drivers\ntfs.sys (10.0.14393.3564)
C:\Windows\System32\ntoskrnl.exe (10.0.14393.3750)
C:\Windows\System32\termsrv.dll (10.0.14393.3503)
C:\Windows\Syswow64\WMVDECOD.DLL (10.0.14393.3503)
C:\Windows\System32\mstscax.dll (10.0.14393.3750)
C:\Windows\System32\Chakra.dll (11.0.14393.3750)
C:\Windows\System32\msi.dll (5.0.14393.3750)
C:\Windows\System32\crypt32.dll (10.0.14393.3442)
C:\Windows\System32\drivers\fastfat.sys (10.0.14393.2848)

HakonutenbHbii naket ans Windows Server 2016 n Windows 10 Bepcumn 1607 gns
cucTeM Ha base 64-pa3psagHbix (x64) npoueccopos (KB5008207)

C:\Windows\System32\drivers\clfs.sys (10.0.14393.3686)

10


https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:78991
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:79447
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:79908
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:80680

sql-01 379027

cpe:/o:microsoft:windows_server_2016:-

sql-01 381016 RNTACEEY

cpe:/o:microsoft:windows_server_2016:-

sql-01 383401

cpe:/o:microsoft:windows_server_2016:-

C:\Windows\System32\ntoskrnl.exe (10.0.14393.3750)
C:\Windows\System32\drivers\ntfs.sys (10.0.14393.3564)
C:\Windows\System32\DMRServer.dll (10.0.14393.3686)
C:\Windows\System32\rasmans.dll (10.0.14393.1613)
C:\Windows\System32\localspl.dll (10.0.14393.3750)
C:\Windows\System32\efscore.dll (10.0.14393.1358)
C:\Windows\System32\Isasrv.dll (10.0.14393.3750)
C:\Windows\System32\msi.dll (5.0.14393.3750)
C:\Windows\System32\mstscax.dll (10.0.14393.3750)

HakonuteneHbii naket ang Windows Server 2016 n Windows 10 Bepcumn 1607 ons
cucteM Ha 6ase 64-pa3psaaHbix (x64) npoueccopo (KB5009546)

C:\Windows\System32\gdi32full.dll (10.0.14393.3750)
C:\Windows\System32\drivers\clfs.sys (10.0.14393.3686)
C:\Windows\System32\msi.dll (5.0.14393.3750)
C:\Windows\System32\IKEEXT.DLL (10.0.14393.3471)
C:\Windows\System32\AppContracts.dll (10.0.14393.3686)
C:\Windows\System32\Windows.Ul.Immersive.dll (10.0.14393.3750)
C:\Windows\System32\Windows.StateRepository.dll (10.0.14393.3750)
C:\Windows\System32\Windows.System.Launcher.dll (10.0.14393.3750)
C:\Windows\System32\Windows.Devices.HumaninterfaceDevice.dll (10.0.14393.3686)
C:\Windows\System32\wpnapps.dll (10.0.14393.3686)
C:\Windows\System32\drivers\msrpc.sys (10.0.14393.3321)
C:\Windows\System32\mstscax.dll (10.0.14393.3750)
C:\Windows\System32\drivers\refs.sys (10.0.14393.3471)
C:\Windows\System32\wkssvc.dll (10.0.14393.2999)
C:\Windows\System32\dwmcore.dll (10.0.14393.3297)
C:\Windows\System32\profext.dll (10.0.14393.3564)
C:\Windows\System32\ntoskrnl.exe (10.0.14393.3750)
C:\Windows\System32\windows.storage.dll (10.0.14393.3750)
C:\Windows\System32\TileDataRepository.dll (10.0.14393.3686)
C:\Windows\System32\LocationFramework.dll (10.0.14393.2848)
C:\Windows\System32\rdpcorets.dll (10.0.14393.3503)
C:\Windows\System32\winload.exe (10.0.14393.3750)
C:\Windows\System32\rasmans.dll (10.0.14393.1613)
C:\Windows\System32\Isasrv.dll (10.0.14393.3750)
C:\Windows\System32\twinui.appcore.dll (10.0.14393.3686)
C:\Windows\System32\drivers\WUDFRd.sys (10.0.14393.0)

HakonutenbHbii naket ans Windows Server 2016 n Windows 10 Bepcumn 1607 gns
cucTeM Ha base 64-pa3psgHbix (x64) npoueccopos (KB5010359)

C:\Windows\System32\localspl.dll (10.0.14393.3750)
C:\Windows\System32\DeviceReactivation.dll (10.0.14393.3686)
C:\Windows\System32\drivers\clfs.sys (10.0.14393.3686)
C:\Windows\System32\rasmans.dll (10.0.14393.1613)
C:\Windows\System32\RMSRoamingSecurity.dll (10.0.14393.0)
C:\Windows\System32\profsvcext.dll (10.0.14393.1532)
C:\Windows\System32\hvax64.exe (10.0.14393.3750)
C:\Windows\System32\ntoskrnl.exe (10.0.14393.3750)

HakonuteneHbii naket ang Windows 10 Bepcum 1607 1 Windows Server 2016 gns
cucteM Ha base 64-pa3psagHbix (x64) npoueccopos (KB5011495)

C:\Windows\System32\ntoskrnl.exe (10.0.14393.3750)
C:\Windows\System32\mstscax.dll (10.0.14393.3750)
C:\Windows\System32\mshtml.dll (11.0.14393.3750)
C:\Windows\System32\wevtsvc.dll (10.0.14393.2608)
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https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:81379
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:81999
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:82866

sql-01 388907

cpe:/o:microsoft:windows_server_2016:-

sql-01 390541

cpe:/o:microsoft:windows_server_2016:-

C:\Windows\System32\rpcss.dll (10.0.14393.3143)
C:\Windows\System32\localspl.dll (10.0.14393.3750)
C:\Windows\System32\Isasrv.dll (10.0.14393.3750)
C:\Windows\System32\drivers\cdrom.sys (10.0.14393.2395)
C:\Windows\System32\drivers\clfs.sys (10.0.14393.3686)
C:\Windows\System32\mfmp4srcsnk.dll (10.0.14393.3630)
C:\Windows\System32\hvax64.exe (10.0.14393.3750)
C:\Windows\System32\drivers\raspptp.sys (10.0.14393.2035)
C:\Windows\System32\drivers\fastfat.sys (10.0.14393.2848)
C:\Windows\System32\drivers\afd.sys (10.0.14393.3542)
C:\Windows\System32\drivers\bowser.sys (10.0.14393.2485)
C:\Windows\System32\msi.dll (5.0.14393.3750)

HakonuteneHbii naket ang Windows Server 2016 n Windows 10 Bepcumn 1607 ans
cucteM Ha 6ase 64-pa3psaaHbix (x64) npoueccopos (KB5012596)

C:\Windows\System32\drivers\srv.sys (10.0.14393.3750)
Windows\System32\drivers\msrpc.sys (10.0.14393.3321)
Windows\System32\Isasrv.dll (10.0.14393.3750)
Windows\System32\drivers\clfs.sys (10.0.14393.3686)
Windows\System32\kerberos.dll (10.0.14393.3750)
Windows\System32\win32spl.dll (10.0.14393.3750)
Windows\System32\drivers\srv2.sys (10.0.14393.3659)
System32\msi.dll (5.0.14393.3750)
localspl.dll (10.0.14393.3750)
Windows\System32\iscsiexe.dll (10.0.14393.0)
Windows\System32\rdpcorets.dll (10.0.14393.3503)
Windows\System32\ntoskrnl.exe (10.0.14393.3750)
Windows\System32\win32kfull.sys (10.0.14393.3750)
Windows\System32\tapi3.dll (10.0.14393.3750)
Windows\System32\DMRServer.dll (10.0.14393.3686)
C:\Windows\System32\profext.dll (10.0.14393.3564)

Gil \ \
Gil \ \
Gil \ \
Gil \ \
Gil \ \
Gil \ \
Gil \ \
C:\Windows\System32\
Gil \ \
Gil \ \
Gil \ \
Gil \ \
Gil \ \
Gil \ \

C:\Windows\winsxs\msil_system.management.automation_31bf3856ad364e35_1.0.0.0_none_63403795

43bd8a03\System.Management.Automation.dll (6.1.7600.16385)

C:\Windows\winsxs\msil_system.management.automation_31bf3856ad364e35_10.0.14393.206_none_f

f4aa80fc5bd614e\System.Management.Automation.dll (0.0.0.0)

C:\Windows\winsxs\msil_system.management.automation_31bf3856ad364e35_10.0.14393.3471_none_

3ae9c64e829a6b11\System.Management.Automation.dll (10.0.14393.3471)
C:\Windows\System32\quartz.dll (10.0.14393.3750)
C:\Windows\System32\drivers\afd.sys (10.0.14393.3542)
C:\Windows\System32\AppxAllUserStore.dll (10.0.14393.3564)
C:\Windows\System32\schannel.dll (10.0.14393.3750)
C:\Windows\System32\diagtrack.dll (10.0.14393.3686)

O6HoeneHue cteka ansa Windows 10 Bepcun 1607 n Windows Server 2016 ana
cucteM Ha 6ase 64-pa3psaHbix (x64) npoueccopos (KB5011570)

C:\Windows\winsxs\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.350 _none_43278ee€965418581\ChsCore.dll (0.0.0.0)

C:\Windows\winsxs\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.3744_none_7edf07a0220bf323\CbsCore.dll
(10.0.14393.3744)

C:\Windows\winsxs\x86_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.350_none_e708f365ace4144b\CbsCore.dll (0.0.0.0)
C:\Windows\winsxs\x86_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.3744_none_22c06c1c69ae81ed\CbsCore.dll
(10.0.14393.3744)

C:\Windows\WinSxS\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.350 _none_43278ee965418581\CbsCore.dll (0.0.0.0)

C:\Windows\WinSxS\amd64_microsoft-windows-
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sql-01

392323 RNTASECY

cpe:/o:microsoft:windows_server_2016:-

sql-01

cpe:/o:microsoft:windows_server_2016:-

sql-01

cpe:/o:microsoft:windows_server_2016:-

sql-01

servicingstack_31bf3856ad364e35_10.0.14393.3744_none_7edf07a0220bf323\CbsCore.dll
(10.0.14393.3744)

C:\Windows\WinSxS\x86_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.350_none_e708f365ace4144b\CbsCore.dll (0.0.0.0)

C:\Windows\WinSxS\x86_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.3744_none_22c06c1c69ae81ed\CbsCore.dll
(10.0.14393.3744)

HakonutenbHbii naket ans Windows Server 2016 n Windows 10 Bepcumn 1607 gns
cucTeM Ha base 64-pa3psgHbix (x64) npoueccopos (KB5013952)

C:\Windows\System32\winspool.drv (10.0.14393.3630)
C:\Windows\System32\ntoskrnl.exe (10.0.14393.3750)
C:\Windows\System32\wpnapps.dll (10.0.14393.3686)
C:\Windows\System32\win32kfull.sys (10.0.14393.3750)
C:\Windows\System32\MP4SDECD.DLL (10.0.14393.2248)
C:\Windows\System32\rasmans.dll (10.0.14393.1613)
C:\Windows\System32\Isasrv.dll (10.0.14393.3750)
C:\Windows\System32\kerberos.dll (10.0.14393.3750)
C:\Windows\System32\srvsvc.dll (10.0.14393.2248)
C:\Windows\System32\PlayToManager.dll (10.0.14393.3686)
C:\Windows\System32\mstscax.dll (10.0.14393.3750)
C:\Windows\System32\drivers\raspptp.sys (10.0.14393.2035)
C:\Program Files (x86)\Common Files\System\wab32.dll (10.0.14393.2248)
C:\Windows\System32\drivers\msrpc.sys (10.0.14393.3321)
C:\Windows\System32\drivers\ntfs.sys (10.0.14393.3564)

O6HoeneHue cteka anst Windows 10 Bepcuu 1607 n Windows Server 2016 ans
cucTeM Ha 6ase 64-pa3psigHbix (x64) npoueccopor (KB5014026)

C:\Windows\winsxs\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.350 _none_43278ee965418581\CbsCore.dll (0.0.0.0)

C:\Windows\winsxs\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.3744_none_7edf07a0220bf323\CbsCore.dll
(10.0.14393.3744)

C:\Windows\winsxs\x86_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.350_none_e708f365ace4144b\CbsCore.dll (0.0.0.0)

C:\Windows\winsxs\x86_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.3744_none_22c06c1c69ae8led\CbsCore.dll
(10.0.14393.3744)

C:\Windows\WinSxS\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.350 _none_43278ee965418581\CbsCore.dll (0.0.0.0)

C:\Windows\WinSxS\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.3744_none_7edf07a0220bf323\CbsCore.dll
(10.0.14393.3744)

C:\Windows\WinSxS\x86_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.350_none_e708f365ace4144b\ChsCore.dll (0.0.0.0)

C:\Windows\WinSxS\x86_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.3744_none_22c06c1c69ae81ed\CbsCore.dll
(10.0.14393.3744)

HakonuteneHbii naket ansg Windows Server 2016 n Windows 10 Bepcumn 1607 gns
cucteM Ha 6ase 64-pa3psaaHbix (x64) npoueccopoB (KB5014702)

C:\Windows\System32\ntoskrnl.exe (10.0.14393.3750)
Windows\System32\iscsidsc.dll (10.0.14393.0)
Windows\System32\twext.dll (10.0.14393.2248)
drivers\afd.sys (10.0.14393.3542)
Isasrv.dll (10.0.14393.3750)
Windows\System32\drivers\ipnat.sys (10.0.14393.2395)
Windows\System32\kerberos.dll (10.0.14393.3750)
C:\Windows\System32\msi.dll (5.0.14393.3750)

Windows\System32

G \ \
G \ \
G \ \
C:\Windows\System32\
G \ \
G \ \

HakonutenbHbii naket ans Windows Server 2016 n Windows 10 Bepcumn 1607 gns
cuctem Ha 6ase 64-paspsigHbix (x64) npoueccopos (KB5015808)
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cpe:/o:microsoft:windows_server_2016:-

sql-01

203087

cpe:/o:microsoft:windows_server_2016:-

sql-01

403650 BNSAVEEEY

cpe:/o:microsoft:windows_server_2016:-

sql-01

C:\Windows\System32\ntoskrnl.exe (10.0.14393.3750)
C:\Windows\System32\drivers\ras/2tp.sys (10.0.14393.0)
C:\Windows\System32\wpdbusenum.dll (10.0.14393.2273)
C:\Windows\System32\gpedit.dll (10.0.14393.2457)
C:\Windows\System32\localspl.dll (10.0.14393.3750)
C:\Windows\System32\win32kfull.sys (10.0.14393.3750)
C:\Windows\System32\shell32.dll (10.0.14393.3750)
C:\Windows\System32\drivers\fastfat.sys (10.0.14393.2848)
C:\Windows\System32\samsrv.dll (10.0.14393.3659)
C:\Windows\System32\winload.exe (10.0.14393.3750)
C:\Windows\System32\Isasrv.dll (10.0.14393.3750)
C:\Windows\System32\rpcss.dll (10.0.14393.3143)
C:\Windows\System32\Windows.Devices.Picker.dll (10.0.14393.3686)
C:\Windows\System32\drivers\clfs.sys (10.0.14393.3686)

HakonuteneHbii naket ansg Windows Server 2016 n Windows 10 Bepcumn 1607 ans
cucteM Ha base 64-paspsagHbix (x64) npoueccopos (KB5016622)

C:\Windows\System32\ntoskrnl.exe (10.0.14393.3750)
Windows\System32\Isasrv.dll (10.0.14393.3750)
Windows\System32\drivers\partmgr.sys (10.0.14393.2273)
Windows\System32\sppobjs.dll (10.0.14393.3750)
Windows\System32\windows.storage.dll (10.0.14393.3750)
Windows\System32\drivers\ataport.sys (10.0.14393.2273)
Windows\System32\rasppp.dll (10.0.14393.0)
System32\drivers\rassstp.sys (10.0.14393.0)
win32kfull.sys (10.0.14393.3750)
Windows\System32\kerberos.dll (10.0.14393.3750)
Windows\System32\mshtml.dll (11.0.14393.3750)
Windows\System32\msdt.exe (10.0.14393.0)
Windows\System32\wersvc.dll (10.0.14393.3750)
Windows\System32\localspl.dll (10.0.14393.3750)
Windows\System32\hvax64.exe (10.0.14393.3750)
C:\Windows\System32\DMRServer.dll (10.0.14393.3686)

Gil \ \
Gil \ \
Gil \ \
Gil \ \
Gil \ \
Gil \ \
Gil \ \
C:\Windows\System32\
Gil \ \
Gil \ \
Gil \ \
Gil \ \
Gil \ \
Gil \ \

O6HoBneHne cnyxebHoro cteka ans Windows 10 version 1607 n Windows Server
2016 pnsa cuctem Ha 6a3e npoueccopoB x64 (KB5017095)

C:\Windows\winsxs\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.350_none_43278ee965418581\CbsCore.dll (0.0.0.0)

C:\Windows\winsxs\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.3744_none_7edf07a0220bf323\CbsCore.dll
(10.0.14393.3744)

C:\Windows\winsxs\x86_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.350_none_e708f365ace4144b\CbsCore.dll (0.0.0.0)

C:\Windows\winsxs\x86_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.3744_none_22c06c1c69ae81ed\ChsCore.dll
(10.0.14393.3744)

C:\Windows\WinSxS\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.350_none_43278ee965418581\CbsCore.dll (0.0.0.0)

C:\Windows\WinSxS\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.3744_none_7edf07a0220bf323\CbsCore.dll
(10.0.14393.3744)

C:\Windows\WinSxS\x86_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.350_none_e708f365ace4144b\CbsCore.dll (0.0.0.0)
C:\Windows\WinSxS\x86_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.3744_none_22c06c1c69ae81ed\CbsCore.dll
(10.0.14393.3744)

HakonutenbHbii naket ansa Windows Server 2016 n Windows 10 Bepcumn 1607 ans
cucTeM Ha 6ase 64-pa3psigHbix (x64) npoueccopos (KB5017305)
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cpe:/o:microsoft:windows_server_2016:-

sql-01 410092

cpe:/o:microsoft:windows_server_2016:-

sql-01 412381

cpe:/o:microsoft:windows_server_2016:-

C:\Windows\System32\win32kfull.sys (10.0.14393.3750)
C:\Windows\System32\schannel.dll (10.0.14393.3750)
C:\Windows\System32\rasmans.dll (10.0.14393.1613)
C:\Windows\System32\ntoskrnl.exe (10.0.14393.3750)
C:\Windows\System32\gpprefcl.dil (10.0.14393.3750)
C:\Windows\System32\negoexts.dll (10.0.14393.2879)
C:\Windows\System32\Isasrv.dll (10.0.14393.3750)
C:\Windows\System32\drivers\dfsc.sys (10.0.14393.2273)
C:\Windows\System32\drivers\tcpip.sys (10.0.14393.3686)
C:\Windows\System32\sqlsrv32.dll (10.0.14393.0)
C:\Windows\System32\IKEEXT.DLL (10.0.14393.3471)
C:\Windows\System32\wevtsvc.dll (10.0.14393.2608)
C:\Windows\System32\drivers\clfs.sys (10.0.14393.3686)
C:\Windows\System32\spoolsv.exe (10.0.14393.3750)
C:\Windows\System32\Windows.Media.Import.dll (10.0.14393.3750)
C:\Windows\System32\EnterpriseAppMgmtSvc.dll (10.0.14393.2273)

HakonuteneHbii naket ansa Windows Server 2016 n Windows 10 Bepcumn 1607 ons
cucteM Ha 6a3e 64-pa3psaHbix (x64) npoueccopos (KB5018411)

C:\Windows\System32\Isasrv.dll (10.0.14393.3750)
Windows\System32\wkssvc.dll (10.0.14393.2999)
Windows\System32\win32kfull.sys (10.0.14393.3750)
Windows\System32\drivers\raspptp.sys (10.0.14393.2035)
Windows\System32\ntoskrnl.exe (10.0.14393.3750)
Windows\System32\drivers\tcpip.sys (10.0.14393.3686)
Windows\System32\gpprefcl.dll (10.0.14393.3750)
C:\Windows\System32\schannel.dll (10.0.14393.3750)

C:\Windows\System32\DriverStore\FileRepository\prnms003.inf_amd64_5783dc66d695fd2e\Amd64
\PrintConfig.dll (0.3.14393.3750)

C:\Windows\System32\DriverStore\FileRepository\prnms003.inf_x86_191eaea43ce70046\I1386
\PrintConfig.dll (0.3.14393.3750)

C:\Windows\System32\crypt32.dll (10.0.14393.3442)
C:\Windows\System32\regsvc.dll (10.0.14393.1794)
C:\Windows\System32\wpdbusenum.dll (10.0.14393.2273)
C:\Windows\System32\sqlsrv32.dll (10.0.14393.0)
C:\Windows\System32\combase.dll (10.0.14393.3750)
C:\Windows\System32\LogonController.dll (10.0.14393.3686)
C:\Windows\System32\windows.storage.dll (10.0.14393.3750)
C:\Windows\System32\diagtrack.dll (10.0.14393.3686)
C:\Windows\System32\srvsvc.dll (10.0.14393.2248)
C:\Windows\System32\drivers\cdfs.sys (10.0.14393.2848)
C:\Windows\System32\drivers\refs.sys (10.0.14393.3471)

HakonutenbHbii naket ans Windows Server 2016 n Windows 10 Bepcumn 1607 gns
cucTeM Ha base 64-pa3psagHbix (x64) npoueccopos (KB5019964)

C:\Windows\System32\win32kfull.sys (10.0.14393.3750)
C:\Windows\System32\ntoskrnl.exe (10.0.14393.3750)
\Windows\System32\drivers\raspptp.sys (10.0.14393.2035)
\Windows\System32\drivers\wof.sys (10.0.14393.3269)
\Windows\System32\winspool.drv (10.0.14393.3630)
\Windows\System32\iasrad.dll (10.0.14393.3541)
\ \ \
\ \ \
\ \ \
\ \ \

c\
c\
c\
c\
c\
c\

Windows\System32\sqlsrv32.dll (10.0.14393.0)
Windows\System32\kerberos.dll (10.0.14393.3750)
Windows\System32\drivers\exfat.sys (10.0.14393.2848)

C:
C:
C:
C:
C:
C:
C:
C:\Windows\System32\mshtml.dll (11.0.14393.3750)
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sql-01 415597

cpe:/o:microsoft:windows_server_2016:-

sql-01 416762

cpe:/o:microsoft:windows_server_2016:-

sql-01 418644

cpe:/o:microsoft:windows_server_2016:-

C:\Windows\System32\hvax64.exe (10.0.14393.3750)
C:\Windows\System32\gpedit.dll (10.0.14393.2457)
C:\Windows\System32\drivers\http.sys (10.0.14393.3595)
C:\Windows\System32\drivers\ipnat.sys (10.0.14393.2395)
C:\Windows\System32\drivers\refs.sys (10.0.14393.3471)

O6HoBneHwue cnyxebHoro cteka ans Windows 10 Bepcum 1607 n Windows Server
2016 gnsa cuctem Ha 6ase 64-paspsagHbix (x64) npoueccopos (KB5017396)

C:\Windows\winsxs\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.350 _none_43278ee965418581\ChsCore.dll (0.0.0.0)

C:\Windows\winsxs\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.3744_none_7edf07a0220bf323\CbsCore.dll
(10.0.14393.3744)

C:\Windows\winsxs\x86_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.350_none_e708f365ace4144b\CbsCore.dll (0.0.0.0)

C:\Windows\winsxs\x86_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.3744_none_22c06c1c69ae81ed\CbsCore.dll
(10.0.14393.3744)

C:\Windows\WinSxS\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.350 _none_43278ee965418581\CbsCore.dll (0.0.0.0)

C:\Windows\WinSxS\amd64_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.3744_none_7edf07a0220bf323\CbsCore.dll
(10.0.14393.3744)

C:\Windows\WinSxS\x86_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.350_none_e708f365ace4144b\CbsCore.dll (0.0.0.0)

C:\Windows\WinSxS\x86_microsoft-windows-
servicingstack_31bf3856ad364e35_10.0.14393.3744_none_22c06c1c69ae8led\CbsCore.dll
(10.0.14393.3744)

HakonutenbHbii naket ans Windows Server 2016 n Windows 10 Bepcumn 1607 gns
cucTeM Ha base 64-pa3psgHbix (x64) npoueccopos (KB5021235)

C:\Windows\System32\hvax64.exe (10.0.14393.3750)
Windows\System32\win32kfull.sys (10.0.14393.3750)
dmusic.dll (10.0.14393.0)
ntoskrnl.exe (10.0.14393.3750)
Windows\System32\drivers\rassstp.sys (10.0.14393.0)
C:\Windows\System32\smartscreen.exe (10.0.14393.3686)

Windows\System32

Gl \ \
Gl \ \
C:\Windows\System32\
Gl \ \

HakonutenbHbli naket ans Windows Server 2016 n Windows 10 Bepcumn 1607 ans
cucTeM Ha 6ase 64-pa3psigHbix (x64) npoueccopos (KB5022289)

C:\Windows\System32\drivers\wof.sys (10.0.14393.3269)
C:\Windows\System32\winload.exe (10.0.14393.3750)
C:\Windows\System32\Isasrv.dll (10.0.14393.3750)
C:\Windows\System32\drivers\rassstp.sys (10.0.14393.0)
C:\Windows\System32\ntoskrnl.exe (10.0.14393.3750)
C:\Windows\System32\localspl.dll (10.0.14393.3750)
C:\Windows\System32\IKEEXT.DLL (10.0.14393.3471)
C:\Windows\System32\drivers\ras/2tp.sys (10.0.14393.0)
C:\Windows\System32\sqlsrv32.dll (10.0.14393.0)
C:\Windows\System32\credui.dll (10.0.14393.2879)
C:\Windows\System32\rasppp.dIl (10.0.14393.0)
C:\Windows\System32\msiexec.exe (5.0.14393.2430)
C:\Windows\System32\iscsiexe.dll (10.0.14393.0)
C:\Windows\System32\schedsvc.dll (10.0.14393.3686)
C:\Windows\System32\bcrypt.dll (10.0.14393.2969)
C:\Windows\System32\win32kfull.sys (10.0.14393.3750)
C:\Windows\System32\rpcss.dll (10.0.14393.3143)
C:\Windows\System32\netlogon.dll (10.0.14393.3595)
C:\Windows\System32\wersvc.dll (10.0.14393.3750)
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sql-01 154415 Bbicokuit Heobxoammo HacTpoutb aBToMaTuyeckoe obHosneHne Windows (KB328010)

cpe:/o:microsoft:windows HKEY_LOCAL_MACHINE\Software\Policies\Microsoft\Windows\WindowsUpdate\AU!AUOptions:3
sql-01 288429 OGHoBNEeHUe Anst cucteMsl GesonacHocT SQL Server 2016 SP2 ansi cuctem Ha 6ase
64-pa3psgHbix (x64) npoueccopos (KB4505220)
cpe:/a:microsoft:sql_server:2016:sp2 C:\Program Files\Microsoft SQL Server\MSSQL13.SQLEXPRESS\MSSQL\Binn\sqlservr.exe
(2015.131.5026.0)
sql-01 316722 Bbicokuit O6HoBneHne ana cucteMbl 6esonacHocTn SQL Server 2016 Service Pack 2 GDR gnis
cucTeM Ha base 64-pa3psgHbix (x64) npoueccopos (KB4532097)
cpe:/a:microsoft:sql_server:2016:sp2 C:\Program Files\Microsoft SQL Server\MSSQL13.SQLEXPRESS\MSSQL\Binn\sqlservr.exe
(2015.131.5026.0)
sql-01 324648 HakonutenbHbin naket ana .NET Framework 4.8 ona Windows 10, Windows Server
2016 gnsa cuctem Ha 6ase 64-paspsaaHbix (x64) npoueccopos (KB4552926)
cpe:/a:microsoft:.net_framework:4.8 C:\Windows\Microsoft.NET\Framework\v4.0.30319\System.ServiceModel.dll (4.8.4110.0)
sql-01 345238 O6HoBneHue ana cuctemMbl 6esonacHocTn SQL Server 2016 SP2 GDR gnis cuctem Ha
6ase 64-pa3psaaHbix (x64) npoueccopos (KB4583460)
cpe:/a:microsoft:sql_server:2016:sp2 C:\Program Files\Microsoft SQL Server\MSSQL13.SQLEXPRESS\MSSQL\Binn\sqlservr.exe
(2015.131.5026.0)
sql-01 347882 HakonutenbHbit nakeT ans .NET Framework 4.8 ons Windows 10, Windows Server
2016 gns cuctem Ha 6a3e 64-paspagHbix (x64) npoueccopos (KB4601051)
cpe:/a:microsoft:.net_framework:4.8 C:\Windows\Microsoft. NET\Framework\v4.0.30319\System.Web.dIl (4.8.4110.0)
sql-01 378943 HakonutenbHbiit nakeT anst NET Framework 4.8 ans Windows Server 2016,
Windows 10 gns cuctem Ha 6a3e 64-pa3psgHbix (x64) npoueccopos (KB5008877)
cpe:/a:microsoft:.net_framework:4.8 C:\Windows\Microsoft. NET\Framework\v4.0.30319\System.Web.dll (4.8.4110.0)
sql-01 392279 HakonutenbHbii naket ansa .NET Framework 4.8 ana Windows Server 2016,
Windows 10 gns cuctem Ha 6a3e 64-pa3psgHbix (x64) npoueccopos (KB5013625)
cpe:/a:microsoft:.net_framework:4.8 C:\Windows\Microsoft.NET\Framework\v4.0.30319\mscorlib.dll (4.8.4110.0)
sql-01 397950 Bbicokuit O6HoBneHne ana cuctembl 6e3onacHocTn SQL Server 2016 SP2 GDR gns cuctem Ha
6ase 64-paspsaaHbix (x64) npoueccopos (KB5014365)
cpe:/a:microsoft:sql_server:2016:sp2 C:\Program Files\Microsoft SQL Server\MSSQL13.SQLEXPRESS\MSSQL\Binn\sqlservr.exe
(2015.131.5026.0)
sql-01 412357 HakonuTtenbHbit naket ansa .NET Framework 4.8 ons Windows Server 2016,
Windows 10 gns cuctem Ha 6a3e 64-pa3psagHbix (x64) npoueccopos (KB5020614)
cpe:/a:microsoft:.net_framework:4.8 C:\Windows\Microsoft.NET\Framework\v4.0.30319\System.Data.dll (4.8.3761.0)
sql-01 416740 Bhicokuit HakonutenbHbi naket gnsa .NET Framework 4.8 ons Windows Server 2016,
Windows 10 ans cuctem Ha 6a3e 64-pa3psaaHbix (x64) npoueccopos (KB5020873)
cpe:/a:microsoft:.net_framework:4.8 C:\Windows\Microsoft.NET\Framework\v4.0.30319\WPF\PresentationCore.dll (4.8.4110.0)
sql-01 166129 O6Hapy>xeHa HeobHoBNEHHasa Bepcus npogykta VMWare Tools
cpe:/a:vmware:tools C:\Program Files\VMware\VMware Tools\vmtoolsd.exe (11.0.1.15528)
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https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:46862
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:62820
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:66901
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:68791
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:73383
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:74793
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:81295
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:84221
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:85011
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:87504
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:87996
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:49803

CnucoK obHoBNEHNA

OGHoBneHne Puck: Kputuueckui

ALTX ID

204011 OGHoBneHuWe Ans cuctembl 6esonacHocT SQL Server 2016 SP2 (KB4293802)

OnucaHue

OT10 06HOBREHNe NpumeHsieTcs k Microsoft SQL Server 2016 SP2.

UcnpaBneHue

Heobxo04MMo yCTaHOBUTL akTyarnbHOe OOHOBMEHME OT NPOM3BOANTENS.

Ccbinku

oval:ru.altx-soft.win:def:56731
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:56 731

sqlserver2016-kb4293802-x64_c1482695978dbc413ce2836dab37a23fd93741ba.exe (VENDOR)
http://download.windowsupdate.com/d/msdownload/update/software/secu/2018/08/sqlserver2016-kb4293802-
x64 c1482695978dbc413ce2836dab37a23fd93741ba.exe

SQLServer2016-KB4293802-x64.exe (VENDOR)

CVE-2018-8273 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-quidance/advisory/CVE-2018-8273

97ed2c12-7f2e-4649-8eae-e25cb0b014c5 (MSWSUSID)

KB4293802 (Microsoft)
https://www.microsoft.com/en-us/download/details.aspx?id=57264

OGHoBReHne Puck: Kputuueckui

ALTXID 2020-07 HakonutenbHbin nakeT ansa .NET Framework 4.8 ana Windows Server 2016, Windows
330350 10 ans cuctem Ha 6ase 64-paspsaHbIx (x64) npoueccopos (KB4565628)

OnucaHue

B nporpammHom npoaykte Microsoft o6HapyxeHa npobnema 6e30nacHOCTU, KOTopasi MOXET MOBMNUSATL Ha Bally CUCTEMY.

UcnpaBneHue

Heobxogmmo YCTaHOBUTb akTyalibHOe oOHoBMEHMe oT nponssoaunTend.

Ccbinku

oval:ru.altx-soft.win:def:70253
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def: 70253

windows10.0-kb4565628-x64-ndp48_2b568c83ef9452555a34eca2b154adecale250a7.msu (VENDOR)
http://download.windowsupdate.com/d/msdownload/update/software/secu/2020/06/windows10.0-kb4565628-x64-
ndp48 2b568c83ef9452555a34eca2b154adecale250a7.msu

4dddfe48-efe2-4cdf-a822-a09e1591¢552 (MSWSUSID)
63a7d169-19a5-404f-b787-627a4ff58b2f (MSWSUSID)

CVE-2020-1147 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1147

KB4565628 (Microsoft)
https://catalog.update.microsoft.com/Search.aspx?q=KB4565628

O6GHoBneHne Puck: Kputnueckuin
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https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:56731
http://download.windowsupdate.com/d/msdownload/update/software/secu/2018/08/sqlserver2016-kb4293802-x64_c1482695978dbc413ce2836dab37a23fd93741ba.exe
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2018-8273
https://www.microsoft.com/en-us/download/details.aspx?id=57264
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:70253
http://download.windowsupdate.com/d/msdownload/update/software/secu/2020/06/windows10.0-kb4565628-x64-ndp48_2b568c83ef9452555a34eca2b154adeca0e250a7.msu
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1147
https://catalog.update.microsoft.com/Search.aspx?q=KB4565628

ALTXID 2020-07 YnyuweHue cTeka o6HoBneHwii ana Windows 10 Bepcumn 1607 n Windows Server 2016
330466 Ans cuctemM Ha 6ase 64-paspsgHbix (x64) npoueccopoB (KB4565912)

OnucaHue

B nporpammHom npoaykte Microsoft o6HapyeHa npo6nema 6e3onacHoOCTU, KoTopasi MOXKET MOBMMSATL Ha Bally CUCTEMY.

WUcnpaBneHue

HeobxoamMmo ycTaHOBUTL akTyarnbHOoe OGHOBIEHNE OT NPOM3BOAUTENS.

Ccbinku

oval:ru.altx-soft.win:def:70369
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:70369

windows10.0-kb4565912-x64_19eae0b34464284e4a96f9209e4ed7cd146d5a1e.msu (VENDOR)
http://download.windowsupdate.com/c/msdownload/update/software/secu/2020/07/windows10.0-kb4565912-
x64 19eae0b34464284e4a96f9209e4ed7cd146d5ale.msu

086d2ec9-7c85-467c-a843-f1527d841b09 (MSWSUSID)
0804dba3-719f-42c2-abab-099853cca881 (MSWSUSID)

CVE-2020-1346 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-quidance/advisory/CVE-2020-1346

KB4565912 (Microsoft)
https://catalog.update.microsoft.com/Search.aspx?q=KB4565912

O6HoBneHne Puck: Kputudeckui

ALTXID 2020-07 HakonuTtenbHbIM nakeT ana Windows Server 2016 n Windows 10 Bepcun 1607 ans
330470 cuctem Ha 6a3e 64-paspagHbIx (x64) npoueccopoB (KB4565511)

OnucaHue

B nporpammHom npoaykte Microsoft o6HapyxeHa npobnema 6e3onacHoOCTU, KoTopast MOXET MOBMNMSATL Ha Bally CUCTEMY.

UcnpaBneHue

HeobxoamMmo ycTaHOBUTL akTyarnbHOe OGHOBIEHNE OT NPOM3BOAUTENS.

Ccblinku
oval:ru.altx-soft.win:def:70373
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:70373
KB4561616 (Superseded)
windows10.0-kb4565511-x64_5d2481cbc9319147ad3c8f42e07a0ee182909be9.msu (VENDOR)

http://download.windowsupdate.com/c/msdownload/update/software/secu/2020/07/windows10.0-kb4565511-
x64_5d2481cbc9319147ad3c8f42e07a0ee182909be9.msu

c59¢cd6f3-fff6-4368-9321-3a1275583276 (MSWSUSID)

72f5¢c720-ee6c-48ae-904b-ec5449b9a560 (MSWSUSID)

CVE-2020-1344 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1344

CVE-2020-1333 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1333

CVE-2020-1249 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1249

CVE-2020-1374 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1374

CVE-2020-1402 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1402
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https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:70369
http://download.windowsupdate.com/c/msdownload/update/software/secu/2020/07/windows10.0-kb4565912-x64_19eae0b34464284e4a96f9209e4ed7cd146d5a1e.msu
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1346
https://catalog.update.microsoft.com/Search.aspx?q=KB4565912
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:70373
http://download.windowsupdate.com/c/msdownload/update/software/secu/2020/07/windows10.0-kb4565511-x64_5d2481cbc9319147ad3c8f42e07a0ee182909be9.msu
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1344
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1333
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1249
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1374
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1402

CVE-2020-1410 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1410
CVE-2020-1462 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1462
CVE-2020-1388 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1388
CVE-2020-1385 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1385
CVE-2020-1420 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1420
CVE-2020-1360 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1360
CVE-2020-1357 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1357
CVE-2020-1399 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1399
CVE-2020-1358 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1358
CVE-2020-1350 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1350
CVE-2020-1351 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1351
CVE-2020-1352 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1352
CVE-2020-1371 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1371
CVE-2020-1468 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1468
CVE-2020-1401 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1401
CVE-2020-1365 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1365
CVE-2020-1085 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1085
CVE-2020-1403 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1403
CVE-2020-1433 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1433
CVE-2020-1421 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1421
CVE-2020-1400 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1400
CVE-2020-1432 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1432
CVE-2020-1412 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1412
CVE-2020-1361 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1361
CVE-2020-1362 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1362
CVE-2020-1373 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1373
CVE-2020-1354 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1354
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1410
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1462
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1388
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1385
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1420
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1360
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1357
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1399
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1358
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1350
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1351
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1352
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1371
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1468
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1401
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1365
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1085
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1403
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1433
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1421
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1400
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1432
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1412
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1361
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1362
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1373
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1354

CVE-2020-1356 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-quidance/advisory/CVE-2020-1356
CVE-2020-1411 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1411
CVE-2020-1395 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1395
CVE-2020-1353 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1353
CVE-2020-1359 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-quidance/advisory/CVE-2020-1359
CVE-2020-1369 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1369
CVE-2020-1427 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1427
CVE-2020-1364 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-quidance/advisory/CVE-2020-1364
CVE-2020-1370 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1370
CVE-2020-1404 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1404
CVE-2020-1398 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1398
CVE-2020-1409 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-quidance/advisory/CVE-2020-1409
CVE-2020-1390 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1390
CVE-2020-1436 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1436
CVE-2020-1393 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1393
CVE-2020-1406 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-quidance/advisory/CVE-2020-1406
CVE-2020-1389 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1389
CVE-2020-1396 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1396
CVE-2020-1267 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-quidance/advisory/CVE-2020-1267
CVE-2020-1336 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1336
CVE-2020-1463 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1463
CVE-2020-1413 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-quidance/advisory/CVE-2020-1413
CVE-2020-1434 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-quidance/advisory/CVE-2020-1434
CVE-2020-1437 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1437
CVE-2020-1407 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-quidance/advisory/CVE-2020-1407
CVE-2020-1438 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-quidance/advisory/CVE-2020-1438
CVE-2020-1435 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1435
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1356
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1411
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1395
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1353
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1359
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1369
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1427
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1364
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1370
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1404
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1398
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1409
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1390
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1436
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1393
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1406
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1389
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1396
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1267
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1336
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1463
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1413
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1434
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1437
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1407
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1438
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1435

CVE-2020-1368 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1368
CVE-2020-1419 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1419
CVE-2020-1408 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1408
CVE-2020-1397 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1397
CVE-2020-1429 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1429
CVE-2020-1428 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1428
CVE-2020-1430 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1430
CVE-2020-1384 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1384
CVE-2020-1147 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1147
KB4565511 (Microsoft)
https://catalog.update.microsoft.com/Search.aspx?q=KB4565511

OGHoBREHNE Puck: Kputnueckun

ALTXID HakonutenbHbin nakeT gna .NET Framework 4.8 ans Windows 10, Windows Server 2016 ans
334521 cuctem Ha 6ase 64-pas3psagHbix (x64) npoueccopoB (KB4569746)

OnucaHue

B nporpammHom npoaykte Microsoft o6HapyxeHa npobnema 6e3onacHoOCTU, KOTopasi MOXKET MOBMMSATh HA Bally CUCTEMY.

WUcnpaBneHue

HeobxoamMmo ycTaHOBUTL akTyarnbHOe OGHOBINEHNE OT NPOM3BOANTENS.

Ccbinku

oval:ru.altx-soft.win:def:70796
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:70796

windows10.0-kb4569746-x64-ndp48_d0493cbcc6681dc3b4f6418d879ed011f226ba25.msu (VENDOR)
http://download.windowsupdate.com/d/msdownload/update/software/secu/2020/07 /windows10.0-kb4569746-x64-
ndp48_d0493cbcc6681dc3b4f6418d879ed011f226ba25.msu

50e4212b-ed73-49ac-8c5c-bd90af3f6a74 (MSWSUSID)

b3d9d297-418f-46e3-86cc-ed6362eb154b (MSWSUSID)

CVE-2020-1476 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1476

KB4569746 (Microsoft)
https://catalog.update.microsoft.com/Search.aspx?q=KB4569746

O6HoBneHne Puck: Kputudeckui

ALTXID HakonutenbHbi naket ansa Windows 10 Bepcumn 1607 n Windows Server 2016 gnsi cuctem Ha
334585 6a3e 64-pa3psagHbix (x64) npoueccopoB (KB4571694)

OnucaHue

B nporpammHom npoaykte Microsoft o6HapyxeHa npobnema 6e3onacHOCTU, KoTopasi MOXKET MOBMNMSATL Ha Bally CUCTEMY.

UcnpaBneHue

22


https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1368
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1419
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1408
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1397
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1429
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1428
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1430
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1384
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1147
https://catalog.update.microsoft.com/Search.aspx?q=KB4565511
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:70796
http://download.windowsupdate.com/d/msdownload/update/software/secu/2020/07/windows10.0-kb4569746-x64-ndp48_d0493cbcc6681dc3b4f6418d879ed011f226ba25.msu
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1476
https://catalog.update.microsoft.com/Search.aspx?q=KB4569746

Heob6xoammo YCTaHOBUTb aKTyalnbHOEe obHoBMeHue oT npounssogunTens.

Ccbinku
oval:ru.altx-soft.win:def:70860
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:70860
KB4565511 (Superseded)
windows10.0-kb4571694-x64_220af1e3a18ef36cb4abe3d34a3ce15ce656753b.msu (VENDOR)

http://download.windowsupdate.com/d/msdownload/update/software/secu/2020/08/windows10.0-kb457 1694-
x64_220af1e3a18ef36cb4abe3d34a3ce15ce656753b.msu

ec438944-1e2f-4f6d-b23e-0069e7647acf (MSWSUSID)
cf7a53b4-c18c-4c38-b4ef-711043f4d178 (MSWSUSID)
CVE-2020-1383 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1383
CVE-2020-1339 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1339
CVE-2020-1377 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1377
CVE-2020-1473 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1473
CVE-2020-1474 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1474
CVE-2020-1337 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1337
CVE-2020-1464 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1464
CVE-2020-1466 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1466
CVE-2020-1467 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1467
CVE-2020-1485 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1485
CVE-2020-1584 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1584
CVE-2020-1486 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1486
CVE-2020-1489 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1489
CVE-2020-1539 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1539
CVE-2020-1547 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1547
CVE-2020-1550 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1550
CVE-2020-1554 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1554
CVE-2020-1558 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1558
CVE-2020-1561 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1561
CVE-2020-1510 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1510
CVE-2020-1515 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1515



https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:70860
http://download.windowsupdate.com/d/msdownload/update/software/secu/2020/08/windows10.0-kb4571694-x64_220af1e3a18ef36cb4abe3d34a3ce15ce656753b.msu
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1383
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1339
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1377
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1473
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1474
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1337
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1464
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1466
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1467
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1485
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1584
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1486
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1489
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1539
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1547
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1550
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1554
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1558
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1561
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1510
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1515

CVE-2020-1538 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1538
CVE-2020-1046 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1046
CVE-2020-1553 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1553
CVE-2020-1587 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1587
CVE-2020-1478 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1478
CVE-2020-1520 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1520
CVE-2020-1511 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1511
CVE-2020-1529 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1529
CVE-2020-1544 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1544
CVE-2020-1525 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1525
CVE-2020-1537 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1537
CVE-2020-1519 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1519
CVE-2020-1470 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1470
CVE-2020-1475 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1475
CVE-2020-1565 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1565
CVE-2020-1567 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1567
CVE-2020-1477 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1477
CVE-2020-1543 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1543
CVE-2020-1556 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1556
CVE-2020-1484 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1484
CVE-2020-1531 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1531
CVE-2020-1535 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1535
CVE-2020-1536 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1536
CVE-2020-1518 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1518
CVE-2020-1522 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1522
CVE-2020-1516 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1516
CVE-2020-1566 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1566
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1538
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1046
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1553
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1587
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1478
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1520
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1511
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1529
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1544
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1525
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1537
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1519
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1470
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1475
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1565
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1567
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1477
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1543
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1556
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1484
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1531
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1535
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1536
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1518
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1522
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1516
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1566

CVE-2020-1509 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1509
CVE-2020-1521 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1521
CVE-2020-1527 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1527
CVE-2020-1541 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1541
CVE-2020-1542 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1542
CVE-2020-1530 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1530
CVE-2020-1534 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1534
CVE-2020-1487 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1487
CVE-2020-1562 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1562
CVE-2020-1564 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1564
CVE-2020-1488 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1488
CVE-2020-1579 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1579
CVE-2020-1552 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1552
CVE-2020-1557 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1557
CVE-2020-1378 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1378
CVE-2020-1472 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1472
CVE-2020-1577 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1577
CVE-2020-1540 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1540
CVE-2020-1545 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1545
CVE-2020-1546 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1546
CVE-2020-1551 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1551
CVE-2020-1526 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1526
CVE-2020-1533 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1533
CVE-2020-1492 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1492
CVE-2020-1568 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1568
CVE-2020-1512 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1512
CVE-2020-1513 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1513
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1509
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1521
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1527
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1541
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1542
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1530
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1534
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1487
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1562
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1564
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1488
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1579
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1552
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1557
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1378
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1472
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1577
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1540
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1545
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1546
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1551
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1526
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1533
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1492
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1568
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1512
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1513

CVE-2020-1517 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1517
CVE-2020-1490 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1490
CVE-2020-1549 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1549
CVE-2020-1570 (Microsoft)
https://portal. msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1570
CVE-2020-1380 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1380
CVE-2020-1379 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1379
CVE-2020-1476 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1476

KB4571694 (Microsoft)
https://catalog.update.microsoft.com/Search.aspx?q=KB4571694

OGHoBREHne Puck: Kputuueckui

ALTXID HakonutenbHbin naket gna Windows Server 2016 n Windows 10 Bepcumn 1607 gna cuctem Ha

336098 6ase 64-pa3paaHbix (x64) npoueccopos (KB4577015)

OnucaHune

B nporpammHom npoaykte Microsoft o6HapyxeHa npobnema 6e30nacHOCTU, KOTopasi MOXET MOBMNUSATL Ha Bally CUCTEMY.

UcnpaBneHue
Heobxoammo ycTaHOBUTL akTyanbHoe 06HOBEHUE OT MPOM3BOANTENS.

Ccbinku

oval:ru.altx-soft.win:def:71252
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:71252

KB4571694 (Superseded)

windows10.0-kb4577015-x64_0e838646b432d7b5360fffd0f12365ca181d475d.msu (VENDOR)
http://download.windowsupdate.com/d/msdownload/update/software/secu/2020/09/windows10.0-kb4577015-

x64_0e838646b432d7b5360fffd0f12365ca181d475d.msu
6fa76bfe-50a8-4387-beba-0ab551736216 (MSWSUSID)
c3a56d50-56c4-4194-a672-93da34558a39 (MSWSUSID)
CVE-2020-1039 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1039
CVE-2020-1038 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1038
CVE-2020-1091 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1091
CVE-2020-1083 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1083
CVE-2020-0911 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0911
CVE-2020-0908 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0908
CVE-2020-0904 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0904

CVE-2020-1152 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-quidance/advisory/CVE-2020-1152
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1517
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1490
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1549
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1570
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1380
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1379
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1476
https://catalog.update.microsoft.com/Search.aspx?q=KB4571694
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:71252
http://download.windowsupdate.com/d/msdownload/update/software/secu/2020/09/windows10.0-kb4577015-x64_0e838646b432d7b5360fffd0f12365ca181d475d.msu
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1039
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1038
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1091
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1083
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0911
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0908
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0904
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1152

CVE-2020-1133 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1133
CVE-2020-1129 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1129
CVE-2020-0838 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0838
CVE-2020-0836 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0836
CVE-2020-0782 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0782
CVE-2020-1013 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1013
CVE-2020-1471 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1471
CVE-2020-0664 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0664
CVE-2020-0718 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0718
CVE-2020-1589 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1589
CVE-2020-0790 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0790
CVE-2020-1593 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1593
CVE-2020-1180 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1180
CVE-2020-0648 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0648
CVE-2020-1228 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1228
CVE-2020-1376 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1376
CVE-2020-1308 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1308
CVE-2020-0837 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0837
CVE-2020-1030 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1030
CVE-2020-1245 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1245
CVE-2020-1052 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1052
CVE-2020-0914 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0914
CVE-2020-1097 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1097
CVE-2020-1172 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1172
CVE-2020-1598 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1598
CVE-2020-1074 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1074
CVE-2020-0998 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0998
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1133
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1129
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0838
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0836
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0782
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1013
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1471
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0664
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0718
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1589
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0790
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1593
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1180
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0648
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1228
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1376
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1308
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0837
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1030
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1245
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1052
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0914
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1097
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1172
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1598
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1074
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0998

CVE-2020-16854 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-quidance/advisory/CVE-2020-16854

CVE-2020-0875 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0875
CVE-2020-1256 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1256
CVE-2020-0856 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0856
CVE-2020-0870 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0870
CVE-2020-1285 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1285
CVE-2020-0951 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0951
CVE-2020-0839 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0839
CVE-2020-0878 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0878
CVE-2020-1508 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1508
CVE-2020-0912 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0912
CVE-2020-0997 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0997
CVE-2020-0766 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0766
CVE-2020-1146 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1146
CVE-2020-1057 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1057
CVE-2020-1012 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1012
CVE-2020-1252 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1252
CVE-2020-0886 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0886
CVE-2020-1053 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1053
CVE-2020-1031 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1031
CVE-2020-1034 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1034
CVE-2020-1250 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1250
CVE-2020-0761 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0761
CVE-2020-1596 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1596
CVE-2020-0921 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0921
CVE-2020-1115 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1115
CVE-2020-1491 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1491
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16854
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0875
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1256
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0856
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0870
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1285
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0951
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0839
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0878
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1508
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0912
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0997
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0766
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1146
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1057
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1012
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1252
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0886
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1053
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1031
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1034
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1250
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0761
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1596
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0921
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1115
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1491

CVE-2020-0941 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0941
CVE-2020-0922 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0922
CVE-2020-1559 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1559
CVE-2020-1130 (Microsoft)
https://portal. msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1130
KB4577015 (Microsoft)
https://catalog.update.microsoft.com/Search.aspx?q=KB4577015

OGHoBREHNE Puck: Kputnueckuin

ALTXID HakonutenbHbin naket ana Windows Server 2016 n Windows 10 Bepcuu 1607 u Windows
338765 Server 2016 ansa cuctem Ha 6ase 64-pa3paaHbix (x64) npoueccopos (KB4580346)

OnucaHue
B nporpammHom npogykte Microsoft o6HapyxeHa npobnema 6e30nacHOCTH, KOTOpPas MOXET MOBNUATb Ha Bally CUCTEMY.
UcnpaBneHue
Heobxoommo ycTaHoBUTL akTyarnbHoe OGHOBMNEHNE OT NPOM3BOANTENS.

Ccbinku

oval:ru.altx-soft.win:def:71861
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def: 71861

KB4577015 (Superseded)

windows10.0-kb4580346-x64_1b5d07a6251f5794fe6a6¢c0069d39d302c5412d3.msu (VENDOR)

http://download.windowsupdate.com/c/msdownload/update/software/secu/2020/10/windows10.0-kb4580346-
x64_1b5d07a6251f5794fe6a6c0069d39d302c5412d3.msu

a33fefeb-b078-4cde-b9b9-f3473007bef2 (MSWSUSID)
d0112564-f9f1-4bc0-a077-6510a9918638 (MSWSUSID)
CVE-2020-16885 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16885
CVE-2020-16924 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16924
CVE-2020-16910 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16910
CVE-2020-16940 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16940
CVE-2020-16900 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16900
CVE-2020-16935 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16935
CVE-2020-16894 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16894
CVE-2020-16919 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16919
CVE-2020-16912 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16912
CVE-2020-16916 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16916
CVE-2020-1243 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1243



https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0941
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0922
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1559
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1130
https://catalog.update.microsoft.com/Search.aspx?q=KB4577015
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:71861
http://download.windowsupdate.com/c/msdownload/update/software/secu/2020/10/windows10.0-kb4580346-x64_1b5d07a6251f5794fe6a6c0069d39d302c5412d3.msu
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16885
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16924
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16910
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16940
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16900
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16935
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16894
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16919
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16912
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16916
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1243

CVE-2020-16976 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-quidance/advisory/CVE-2020-16976
CVE-2020-16915 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-quidance/advisory/CVE-2020-16915
CVE-2020-16972 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16972
CVE-2020-16914 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16914
CVE-2020-16896 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-quidance/advisory/CVE-2020-16896
CVE-2020-16897 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-quidance/advisory/CVE-2020-16897
CVE-2020-16892 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16892
CVE-2020-16891 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16891
CVE-2020-0764 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-quidance/advisory/CVE-2020-0764
CVE-2020-16980 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16980
CVE-2020-16939 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16939
CVE-2020-16936 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-quidance/advisory/CVE-2020-16936
CVE-2020-16922 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16922
CVE-2020-16905 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16905
CVE-2020-16975 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-quidance/advisory/CVE-2020-16975
CVE-2020-16887 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16887
CVE-2020-16974 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16974
CVE-2020-16889 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16889
CVE-2020-16902 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-quidance/advisory/CVE-2020-16902
CVE-2020-16920 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16920
CVE-2020-16973 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16973
CVE-2020-16909 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16909
CVE-2020-16911 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16911
CVE-2020-16927 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16927
CVE-2020-16923 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-quidance/advisory/CVE-2020-16923
CVE-2020-16876 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-quidance/advisory/CVE-2020-16876
CVE-2020-16967 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16967
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16976
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16915
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16972
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16914
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16896
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16897
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16892
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16891
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0764
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16980
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16939
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16936
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16922
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16905
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16975
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16887
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16974
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16889
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16902
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16920
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16973
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16909
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16911
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16927
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16923
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16876
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16967

CVE-2020-1167 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1167

CVE-2020-16968 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16968

CVE-2020-16937 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-quidance/advisory/CVE-2020-16937

KB4580346 (Microsoft)
https://www.catalog.update.microsoft.com/Search.aspx?q=KB4580346

OGHoBneHne Puck: Kputuueckui

ALTXID HakonutenbHbin naket ana Windows Server 2016 u Windows Server 2016 u Windows 10
340899 Bepcum 1607 gnsa cuctem Ha 6a3e 64-paspsagHbix (x64) npoueccopoB (KB4586830)

OnucaHue

B nporpammHom npoaykte Microsoft o6HapyeHa npobnema 6e3onacHOCTU, KOTopasi MOXXET MOBMNUSATL Ha Bally CUCTEMY.

UcnpaBneHue

HeobxoamMmo ycTaHOBUTb akTyarnbHOe OGHOBIEHNE OT NPOM3BOANTENS.

Ccblinku
oval:ru.altx-soft.win:def:72633
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:726 33
KB4580346 (Superseded)
windows10.0-kb4586830-x64_30c6444c0319caa72579a4c59e2e93d756dc9f21.msu (VENDOR)

http://download.windowsupdate.com/c/msdownload/update/software/secu/2020/11/windows10.0-kb4586830-
x64_30c6444c0319caa72579a4c59e2e93d756dc9f21.msu

1a7fb4a0-3f63-4aed-9c1a-d0c20e852b26 (MSWSUSID)
b3513228-4cd5-4356-8b51-11d0168158ca (MSWSUSID)
CVE-2020-17001 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17001
CVE-2020-17024 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17024
CVE-2020-17041 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17041
CVE-2020-17054 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17054
CVE-2020-17071 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17071
CVE-2020-17014 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17014
CVE-2020-17011 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17011
CVE-2020-17034 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17034
CVE-2020-17027 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17027
CVE-2020-17052 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17052
CVE-2020-17058 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17058
CVE-2020-17038 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17038
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https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1167
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16968
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-16937
https://www.catalog.update.microsoft.com/Search.aspx?q=KB4580346
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:72633
http://download.windowsupdate.com/c/msdownload/update/software/secu/2020/11/windows10.0-kb4586830-x64_30c6444c0319caa72579a4c59e2e93d756dc9f21.msu
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17001
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17024
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17041
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17054
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17071
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17014
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17011
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17034
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17027
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17052
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17058
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17038

CVE-2020-16998 (Microsoft)
https://msrc.microsoft.com/update-quide/vulnerability/ CVE-2020-16998
CVE-2020-17056 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17056
CVE-2020-17087 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17087
CVE-2020-17046 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17046
CVE-2020-17040 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17040
CVE-2020-17028 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17028
CVE-2020-17044 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17044
CVE-2020-17029 (Microsoft)
https://msrc.microsoft.com/update-quide/vulnerability/CVE-2020-17029
CVE-2020-16997 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-16997
CVE-2020-17048 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17048
CVE-2020-17036 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17036
CVE-2020-17069 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17069
CVE-2020-17068 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17068
CVE-2020-17047 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17047
CVE-2020-17033 (Microsoft)
https://msrc.microsoft.com/update-quide/vulnerability/CVE-2020-17033
CVE-2020-17043 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17043
CVE-2020-17088 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17088
CVE-2020-17032 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17032
CVE-2020-17049 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17049
CVE-2020-17035 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2020-17035
CVE-2020-17055 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17055
CVE-2020-17007 (Microsoft)
https://msrc.microsoft.com/update-quide/vulnerability/ CVE-2020-17007
CVE-2020-17042 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17042
CVE-2020-17025 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2020-17025
CVE-2020-17031 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17031
CVE-2020-17000 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17000
CVE-2020-17075 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2020-17075
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-16998
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17056
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17087
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17046
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17040
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17028
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17044
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17029
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-16997
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17048
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17036
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17069
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17068
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17047
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17033
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17043
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17088
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17032
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17049
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17035
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17055
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17007
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17042
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17025
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17031
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17000
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17075

CVE-2020-17113 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2020-17113
CVE-2020-17026 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2020-17026
CVE-2020-17045 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2020-17045
CVE-2020-17057 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17057
CVE-2020-1599 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-1599
CVE-2020-16999 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-16999
CVE-2020-17037 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17037
CVE-2020-17051 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17051
CVE-2020-17004 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2020-17004
KB4586830 (Microsoft)
https://catalog.update.microsoft.com/Search.aspx?q=KB4586830

OGHoBREHNE Puck: Kputnueckun

ALTXID HakonutenbHbi naket ana Windows 10 Bepcumn 1607 n Windows Server 2016 u Windows
343654 Server 2016 gnsa cuctem Ha 6a3e 64-pa3psaaHbix (x64) npoueccopoB (KB4593226)

OnucaHue

B nporpammHom npoaykte Microsoft o6HapyxeHa npobnema 6e3onacHoOCTU, KOTopasi MOXKET MOBMMSATh HA Bally CUCTEMY.

WUcnpaBneHue

HeobxoamMmo ycTaHOBUTL akTyarnbHOe OGHOBINEHNE OT NPOM3BOANTENS.

Ccbinku
oval:ru.altx-soft.win:def:73037
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:73037
KB4586830 (Superseded)
windows10.0-kb4593226-x64_d58938ce2e7c111c8e8f0c0bdc80f0e57defbf4d.msu (VENDOR)

http://download.windowsupdate.com/d/msdownload/update/software/secu/2020/12/windows10.0-kb4593226-
x64 d58938ce2e7c¢111c8e8f0cO0bdc80f0e57defbf4d.msu

ele5bcdd-4e8e-4235-a8aa-e4379460d650 (MSWSUSID)
67eab6a6-099b-42c5-86ce-63681f58ebd2 (MSWSUSID)
CVE-2020-17095 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2020-17095
CVE-2020-17138 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17138
CVE-2020-17098 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17098
CVE-2020-17092 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17092
CVE-2020-16963 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-16963

CVE-2020-17099 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2020-17099
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17113
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17026
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17045
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17057
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-1599
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-16999
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17037
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17051
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17004
https://catalog.update.microsoft.com/Search.aspx?q=KB4586830
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:73037
http://download.windowsupdate.com/d/msdownload/update/software/secu/2020/12/windows10.0-kb4593226-x64_d58938ce2e7c111c8e8f0c0bdc80f0e57defbf4d.msu
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17095
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17138
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17098
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17092
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-16963
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17099

CVE-2020-17097 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2020-17097
CVE-2020-16958 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2020-16958
CVE-2020-16959 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-16959
CVE-2020-17096 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17096
CVE-2020-16964 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2020-16964
CVE-2020-16962 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-16962
CVE-2020-16960 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-16960
CVE-2020-17140 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2020-17140
CVE-2020-16961 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2020-16961
KB4593226 (Microsoft)
https://www.catalog.update.microsoft.com/Search.aspx?q=KB4593226

OGHoBREHNE Puck: Kputnueckun

ALTXID HakonutenbHbi naket ana Windows 10 Bepcumn 1607 n Windows Server 2016 u Windows
345258 Server 2016 gnsa cuctem Ha 6a3e 64-pa3psaaHbix (x64) npoueccopoB (KB4598243)

OnucaHue

B nporpammHom npoaykte Microsoft o6HapyxeHa npobnema 6e3onacHoOCTU, KOTopasi MOXKET MOBMMSATh HA Bally CUCTEMY.

WUcnpaBneHue

HeobxoamMmo ycTaHOBUTL akTyarnbHOe OGHOBINEHNE OT NPOM3BOANTENS.

Ccbinku
oval:ru.altx-soft.win:def:73403
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def: 73403
KB4593226 (Superseded)
windows10.0-kb4598243-x64_a96fed949c557064b0e105745a5524717ad72ab2.msu (VENDOR)

http://download.windowsupdate.com/c/msdownload/update/software/secu/2021/01/windows 10.0-kb459824 3-
x64_a96fed949c557064b0e105745a5524717ad72ab2.msu

6e9e0208-fc41-4e59-8812-7226b1cb9929 (MSWSUSID)
8a0b74e5-7a74-4095-91a8-f445032477ed (MSWSUSID)
CVE-2021-1693 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-1693
CVE-2021-1697 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1697
CVE-2021-1651 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1651
CVE-2021-1655 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1655
CVE-2021-1708 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-1708

CVE-2021-1657 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1657
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17097
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-16958
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-16959
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17096
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-16964
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-16962
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-16960
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-17140
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-16961
https://www.catalog.update.microsoft.com/Search.aspx?q=KB4593226
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:73403
http://download.windowsupdate.com/c/msdownload/update/software/secu/2021/01/windows10.0-kb4598243-x64_a96fed949c557064b0e105745a5524717ad72ab2.msu
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1693
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1697
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1651
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1655
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1708
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1657

CVE-2021-1661 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1661
CVE-2021-1683 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-1683
CVE-2021-1705 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-1705
CVE-2021-1686 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1686
CVE-2021-1701 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-1701
CVE-2021-1667 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1667
CVE-2021-1674 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-1674
CVE-2021-1710 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1710
CVE-2021-1689 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-1689
CVE-2021-1704 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-1704
CVE-2021-1648 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1648
CVE-2021-1649 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1649
CVE-2021-1650 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1650
CVE-2021-1702 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-1702
CVE-2021-1637 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1637
CVE-2021-1676 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-1676
CVE-2021-1684 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-1684
CVE-2021-1696 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1696
CVE-2021-1668 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1668
CVE-2021-1669 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-1669
CVE-2021-1645 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1645
CVE-2021-1658 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1658
CVE-2021-1700 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1700
CVE-2021-1652 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-1652
CVE-2021-1653 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1653
CVE-2021-1654 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-1654
CVE-2021-1656 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-1656
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1661
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1683
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1705
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1686
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1701
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1667
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1674
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1710
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1689
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1704
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1648
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1649
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1650
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1702
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1637
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1676
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1684
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1696
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1668
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1669
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1645
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1658
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1700
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1652
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1653
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1654
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1656

CVE-2021-1706 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-1706
CVE-2021-1664 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1664
CVE-2021-1685 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-1685
CVE-2021-1666 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1666
CVE-2021-1671 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1671
CVE-2021-1681 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1681
CVE-2021-1687 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-1687
CVE-2021-1678 (Microsoft)
https://msrc.microsoft.com/update-quide/vulnerability/ CVE-2021-1678
CVE-2021-1709 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1709
CVE-2021-1688 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-1688
CVE-2021-1692 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1692
CVE-2021-1665 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1665
CVE-2021-1659 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1659
CVE-2021-1660 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-1660
CVE-2021-1690 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-1690
CVE-2021-1673 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1673
CVE-2021-1695 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-1695
CVE-2021-1679 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1679
CVE-2021-1680 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1680
CVE-2021-1642 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-1642
CVE-2021-1694 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1694
CVE-2021-1699 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-1699
KB4598243 (Microsoft)
https://catalog.update.microsoft.com/Search.aspx?q=KB4598243

O6HoBREeHNEe Puck: Kputnueckui

ALTXID HakonutenbHbin naket ansa Windows Server 2016 n Windows Server 2016 n Windows 10
347914 Bepcun 1607 ana cuctem Ha 6a3e 64-pa3psaaHbix (x64) npoueccopoB (KB4601318)

OnucaHue

B nporpammHom npogykte Microsoft o6HapyxeHa npobnema 6e30nacHOCTH, KOTOpasa MOXET MOBMUATb Ha Bally CUCTEMY.



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1706
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1664
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1685
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1666
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1671
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1681
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1687
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1678
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1709
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1688
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1692
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1665
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1659
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1660
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1690
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1673
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1695
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1679
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1680
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1642
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1694
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1699
https://catalog.update.microsoft.com/Search.aspx?q=KB4598243

UcnpaBneHune

Heobxogmmo YCTaHOBUTb aKTyalnbHOE obHoBMeHMe oT npon3BoanTenA.

Ccbinkm
oval:ru.altx-soft.win:def:74825
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:74825
KB4598243 (Superseded)

windows10.0-kb4601318-x64_0e3c1261a7405cf824f2ab40c2cfc0efff18214b.msu (VENDOR)
http://download.windowsupdate.com/c/msdownload/update/software/secu/2021/02/windows 10.0-kb4601318-
x64_0e3c1261a7405cf824f2ab40c2cfcOefff18214b.msu
c9f46838-f8fd-4cf9-9d56-a7908273fb6b (MSWSUSID)
dfe12b9f-0ab7-4452-9678-c5e92b4f6329 (MSWSUSID)
CVE-2021-24096 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-24096
CVE-2021-24094 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-24094
CVE-2021-24093 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-24093
CVE-2021-24091 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-24091
CVE-2021-24088 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-24088
CVE-2021-1734 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1734
CVE-2021-1727 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-1727
CVE-2021-1722 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-1722
CVE-2021-24111 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-24111
CVE-2021-24080 (Microsoft)
https://msrc.microsoft.com/update-quide/vulnerability/ CVE-2021-24080
CVE-2021-25195 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-25195
CVE-2021-24102 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-24102
CVE-2021-24083 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-24083
CVE-2021-24103 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-24 103
CVE-2021-24076 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-24076
CVE-2021-24081 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-24081
CVE-2021-24086 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-24086
CVE-2021-24079 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-24079
CVE-2021-24078 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-24078
CVE-2021-24077 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-24077



https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:74825
http://download.windowsupdate.com/c/msdownload/update/software/secu/2021/02/windows10.0-kb4601318-x64_0e3c1261a7405cf824f2ab40c2cfc0efff18214b.msu
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-24096
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-24094
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-24093
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-24091
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-24088
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1734
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1727
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1722
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-24111
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-24080
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-25195
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-24102
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-24083
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-24103
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-24076
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-24081
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-24086
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-24079
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-24078
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-24077

CVE-2021-24082 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-24082

CVE-2021-24074 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-24074

KB4601318 (Microsoft)
https://catalog.update.microsoft.com/Search.aspx?q=KB4601318

OGHoBREHNE Puck: Kputnueckun

ALTXID O6HoBneHue cnyxe6Horo cteka ans Windows 10 Version 1607 u Windows Server 2016 gns
349043 cuctem Ha 6ase npoueccopoB x64 (KB5001078)

OnucaHue

OT0 06HOBNEHME BHOCUT YIyuLLIEHUS Ka4yecTBa B CTeK 06CNyXMBaHUS, KOTOPbIA ABASIETCS KOMMNOHEHTOM AMsi YCTaHOBKN
obHoeneHun ans Windows.

UcnpaBneHue
Heobxoammo ycTaHOBUTL akTyanbHOe OGHOBIEHUE OT MPOM3BOANTENS.

Ccbinku

oval:ru.altx-soft.win:def:75235
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def: 75235

windows10.0-kb5001078-x64_6bdd193b6f54fa8d068f031775b1932e26703f73.msu (VENDOR)
http://download.windowsupdate.com/c/msdownload/update/software/secu/2021/02/windows10.0-kb5001078-
x64_6bdd193b6f54fa8d068f031775b193226703f73.msu

99e788ad-3a4d-4d49-a4d5-802bfa4b593c (MSWSUSID)

15f69535-877f-4372-9abb-a96bd43b8fa0 (MSWSUSID)

KB5001078 (Microsoft)
https://catalog.update.microsoft.com/Search.aspx?q=KB5001078

OGHoBREHNe Puck: Kputudeckui

ALTXID HakonutenbHbin naket ana Windows Server 2016 n Windows Server 2016 u Windows 10
349195 Bepcum 1607 gnsa cuctem Ha 6a3e 64-paspsagHbix (x64) npoueccopoB (KB5000803)

OnucaHue

B nporpammHom npoaykte Microsoft o6HapyeHa npobnema 6e3onacHOCTU, KOTopasi MOXXET MOBMNMSATL Ha Bally CUCTEMY.

UcnpaBneHue

Heobxo04MMo yCTaHOBUTL akTyarnbHOe OOHOBMEHME OT NPOU3BOANTENS.

Ccbinku
oval:ru.altx-soft.win:def:75387
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def: 75387
KB4601318 (Superseded)

windows10.0-kb5000803-x64_0d1c8a35a2c0a30245f33b66590cb3ece2039865.msu (VENDOR)
http://download.windowsupdate.com/c/msdownload/update/software/secu/2021/03/windows10.0-kb5000803-
x64_0d1c8a35a2c0a30245f33b66590cb3ece2039865.msu

abd74871-ea87-49aa-b3fe-866acad9b23f2 (MSWSUSID)

1c9e8fa2-ec69-479f-a063-80ab109e2692 (MSWSUSID)

CVE-2021-26892 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26892

CVE-2021-26872 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-26872
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-24082
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-24074
https://catalog.update.microsoft.com/Search.aspx?q=KB4601318
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:75235
http://download.windowsupdate.com/c/msdownload/update/software/secu/2021/02/windows10.0-kb5001078-x64_6bdd193b6f54fa8d068f031775b1932e26703f73.msu
https://catalog.update.microsoft.com/Search.aspx?q=KB5001078
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:75387
http://download.windowsupdate.com/c/msdownload/update/software/secu/2021/03/windows10.0-kb5000803-x64_0d1c8a35a2c0a30245f33b66590cb3ece2039865.msu
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26892
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26872

CVE-2021-26868 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26868
CVE-2021-26866 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26866
CVE-2021-26865 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-26865
CVE-2021-26864 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26864
CVE-2021-26862 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26862
CVE-2021-26861 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-26861
CVE-2021-24107 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-24107
CVE-2021-26873 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26873
CVE-2021-26895 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-26895
CVE-2021-27063 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-27063
CVE-2021-26875 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26875
CVE-2021-26901 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-26901
CVE-2021-26898 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26898
CVE-2021-26877 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-26877
CVE-2021-26894 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26894
CVE-2021-26871 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-26871
CVE-2021-26885 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-26885
CVE-2021-26897 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26897
CVE-2021-26411 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-26411
CVE-2021-26882 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26882
CVE-2021-26881 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-26881
CVE-2021-1640 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-1640
CVE-2021-26879 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-26879
CVE-2021-26893 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-26893
CVE-2021-27077 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-27077
CVE-2021-26886 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26886
CVE-2021-26899 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-26899
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26868
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26866
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26865
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26864
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26862
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26861
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-24107
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26873
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26895
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-27063
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26875
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26901
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26898
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26877
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26894
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26871
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26885
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26897
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26411
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26882
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26881
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1640
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26879
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26893
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-27077
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26886
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26899

CVE-2021-26880 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26880
CVE-2021-26896 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26896
CVE-2021-26891 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-26891
CVE-2021-26869 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26869
CVE-2021-26884 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26884
CVE-2021-26878 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-26878
KB5000803 (Microsoft)
https://catalog.update.microsoft.com/Search.aspx?q=KB5000803

O6HoBneHne Puck: Kputudeckui

ALTXID HakonutenbHbi naket gna Windows 10 Bepcumn 1607 n Windows Server 2016 gnsi cuctem Ha

352129 6a3e 64-pa3psagHbix (x64) npoueccopos (KB5001347)

OnucaHue

B nporpammHom npoaykte Microsoft o6HapyeHa npo6nema 6e3onacHoOCTU, KoTopasi MOXKET MOBMMSATL Ha Bally CUCTEMY.

UcnpaBneHue

HeobxoamMmo ycTaHOBUTL akTyarnbHOe OGHOBIEHNE OT NPOM3BOANTENS.

Ccbinku
oval:ru.altx-soft.win:def:75976

https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def: 75976

KB5000803 (Superseded)

windows10.0-kb5001347-x64_eeba2a1a7376795518efc9a9a46378a5545b52ad.msu (VENDOR)
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001347-

x64_eeba2a1a7376795518efc9a9a46378a5545b52ad.msu
c56abc14-518b-4c83-ae8e-146dd97f6f55 (MSWSUSID)
dfa69929-77e0-47cc-ab7c-f15b02e7dac3 (MSWSUSID)
CVE-2021-28329 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-28329
CVE-2021-28337 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28337
CVE-2021-28350 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28350
CVE-2021-28439 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28439
CVE-2021-28323 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28323
CVE-2021-28338 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28338
CVE-2021-28351 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-28351
CVE-2021-28443 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28443
CVE-2021-28434 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28434
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26880
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26896
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26891
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26869
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26884
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26878
https://catalog.update.microsoft.com/Search.aspx?q=KB5000803
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:75976
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001347-x64_eeba2a1a7376795518efc9a9a46378a5545b52ad.msu
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28329
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28337
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28350
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28439
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28323
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28338
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28351
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28443
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28434

CVE-2021-28344 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28344
CVE-2021-28330 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28330
CVE-2021-28445 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-28445
CVE-2021-28341 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-28341
CVE-2021-28332 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28332
CVE-2021-26416 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-26416
CVE-2021-28349 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28349
CVE-2021-28447 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28447
CVE-2021-28440 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28440
CVE-2021-28342 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-28342
CVE-2021-28343 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28343
CVE-2021-28331 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-28331
CVE-2021-27089 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-27089
CVE-2021-28335 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-28335
CVE-2021-28446 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28446
CVE-2021-28356 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28356
CVE-2021-28327 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28327
CVE-2021-28309 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28309
CVE-2021-28320 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28320
CVE-2021-28317 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28317
CVE-2021-28333 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28333
CVE-2021-28348 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28348
CVE-2021-28316 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28316
CVE-2021-28436 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28436
CVE-2021-27093 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-27093
CVE-2021-27094 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-27094
CVE-2021-28318 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28318
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28344
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28330
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28445
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28341
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28332
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26416
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28349
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28447
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28440
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28342
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28343
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28331
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-27089
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28335
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28446
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28356
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28327
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28309
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28320
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28317
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28333
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28348
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28316
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28436
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-27093
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-27094
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28318

CVE-2021-28444 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28444
CVE-2021-28336 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28336
CVE-2021-27079 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-27079
CVE-2021-28326 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28326
CVE-2021-28311 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-28311
CVE-2021-28315 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-28315
CVE-2021-28325 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-28325
CVE-2021-28328 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28328
CVE-2021-28435 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-28435
CVE-2021-28345 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-28345
CVE-2021-28357 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28357
CVE-2021-26413 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26413
CVE-2021-27072 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-27072
CVE-2021-28340 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28340
CVE-2021-28353 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28353
CVE-2021-28347 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28347
CVE-2021-26415 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-26415
CVE-2021-27095 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-27095
CVE-2021-27096 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-27096
CVE-2021-28354 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28354
CVE-2021-28358 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28358
CVE-2021-28352 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28352
CVE-2021-28339 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-28339
CVE-2021-28355 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-28355
CVE-2021-28437 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-28437
CVE-2021-28334 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28334
CVE-2021-28346 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28346
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28444
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28336
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-27079
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28326
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28311
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28315
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28325
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28328
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28435
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28345
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28357
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26413
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-27072
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28340
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28353
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28347
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26415
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-27095
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-27096
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28354
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28358
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28352
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28339
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28355
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28437
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28334
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28346

KB5001347 (Microsoft)
https://catalog.update.microsoft.com/Search.aspx?q=KB5001347

OGHoBreHne Puck: Kputudeckui

ALTX ID 2021-05 HakonutenbHbin naket ana Windows Server 2016 n Windows Server 2016 n Windows

10 Bepcum 1607 u Windows 10 Bepcum 1607 gnsa cuctem Ha 6a3e 64-pa3psgHbix (x64)

355483 npoueccopos (KB5003197)

OnucaHue

B nporpammHom npoaykte Microsoft o6HapyeHa npobnema 6e3onacHoOCTU, KoTopasi MOXKET MOBIMSATL Ha Bally CUCTEMY.

UcnpaBneHue

HeobxoamMmo ycTaHOBUTL akTyarnbHoe OGHOBMNEHNE OT NPOM3BOAUTENS.

Ccbinku
oval:ru.altx-soft.win:def:76541

https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def: 76541

KB5001347 (Superseded)

windows10.0-kb5003197-x64_3c1c26ff7d68f8a8f3b28f8e9f6004bd155133b9.msu (VENDOR)
http://download.windowsupdate.com/c/msdownload/update/software/secu/2021/05/windows 10.0-kb5003197-

x64_3c1c26ff7d68{8a8f3b28f8e9f6004bd155133b9.msu
f1030e73-d865-4372-8336-44c90376afe2 (MSWSUSID)
52aeaa2b-1f47-42f9-8dbc-26d429923dc0 (MSWSUSID)
CVE-2021-26419 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26419
CVE-2021-28455 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-28455
CVE-2021-31184 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31184
CVE-2021-28476 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28476
CVE-2020-24587 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-24587
CVE-2020-26144 (Microsoft)
https://msrc.microsoft.com/update-quide/vulnerability/ CVE-2020-26 144
CVE-2021-31188 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31188
CVE-2021-31194 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31194
CVE-2021-31187 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-31187
CVE-2020-24588 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-24588
CVE-2021-31193 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31193
CVE-2021-31186 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31186
CVE-2021-28479 (Microsoft)
https://msrc.microsoft.com/update-quide/vulnerability/ CVE-2021-28479
CVE-2021-31182 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31182
KB5003197 (Microsoft)
https://catalog.update.microsoft.com/Search.aspx?q=KB5003197
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https://catalog.update.microsoft.com/Search.aspx?q=KB5001347
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:76541
http://download.windowsupdate.com/c/msdownload/update/software/secu/2021/05/windows10.0-kb5003197-x64_3c1c26ff7d68f8a8f3b28f8e9f6004bd155133b9.msu
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26419
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28455
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31184
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28476
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-24587
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-26144
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31188
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31194
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31187
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2020-24588
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31193
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31186
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-28479
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31182
https://catalog.update.microsoft.com/Search.aspx?q=KB5003197

O6HoBneHne Puck: Kputnueckun

ALTXID OGHoBneHue cteka ans Windows 10 Bepcum 1607 u Windows Server 2016 ansi cuctem Ha 6a3se
358668 64-pa3psagHbix (x64) npoueccopoB (KB5001402)

OnucaHue

OTO OOGHOBMNEHME NOBbLILLAET KAYECTBO CTEKA 06CNYXMBAHWSA, KOTOPLIN SBNAETCA KOMMNOHEHTOM, yCTaHaBNMBaLWnM o6HOBNEHMS
Windows.

UcnpaBneHune

Heobxogmmo YCTaHOBUTb aKTyalnbHOEe obHoBMeHMe OT npon3soanTenA.

Ccbinku
oval:ru. altx-soft win:def:76878

windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu (VENDOR)
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-
x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu

95335a9a-923a-47b2-abb1-7584d685de6a (MSWSUSID)
9fdcec2c-e6ce-4ac0-b672-768a7eb15567 (MSWSUSID)

KB5001402 (Microsoft)
https://catalog.update.microsoft.com/Search.aspx?q=KB5001402

OGHoBrneHne Puck: Kputuueckui

ALTXID HakonutenbHbin naket gna Windows 10 Bepcumn 1607 u Windows Server 2016 gnsa cuctem Ha
358874 6a3e 64-pa3psapHbix (x64) npoueccopos (KB5003638)

OnucaHune

B nporpammHom npogykTte Microsoft o6HapyxeHa npo6nema 6e30nacHOCTU, KOTopasi MOXET NOBMNUSTL Ha Bally CUCTEMY.

UcnpaBneHue
Heobxoammo ycTaHOBUTL akTyanbHoe 06HOBEHUE OT MPOM3BOANTENS.

Ccbinku
oval:ru.altx-soft.win:def:77072
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:77072
KB5003197 (Superseded)
windows10.0-kb5003638-x64_9e5832229128c78967aaeec8b832e1314414a503.msu (VENDOR)

http://download.windowsupdate.com/c/msdownload/update/software/secu/2021/06/windows10.0-kb5003638-
x64 _9e5832229128c¢78967aaeec8b832e1314414a503.msu

6e59dec4-9c28-40da-8b51-033f0a0e229f (MSWSUSID)
17b46563-df34-4749-9958-ee53b89a6c3a (MSWSUSID)
CVE-2021-31976 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31976
CVE-2021-31199 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31199
CVE-2021-31971 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31971
CVE-2021-31201 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31201
CVE-2021-33742 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-33742
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https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:76878
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/04/windows10.0-kb5001402-x64_0108fcc32c0594f8578c3787babb7d84e6363864.msu
https://catalog.update.microsoft.com/Search.aspx?q=KB5001402
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:77072
http://download.windowsupdate.com/c/msdownload/update/software/secu/2021/06/windows10.0-kb5003638-x64_9e5832229128c78967aaeec8b832e1314414a503.msu
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31976
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31199
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31971
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31201
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-33742

CVE-2021-31959 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31959
CVE-2021-31962 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31962
CVE-2021-31975 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-31975
CVE-2021-31977 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31977
CVE-2021-31973 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31973
CVE-2021-31972 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-31972
CVE-2021-1675 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-1675
CVE-2021-31956 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31956
CVE-2021-31954 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31954
CVE-2021-31953 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31953
CVE-2021-26414 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26414
CVE-2021-31958 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31958
CVE-2021-31968 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31968
CVE-2021-31970 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31970
CVE-2021-31974 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31974

KB5003638 (Microsoft)
https://catalog.update.microsoft.com/Search.aspx?q=KB5003638

O6HoBREeHne Puck: Kputnueckui

ALTX'ID HakonutenbHbin naket ana Windows Server 2016 n Windows 10 Bepcuun 1607 u Windows
363412 Server 2016 gna cuctem Ha 6a3e 64-paspsaaHbix (x64) npoueccopos (KB5004238)

OnucaHune

B nporpammHom npogykte Microsoft o6HapyxeHa npobnema 6e30nacHOCTH, KOTOpPas MOXET MOBMUATb Ha Bally CUCTEMY.

UcnpaBneHune

Heobxogmmo YCTaHOBUTb aKTyalnbHOE obHoBMeHMe oT npon3BoanTenA.

Ccbinkun
oval:ru.altx-soft.win:def:77730
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def: 77730
KB5003638 (Superseded)

windows10.0-kb5004238-x64_e3dd1cf22b1146f2469ef31f5fec0f47c8b5960b.msu (VENDOR)
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004238-
x64_e3dd1cf22b1146f2469ef31f5fec0f47c8b5960b.msu

2ed6cabd-625f-4543-b546-b2423632¢94a (MSWSUSID)
6fcea985-ea2b-4150-ae40-e5f728155047 (MSWSUSID)
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31959
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31962
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31975
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31977
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31973
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31972
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1675
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31956
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31954
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31953
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26414
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31958
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31968
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31970
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31974
https://catalog.update.microsoft.com/Search.aspx?q=KB5003638
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:77730
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004238-x64_e3dd1cf22b1146f2469ef31f5fec0f47c8b5960b.msu

CVE-2021-34448 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-34448
CVE-2021-33786 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-33786
CVE-2021-34460 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34460
CVE-2021-34454 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34454
CVE-2021-34458 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-34458
CVE-2021-34459 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-34459
CVE-2021-34496 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34496
CVE-2021-34446 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-34446
CVE-2021-34494 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-34494
CVE-2021-34444 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34444
CVE-2021-34504 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34504
CVE-2021-34511 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34511
CVE-2021-34516 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-34516
CVE-2021-34509 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34509
CVE-2021-34499 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34499
CVE-2021-34498 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-34498
CVE-2021-34512 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34512
CVE-2021-34456 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34456
CVE-2021-34455 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34455
CVE-2021-34447 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34447
CVE-2021-34514 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34514
CVE-2021-34492 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-34492
CVE-2021-34500 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34500
CVE-2021-33746 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-33746
CVE-2021-31979 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-31979
CVE-2021-33745 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-33745
CVE-2021-33754 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-33754
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34448
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-33786
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34460
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34454
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34458
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34459
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34496
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34446
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34494
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34444
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34504
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34511
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34516
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34509
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34499
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34498
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34512
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34456
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34455
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34447
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34514
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34492
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34500
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-33746
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31979
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-33745
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-33754

CVE-2021-34457 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-34457
CVE-2021-33782 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-33782
CVE-2021-33771 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-33771
CVE-2021-33763 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-33763
CVE-2021-33759 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-33759
CVE-2021-33756 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-33756
CVE-2021-33749 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-33749
CVE-2021-31183 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-31183
CVE-2021-33773 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-33773
CVE-2021-33761 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-33761
CVE-2021-33758 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-33758
CVE-2021-34442 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-34442
CVE-2021-34491 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-34491
CVE-2021-33752 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-33752
CVE-2021-33751 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-33751
CVE-2021-33750 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-33750
CVE-2021-33788 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-33788
CVE-2021-33783 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-33783
CVE-2021-33780 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-33780
CVE-2021-33779 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-33779
CVE-2021-34493 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34493
CVE-2021-34507 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-34507
CVE-2021-34441 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-34441
CVE-2021-34439 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34439
CVE-2021-34440 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-34440
CVE-2021-34476 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-34476
CVE-2021-34462 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-34462
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34457
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-33782
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-33771
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-33763
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-33759
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-33756
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-33749
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-31183
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-33773
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-33761
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-33758
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34442
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34491
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-33752
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-33751
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-33750
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-33788
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-33783
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-33780
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-33779
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34493
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34507
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34441
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34439
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34440
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34476
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34462

CVE-2021-33757 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-33757
CVE-2021-34497 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34497
CVE-2021-33765 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-33765
CVE-2021-33764 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-33764
CVE-2021-34525 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-34525
KB5004238 (Microsoft)
https://catalog.update.microsoft.com/Search.aspx?q=KB5004238

O6HoBReHne Puck: Kputnueckui

ALTXID HakonutenbHbii nakeT ans Windows Server 2016 u Windows 10 Bepcumn 1607 ans cuctem Ha
363436 6a3e 64-pa3paaHbix (x64) npoueccopoB (KB5004948)

OnucaHue

B nporpammHom npogykte Microsoft o6HapyxeHa npobnema 6e30nacHOCTH, KOTOpas MOXET MOBMUATb Ha Bally CUCTEMY.

WUcnpaBneHue

Heob6xoammo YCTaHOBUTb aKTyalibHOEe obHoBMeHMe oT npounsBoanTeEnA.

Ccbinkn
oval:ru.altx-soft.win:def:77754
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def: 77754

windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu (VENDOR)

http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-
x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu

7f73ace1-c0ca-40dc-a9c1-4084876ee2ea (MSWSUSID)
df7c1760-b639-4a3f-90e2-b1b145348721 (MSWSUSID)

CVE-2021-34527 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-34527

KB5004948 (Microsoft)
https://catalog.update.microsoft.com/Search.aspx?q=KB5004948

O6GHoBREHNE Puck: Kputnueckun

ALTX ID HakonutenbHbi naket ana Windows Server 2016 n Windows 10 Bepcuu 1607 gnsi cuctem Ha
365013 6a3se 64-pa3psagHbix (x64) npoueccopos (KB5005043)

OnucaHue

B nporpammHom npoaykte Microsoft o6HapyxeHa npobnema 6e3onacHOCTU, KOTopasi MOXKET MOBMMSATL HA Bally CUCTEMY.

UcnpaBneHue

HeobxoamMmo ycTaHOBUTL akTyarnbHOoe OGHOBMNEHNE OT NPOM3BOAUTENS.

Ccbinkun

oval:ru.altx-soft.win:def:78196
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def: 78196

KB5004238 (Superseded)
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-33757
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34497
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-33765
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-33764
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34525
https://catalog.update.microsoft.com/Search.aspx?q=KB5004238
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:77754
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/07/windows10.0-kb5004948-x64_206b586ca8f1947fdace0008ecd7c9ca77fd6876.msu
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527
https://catalog.update.microsoft.com/Search.aspx?q=KB5004948
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:78196

windows10.0-kb5005043-x64_6e39252b88646ca55582da59e6f86a021d8b6ddd.msu (VENDOR)
http://download.windowsupdate.com/c/msdownload/update/software/secu/2021/08/windows 10.0-kb500504 3-
x64_6e39252b88646ca55582da59e6f86a021d8b6ddd.msu

981b7926-a2ae-4b34-a98f-43bbf8df1db1 (MSWSUSID)
0c0f9c68-12c4-4511-91d4-837f306e6ec6 (MSWSUSID)
CVE-2021-34537 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34537
CVE-2021-34536 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34536
CVE-2021-34535 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-34535
CVE-2021-34534 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34534
CVE-2021-34483 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-34483
CVE-2021-34480 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34480
CVE-2021-34530 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34530
CVE-2021-36947 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36947
CVE-2021-26432 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26432
CVE-2021-36933 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36933
CVE-2021-36938 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36938
CVE-2021-36942 (Microsoft)
https://msrc.microsoft.com/update-quide/vulnerability/ CVE-2021-36942
CVE-2021-26425 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-26425
CVE-2021-36926 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-36926
CVE-2021-34533 (Microsoft)
https://msrc.microsoft.com/update-quide/vulnerability/ CVE-2021-34533
CVE-2021-34487 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34487
CVE-2021-26426 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26426
CVE-2021-34481 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-34481
CVE-2021-26424 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26424
CVE-2021-34484 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34484
CVE-2021-26433 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26433
CVE-2021-36937 (Microsoft)
https://msrc.microsoft.com/update-quide/vulnerability/ CVE-2021-36937
CVE-2021-36936 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36936
CVE-2021-36932 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36932



http://download.windowsupdate.com/c/msdownload/update/software/secu/2021/08/windows10.0-kb5005043-x64_6e39252b88646ca55582da59e6f86a021d8b6ddd.msu
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34537
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34536
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34535
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34534
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34483
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34480
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34530
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36947
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26432
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36933
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36938
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36942
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26425
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36926
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34533
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34487
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26426
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34481
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26424
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34484
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26433
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36937
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36936
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36932

KB5005043 (Microsoft)
https://catalog.update.microsoft.com/Search.aspx?q=KB5005043

OGHoBreHne Puck: Kputudeckui

ALTXID 2021-09 HakonutenbHbin nakeT ana Windows Server 2016 n Windows 10 Bepcuun 1607 gnsa 64-

368070 6uTtHbix OC (KB5005573)

OnucaHue

B nporpammHom npoaykte Microsoft o6HapyxeHa npobnema 6e30nacHOCTU, KOTopasi MOXET MOBMNUSATL Ha Bally CUCTEMY.

UcnpaBneHue
Heobxoammo ycTaHOBUTL akTyanbHOe 06HOBMEHUE OT MPOM3BOANTENS.

Ccbinku
oval:ru.altx-soft.win:def:78858

https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def: 78858

KB5005043 (Superseded)

windows10.0-kb5005573-x64_682e94716592a0f0585b0741ab94840d5b9957de.msu (VENDOR)
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/09/windows10.0-kb500557 3-

x64_68ae94716592a0f0585b0741ab94840d5b9957de.msu
c0f4232a-cc39-4aee-9e1b-cd94c82fe95b (MSWSUSID)
43d5a72f-641e-4484-b50c-b9b6aabaf4a2 (MSWSUSID)
CVE-2021-36964 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36964
CVE-2021-36962 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36962
CVE-2021-36961 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36961
CVE-2021-36963 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36963
CVE-2021-36959 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36959
CVE-2021-38635 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-38635
CVE-2021-38636 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38636
CVE-2021-38629 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38629
CVE-2021-38628 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38628
CVE-2021-38634 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38634
CVE-2021-36955 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36955
CVE-2021-36960 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36960
CVE-2021-40444 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40444
CVE-2021-36958 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36958
CVE-2021-36967 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36967
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https://catalog.update.microsoft.com/Search.aspx?q=KB5005043
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:78858
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/09/windows10.0-kb5005573-x64_68ae94716592a0f0585b0741ab94840d5b9957de.msu
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36964
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36962
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36961
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36963
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36959
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38635
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38636
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38629
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38628
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38634
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36955
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36960
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40444
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36958
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36967

CVE-2021-36974 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36974
CVE-2021-36969 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36969
CVE-2021-36973 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36973
CVE-2021-36972 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36972
CVE-2021-38667 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38667
CVE-2021-38639 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38639
CVE-2021-38638 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38638
CVE-2021-26435 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26435
CVE-2021-40447 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-40447
CVE-2021-38671 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38671
CVE-2021-36965 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36965
CVE-2021-38633 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38633
CVE-2021-38630 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38630
CVE-2021-38632 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38632
CVE-2021-38624 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38624

KB5005573 (Microsoft)
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5005573

O6HoBREeHne Puck: Kputnueckui

ALTXID 2021-09 O6HoBneHue cTeka ans Windows 10 Bepcun 1607 n Windows Server 2016 ans cuctem
368934 Ha 6a3e 64-pa3paaHbix (x64) npoueccopos (KB5005698)

OnucaHune

OT0 OGHOBNEHNE NOBLILIAET KAYECTBO CTEKA 0B6CNYXUBAHMS, KOTOPbIW SBNSETCS KOMMNOHEHTOM, YCTaHaBMMBAOLLUM OGHOBNEHUS]
Windows.

WUcnpaBneHue

HeobxoamMmo ycTaHOBUTL akTyarnbHOe OGHOBIIEHNE OT NPOM3BOANTENS.

Ccbinku
oval:ru.altx-soft.win:def:78991
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def: 78991
windows10.0-kb5005698-x64_ff882b0a9dccc0c3f52673ba3ecf4a2a3b2386ca.msu (VENDOR)

http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/09/windows10.0-kb5005698-
x64 _ff882b0a9dccc0c3f52673ba3ecf4a2a3b2386¢ca.msu

73f45b23-8537-455d-83fd-840e7e¢93b835 (MSWSUSID)

8c551e9a-6277-450d-8da7-2e3¢c22fd7f28 (MSWSUSID)

CVE-2020-1346 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1346
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36974
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36969
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36973
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36972
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38667
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38639
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38638
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26435
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40447
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38671
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36965
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38633
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38630
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38632
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38624
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5005573
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:78991
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/09/windows10.0-kb5005698-x64_ff882b0a9dccc0c3f52673ba3ecf4a2a3b2386ca.msu
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1346

KB5005698 (Microsoft)
https://catalog.update.microsoft.com/Search.aspx?q=KB5005698

OGHoBreHne Puck: Kputudeckui

ALTXID HakonutenbHbin naket gna Windows 10 Bepcumn 1607 u Windows Server 2016 gnsa cuctem Ha

369738 6ase 64-pa3paaHbix (x64) npoueccopos (KB5006669)

OnucaHue

B nporpammHom npoaykte Microsoft o6HapyxeHa npobnema 6e30nacHOCTU, KOTopasi MOXET MOBMNUSATL Ha Bally CUCTEMY.

UcnpaBneHue
Heobxoammo ycTaHOBUTL akTyanbHOe 06HOBMEHUE OT MPOM3BOANTENS.

Ccbinku
oval:ru.altx-soft.win:def:79447

https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def: 79447

KB5005573 (Superseded)

windows10.0-kb5006669-x64_aa5c931de237226eae4f333915750dbd998a8534.msu (VENDOR)
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/10/windows10.0-kb5006669-

x64_aa5c931de237226eae4f333915750dbd998a8534.msu
9e9f7802-8e6f-431b-8b9d-5bb6ec636084 (MSWSUSID)
ff623435-c638-4c25-a907-843fa16c22b3 (MSWSUSID)
CVE-2021-38663 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38663
CVE-2021-38662 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38662
CVE-2021-41343 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-41343
CVE-2021-41340 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-41340
CVE-2021-41337 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-41337
CVE-2021-40489 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40489
CVE-2021-36970 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36970
CVE-2021-41332 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-41332
CVE-2021-40465 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-40465
CVE-2021-26442 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-26442
CVE-2021-40470 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40470
CVE-2021-41347 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-41347
CVE-2021-41345 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-41345
CVE-2021-41335 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-41335
CVE-2021-40478 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40478
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https://catalog.update.microsoft.com/Search.aspx?q=KB5005698
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:79447
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/10/windows10.0-kb5006669-x64_aa5c931de237226eae4f333915750dbd998a8534.msu
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38663
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38662
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-41343
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-41340
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-41337
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40489
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36970
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-41332
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40465
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26442
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40470
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-41347
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-41345
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-41335
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40478

CVE-2021-40460 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40460
CVE-2021-36953 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36953
CVE-2021-40477 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40477
CVE-2021-40455 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40455
CVE-2021-40476 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40476
CVE-2021-41342 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-41342
CVE-2021-41338 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-41338
CVE-2021-40469 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40469
CVE-2021-41361 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-41361
CVE-2021-41331 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-41331
CVE-2021-40466 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40466
CVE-2021-40467 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40467
CVE-2021-40449 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40449
CVE-2021-40443 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40443
CVE-2021-40463 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40463
CVE-2021-26441 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-26441
CVE-2021-40488 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40488
KB5006669 (Microsoft)
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5006669

OGHoBneHne Puck: Kputuueckuin

ALTXID HakonutenbHbin naket ana Windows Server 2016 n Windows 10 Bepcumn 1607 gnsa cuctem Ha

371774 6ase 64-paspsaHsbix (x64) npoueccopos (KB5007192)

OnucaHue

B nporpammHom npoaykte Microsoft o6HapyeHa npobnema 6e3onacHOCTU, KOTopasi MOXXET MOBMNMSATL Ha Bally CUCTEMY.

UcnpaBneHue

Heobxo4MMo yCTaHOBUTL akTyarnibHoe OOHOBMEHME OT NPOU3BOANTENS.

Ccbinku
oval:ru.altx-soft.win:def:79908

https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def: 79908

KB5006669 (Superseded)
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40460
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36953
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40477
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40455
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40476
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-41342
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-41338
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40469
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-41361
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-41331
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40466
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40467
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40449
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40443
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40463
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26441
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40488
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5006669
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:79908

windows10.0-kb5007192-x64_1eb621234dd4a597a97769935f46fc868c5800d9.msu (VENDOR)
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/11/windows 10.0-kb5007192-
x64_1eb621234dd4a597a97769935f46fc868c5800d9.msu
b4d62358-72b3-448f-a0c8-2dc6da3f116a (MSWSUSID)
b46facc0-2ab7-42b7-ad8b-116a7375a6f8 (MSWSUSID)
CVE-2021-42283 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-42283
CVE-2021-38665 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-38665
CVE-2021-42277 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-42277
CVE-2021-42276 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-42276
CVE-2021-42287 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-42287
CVE-2021-42285 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-42285
CVE-2021-42275 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-42275
CVE-2021-42274 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-42274
CVE-2021-41371 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-41371
CVE-2021-41366 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-41366
CVE-2021-42284 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-42284
CVE-2021-41370 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-41370
CVE-2021-42280 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-42280
CVE-2021-42279 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-42279
CVE-2021-41379 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-41379
CVE-2021-42278 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-42278
CVE-2021-41356 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-41356
CVE-2021-38666 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38666
CVE-2021-42282 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-42282
CVE-2021-36957 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-36957
CVE-2021-41377 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-41377
CVE-2021-41367 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-41367
CVE-2021-42291 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-42291
CVE-2021-38631 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38631



http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/11/windows10.0-kb5007192-x64_1eb621234dd4a597a97769935f46fc868c5800d9.msu
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-42283
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38665
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-42277
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-42276
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-42287
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-42285
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-42275
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-42274
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-41371
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-41366
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-42284
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-41370
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-42280
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-42279
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-41379
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-42278
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-41356
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38666
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-42282
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36957
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-41377
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-41367
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-42291
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-38631

KB5007192 (Microsoft)
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5007192

OGHoBreHne Puck: Kputudeckui

ALTXID HakonutenbHbin naket gna Windows Server 2016 n Windows 10 Bepcumn 1607 gnsa cuctem Ha

375603 6a3e 64-pa3psagHbIx (x64) npoueccopos (KB5008207)

OnucaHue

B nporpammHom npoaykte Microsoft o6HapyxeHa npobnema 6e30nacHOCTU, KOTopasi MOXET MOBMNUSATL Ha Bally CUCTEMY.

UcnpaBneHue
Heobxoammo ycTaHOBUTL akTyanbHOe 06HOBMEHUE OT MPOM3BOANTENS.

Ccbinku

oval:ru.altx-soft.win:def:80680
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:80680

KB5007192 (Superseded)

windows10.0-kb5008207-x64_cf6806ca21959c09136350ee37096950189f1023.msu (VENDOR)
http://download.windowsupdate.com/c/msdownload/update/software/secu/2021/12/windows10.0-kb5008207-

x64_cf6806ca21959c09136350ee37096950189f1023.msu
eab5b5e5-da97-4947-bf50-6b6dc39f7545 (MSWSUSID)
26442219-060c-42a5-8a7f-c16f5ebf6345 (MSWSUSID)
CVE-2021-43224 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43224
CVE-2021-43207 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43207
CVE-2021-43235 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-43235
CVE-2021-43226 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43226
CVE-2021-43234 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43234
CVE-2021-43230 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43230
CVE-2021-43236 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43236
CVE-2021-43223 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43223
CVE-2021-43222 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43222
CVE-2021-43238 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43238
CVE-2021-43893 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43893
CVE-2021-43217 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43217
CVE-2021-43233 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43233
CVE-2021-43232 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43232
CVE-2021-43231 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43231
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https://www.catalog.update.microsoft.com/Search.aspx?q=KB5007192
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:80680
http://download.windowsupdate.com/c/msdownload/update/software/secu/2021/12/windows10.0-kb5008207-x64_cf6806ca21959c09136350ee37096950189f1023.msu
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43224
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43207
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43235
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43226
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43234
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43230
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43236
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43223
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43222
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43238
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43893
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43217
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43233
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43232
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43231

CVE-2021-43229 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43229
CVE-2021-43227 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43227
CVE-2021-43248 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43248
CVE-2021-41333 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-41333
CVE-2021-43883 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43883
CVE-2021-43215 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2021-43215
CVE-2021-43216 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43216
KB5008207 (Microsoft)
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5008207

OGHoBREHne Puck: Kputuueckui

ALTXID HakonutenbHbin naket gna Windows Server 2016 n Windows 10 Bepcumn 1607 gna cuctem Ha

379027 6a3e 64-pa3psagHbIx (x64) npoueccopoB (KB5009546)

OnucaHune

B nporpammHom npoaykte Microsoft o6HapyxeHa npobnema 6e30nacHOCTU, KOTopasi MOXET MOBMNUSATL Ha Bally CUCTEMY.

UcnpaBneHue
Heobxoammo ycTaHOBUTL akTyanbHoe 06HOBEHUE OT MPOM3BOANTENS.

Ccbinku
oval:ru.altx-soft.win:def:81379

https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:81379

KB5008207 (Superseded)

windows10.0-kb5009546-x64_d3ab97e9f811d7bf19c268e5e6b5e00e92e110ed.msu (VENDOR)
http://download.windowsupdate.com/d/msdownload/update/software/secu/2022/01/windows10.0-kb5009546-

x64_d3ab97e9f811d7bf19c268e5e6b5e00e92e110ed.msu
fb0dfddc-417b-4fd7-bd09-20e1c3aa2cc9 (MSWSUSID)
8079b98e-dcea-4997-9a8b-4ff02e13481d (MSWSUSID)
CVE-2022-21881 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-21881
CVE-2022-21860 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21860
CVE-2022-21848 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-21848
CVE-2022-21864 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21864
CVE-2022-21859 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21859
CVE-2022-21871 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-21871
CVE-2022-21902 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-21902
CVE-2022-21928 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21928
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43229
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43227
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43248
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-41333
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43883
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43215
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-43216
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5008207
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:81379
http://download.windowsupdate.com/d/msdownload/update/software/secu/2022/01/windows10.0-kb5009546-x64_d3ab97e9f811d7bf19c268e5e6b5e00e92e110ed.msu
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21881
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21860
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21848
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21864
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21859
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21871
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21902
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21928

CVE-2022-21901 (Microsoft)
https://msrc.microsoft.com/update-quide/vulnerability/ CVE-2022-21901
CVE-2022-21849 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-21849
CVE-2022-21879 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-21879
CVE-2022-21873 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21873
CVE-2022-21964 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21964
CVE-2022-21874 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-21874
CVE-2022-21843 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21843
CVE-2022-21894 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21894
CVE-2022-21893 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-21893
CVE-2022-21903 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21903
CVE-2022-21836 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21836
CVE-2022-21892 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21892
CVE-2022-21897 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-21897
CVE-2022-21870 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-21870
CVE-2022-21868 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21868
CVE-2022-21867 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21867
CVE-2022-21910 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21910
CVE-2022-21959 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21959
CVE-2022-21883 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21883
CVE-2022-21890 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21890
CVE-2022-21895 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21895
CVE-2022-21851 (Microsoft)
https://msrc.microsoft.com/update-quide/vulnerability/ CVE-2022-21851
CVE-2022-21833 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21833
CVE-2022-21963 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-21963
CVE-2022-21915 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21915
CVE-2022-21876 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21876
CVE-2022-21919 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-21919
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21901
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21849
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21879
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21873
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21964
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21874
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21843
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21894
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21893
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21903
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21836
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21892
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21897
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21870
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21868
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21867
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21910
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21959
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21883
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21890
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21895
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21851
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21833
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21963
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21915
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21876
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21919

CVE-2022-21958 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21958
CVE-2022-21838 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21838
CVE-2022-21962 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-21962
CVE-2022-21884 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21884
CVE-2022-21924 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21924
CVE-2022-21904 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21904
CVE-2022-21866 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21866
CVE-2022-21920 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21920
CVE-2022-21857 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21857
CVE-2022-21862 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-21862
CVE-2022-21863 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21863
CVE-2022-21850 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21850
CVE-2022-21885 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-21885
CVE-2022-21916 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21916
CVE-2022-21889 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21889
CVE-2022-21878 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21878
CVE-2022-21922 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-21922
CVE-2022-21900 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21900
CVE-2022-21908 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21908
CVE-2022-21913 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21913
CVE-2022-21960 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21960
CVE-2022-21880 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21880
CVE-2022-21834 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21834
CVE-2022-21835 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-21835
CVE-2022-21875 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21875
CVE-2022-21925 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-21925
CVE-2022-21961 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21961
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21958
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21838
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21962
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21884
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21924
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21904
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21866
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21920
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21857
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21862
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21863
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21850
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21885
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21916
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21889
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21878
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21922
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21900
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21908
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21913
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21960
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21880
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21834
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21835
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21875
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21925
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21961

CVE-2022-21905 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21905

CVE-2022-21914 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21914

CVE-2022-21911 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21911

KB5009546 (Microsoft)
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5009546

OGHoBneHne Puck: Kputuueckui

ALTXID HakonutenbHbin naket ansa Windows Server 2016 n Windows 10 Bepcumn 1607 gnsa cuctem Ha

381016 6a3e 64-pa3psaaHbix (x64) npoueccopos (KB5010359)

OnucaHue

B nporpammHom npoaykte Microsoft o6HapyeHa npobnema 6e3onacHOCTU, KOTopasi MOXXET MOBMNUSATL Ha Bally CUCTEMY.

UcnpaBneHue

HeobxoamMmo ycTaHOBUTb akTyarnbHOe OGHOBIEHNE OT NPOM3BOANTENS.

Ccbinku
oval:ru.altx-soft.win:def:81999

https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:8 1999

KB5009546 (Superseded)

windows10.0-kb5010359-x64_f0b427c713754e50609ad0fa7054607a5d404f37.msu (VENDOR)
http://download.windowsupdate.com/d/msdownload/update/software/secu/2022/02/windows10.0-kb5010359-

x64_f0b427c713754e50609ad0fa7054607a5d404f37.msu
7672f6dc-8c2a-4606-8d24-a96dc43f2466 (MSWSUSID)
23929db3-7871-4ce6-8f11-2898440176f4 (MSWSUSID)
CVE-2022-21993 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21993
CVE-2022-21992 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21992
CVE-2022-22718 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-22718
CVE-2022-21985 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-21985
CVE-2022-22717 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22717
CVE-2022-21998 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21998
CVE-2022-22000 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22000
CVE-2022-21995 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21995
CVE-2022-21989 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21989
CVE-2022-21974 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-21974
CVE-2022-21999 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-21999
CVE-2022-21997 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21997
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21905
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21914
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21911
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5009546
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:81999
http://download.windowsupdate.com/d/msdownload/update/software/secu/2022/02/windows10.0-kb5010359-x64_f0b427c713754e50609ad0fa7054607a5d404f37.msu
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21993
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21992
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22718
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21985
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22717
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21998
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22000
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21995
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21989
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21974
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21999
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21997

CVE-2022-21981 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21981
CVE-2022-22002 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22002
CVE-2022-22001 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-22001
CVE-2022-22710 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22710
KB5010359 (Microsoft)
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5010359

OGHoBREHNE Puck: Kputnueckuin

ALTXID HakonutenbHbin naket ana Windows 10 Bepcumn 1607 n Windows Server 2016 gna cuctem Ha

383401 6a3e 64-pa3psapHbix (x64) npoueccopos (KB5011495)

OnucaHune

B nporpammHom npogykte Microsoft o6HapyxeHa npobnema 6e3onacHOCTH, KOTopas MOXeT NOBNUSATL Ha BaLly CUCTEMY.

UcnpaBneHue
HeobxoamMmo ycTaHOBWTL akTyanbHOe 0GHOBEHNE OT MPOM3BOANTENS.

Ccbinku

oval:ru.altx-soft.win:def:82866
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:82866

KB5010359 (Superseded)

windows10.0-kb5011495-x64_5687d125f32cb1b43ad1c2dafb6d159b47f4d9bd.msu (VENDOR)
http://download.windowsupdate.com/d/msdownload/update/software/secu/2022/03/windows10.0-kb5011495-

x64_5687d125f32cb1b43ad1c2dafb6d159b47f4d9bd.msu
fcc9dc2f-9538-4142-b6a1-42d396906fd5 (MSWSUSID)
fa870787-7e83-4890-9511-d26b208c0919 (MSWSUSID)
CVE-2022-23283 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23283
CVE-2022-24502 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-24502
CVE-2022-21975 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-21975
CVE-2022-24505 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24505
CVE-2022-23253 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23253
CVE-2022-24507 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-24507
CVE-2022-23281 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23281
CVE-2022-23297 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23297
CVE-2022-23290 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23290
CVE-2022-23285 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-23285
CVE-2022-23299 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23299

60


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21981
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22002
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22001
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22710
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5010359
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:82866
http://download.windowsupdate.com/d/msdownload/update/software/secu/2022/03/windows10.0-kb5011495-x64_5687d125f32cb1b43ad1c2dafb6d159b47f4d9bd.msu
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23283
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24502
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21975
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24505
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23253
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24507
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23281
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23297
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23290
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23285
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23299

CVE-2022-24455 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24455
CVE-2022-23296 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23296
CVE-2022-24459 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-24459
CVE-2022-21977 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21977
CVE-2022-24454 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24454
CVE-2022-21967 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-21967
CVE-2022-23284 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-23284
CVE-2022-23294 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23294
CVE-2022-22010 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22010
CVE-2022-23298 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-23298
CVE-2022-24503 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24503
CVE-2022-24460 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24460
CVE-2022-23293 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23293
CVE-2022-23287 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-23287
CVE-2022-21990 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21990

KB5011495 (Microsoft)
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5011495

O6HoBREeHne Puck: Kputnueckui

ALTX'ID HakonutenbHbi naket ana Windows Server 2016 n Windows 10 Bepcuu 1607 gns cuctem Ha
388907 6ase 64-paspsaaHbix (x64) npoueccopos (KB5012596)

OnucaHune

B nporpammHom npogykte Microsoft o6HapyxeHa npobnema 6e30nacHOCTH, KOTOpPas MOXET MOBMUATb Ha Bally CUCTEMY.

UcnpaBneHune

Heobxogmmo YCTaHOBUTb aKTyalnbHOE obHoBMeHMe oT npon3BoanTenA.

Ccbinku
oval:ru.altx-soft.win:def:83598
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:83598
KB5011495 (Superseded)
windows10.0-kb5012596-x64_af3466a508184a5¢c1cb62cd6767a0bd2c66ddf01.msu (VENDOR)

https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/04/windows 10.0-kb5012596-
x64_af3466a508184a5c1cb62cd6767a0bd2c66ddf01.msu

ba19a6be-55eb-4b25-9881-521c17e75f44 (MSWSUSID)
de090879-2927-4a2f-88a9-9¢24bf3733e8 (MSWSUSID)
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24455
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23296
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24459
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21977
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24454
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21967
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23284
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23294
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22010
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23298
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24503
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24460
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23293
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23287
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21990
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5011495
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:83598
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/04/windows10.0-kb5012596-x64_af3466a508184a5c1cb62cd6767a0bd2c66ddf01.msu

CVE-2022-24541 (Microsoft)
https://msrc.microsoft.com/update-quide/vulnerability/ CVE-2022-24541
CVE-2022-24492 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24492
CVE-2022-24540 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-24540
CVE-2022-24491 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24491
CVE-2022-24539 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24539
CVE-2022-24490 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24490
CVE-2022-24538 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-24538
CVE-2022-24489 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24489
CVE-2022-24537 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-24537
CVE-2022-24487 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-24487
CVE-2022-24534 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24534
CVE-2022-24485 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-24485
CVE-2022-22008 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22008
CVE-2022-24500 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-24500
CVE-2022-24530 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24530
CVE-2022-24484 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-24484
CVE-2022-26827 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-26827
CVE-2022-26810 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26810
CVE-2022-26809 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26809
CVE-2022-24474 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-24474
CVE-2022-26792 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26792
CVE-2022-26794 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26794
CVE-2022-24550 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24550
CVE-2022-26812 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-26812
CVE-2022-24481 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24481
CVE-2022-26796 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26796
CVE-2022-26790 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-26790
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24541
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24492
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24540
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24491
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24539
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24490
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24538
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24489
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24537
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24487
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24534
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24485
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22008
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24500
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24530
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24484
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26827
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26810
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26809
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24474
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26792
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26794
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24550
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26812
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24481
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26796
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26790

CVE-2022-26816 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-26816
CVE-2022-24496 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-24496
CVE-2022-24544 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-24544
CVE-2022-24493 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24493
CVE-2022-26814 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-26814
CVE-2022-26916 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-26916
CVE-2022-24499 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-24499
CVE-2022-26797 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-26797
CVE-2022-24498 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-24498
CVE-2022-26918 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-26918
CVE-2022-26786 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26786
CVE-2022-26915 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-26915
CVE-2022-26815 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-26815
CVE-2022-26785 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-26785
CVE-2022-24536 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-24536
CVE-2022-24545 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24545
CVE-2022-26798 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-26798
CVE-2022-24533 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24533
CVE-2022-26817 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-26817
CVE-2022-26803 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-26803
CVE-2022-26808 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26808
CVE-2022-26831 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-26831
CVE-2022-26807 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26807
CVE-2022-26826 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-26826
CVE-2022-26824 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-26824
CVE-2022-24547 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-24547
CVE-2022-26784 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-26784
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26816
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24496
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24544
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24493
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26814
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26916
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24499
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26797
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24498
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26918
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26786
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26915
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26815
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26785
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24536
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24545
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26798
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24533
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26817
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26803
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26808
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26831
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26807
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26826
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26824
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24547
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26784

CVE-2022-26825 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26825
CVE-2022-24486 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24486
CVE-2022-21983 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21983
CVE-2022-24482 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24482
CVE-2022-26819 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26819
CVE-2022-26818 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-26818
CVE-2022-26787 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-26787
CVE-2022-24495 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24495
CVE-2022-26822 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-26822
CVE-2022-24494 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-24494
CVE-2022-24542 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24542
CVE-2022-26802 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26802
CVE-2022-26788 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-26788
CVE-2022-24479 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-24479
CVE-2022-26823 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26823
CVE-2022-24527 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-24527
CVE-2022-26903 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-26903
CVE-2022-24483 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24483
CVE-2022-26829 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26829
CVE-2022-26801 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-26801
CVE-2022-24497 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24497
CVE-2022-26917 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26917
CVE-2022-26904 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26904
CVE-2022-26821 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-26821
CVE-2022-26813 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-26813
CVE-2022-26820 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26820
CVE-2022-24528 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-24528
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24482
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26819
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26818
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26787
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24495
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26822
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24494
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24542
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26802
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26788
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24479
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26823
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24527
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26903
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24483
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26829
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26801
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24497
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26917
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26904
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26821
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26813
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26820
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24528

CVE-2022-24549 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24549
CVE-2022-26919 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26919
CVE-2022-26811 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-26811
CVE-2022-24521 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24521
CVE-2022-26783 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26783
KB5012596 (Microsoft)
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5012596

O6HoBReHne Puck: Kputnueckui

ALTXID OGHoBneHue cteka ana Windows 10 Bepcum 1607 u Windows Server 2016 ansi cuctem Ha 6a3e
390541 64-pa3psapaHbix (x64) npoueccopos (KB5011570)

OnucaHue
OT0 OGHOBMNEHNE NOBLILIAET KAYECTBO CTEKA 0B6CNYXUBAHMS, KOTOPbIW SBNSETCS KOMMNOHEHTOM, YCTaHaBMMBAOLLUM OGHOBNEHUS]
Windows.
UcnpaBneHue

Heo6x0aMMo yCTaHOBUTL akTyarnibHoe OOHOBMEHME OT NPOU3BOAUTENS.

Ccbinku

oval:ru.altx-soft.win:def:83957
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:83957

windows10.0-kb5011570-x64_5158690215f1809f8d15e13f49f576c549219fdf.msu (VENDOR)
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2022/02/windows 10.0-kb5011570-
x64_5158690215f1809f8d15e13f49f576¢c549219fdf.msu

3fbcabb8-0e71-4ed7-9¢34-150f4a2750b0 (MSWSUSID)

00a5d62d-73c5-4fed-acef-b4093be252b5 (MSWSUSID)

KB5011570 (Microsoft)
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5011570

O6HoBneHne Puck: Kputudeckui

ALTXID HakonutenbHbi naket ans Windows Server 2016 n Windows 10 Bepcuu 1607 gnsi cuctem Ha
392323 6a3e 64-pa3psagHbix (x64) npoueccopos (KB5013952)

OnucaHue

B nporpammHom npoaykte Microsoft o6HapyxeHa npobnema 6e3onacHoOCTU, KoTopasi MOXKET MOBMNMSATL Ha Bally CUCTEMY.

WUcnpaBneHue

HeobxoamMmo ycTaHOBUTL akTyarnbHoe OGHOBIEHWE OT NPOM3BOANTENS.

Ccbinku
oval:ru.altx-soft.win:def:84265
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:84265
KB5012596 (Superseded)
windows10.0-kb5013952-x64_c9c29b4a81897db5545e284f04490c0659dc8b06.msu (VENDOR)

https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2022/05/windows10.0-kb5013952-
x64_c9c29b4a81897db5545e284f04490c0659dc8b06.msu
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26919
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26811
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24521
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26783
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5012596
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:83957
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2022/02/windows10.0-kb5011570-x64_5158690215f1809f8d15e13f49f576c549219fdf.msu
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5011570
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:84265
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2022/05/windows10.0-kb5013952-x64_c9c29b4a81897db5545e284f04490c0659dc8b06.msu

4c2e40d9-1607-4a6¢c-a9ef-e73eeb2f5074 (MSWSUSID)
aeff4771-257c-4637-a560-2fcfc6289aca (MSWSUSID)
CVE-2022-29135 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-29135
CVE-2022-29134 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29134
CVE-2022-29129 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29129
CVE-2022-29128 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29128
CVE-2022-29127 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-29127
CVE-2022-29126 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29126
CVE-2022-29125 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29125
CVE-2022-26936 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26936
CVE-2022-29151 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29151
CVE-2022-29150 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29150
CVE-2022-29106 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29106
CVE-2022-22013 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22013
CVE-2022-29139 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-29139
CVE-2022-21972 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21972
CVE-2022-22011 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-22011
CVE-2022-26939 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-26939
CVE-2022-29122 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29122
CVE-2022-26934 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26934
CVE-2022-29105 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-29105
CVE-2022-29132 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29132
CVE-2022-22019 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22019
CVE-2022-29141 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-29141
CVE-2022-29138 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-29138
CVE-2022-23270 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-23270
CVE-2022-22015 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-22015
CVE-2022-22012 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-22012
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26936
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22011
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26939
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29122
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26934
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29105
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29132
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22019
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29141
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29138
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23270
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22015
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22012

CVE-2022-29123 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29123
CVE-2022-26937 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26937
CVE-2022-29121 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29121
CVE-2022-26935 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26935
CVE-2022-29140 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29140
CVE-2022-29103 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29103
CVE-2022-22016 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22016
CVE-2022-26931 (Microsoft)
https://msrc.microsoft.com/update-quide/vulnerability/ CVE-2022-26931
CVE-2022-29120 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29120
CVE-2022-29115 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-29115
CVE-2022-26933 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26933
CVE-2022-26932 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26932
CVE-2022-29112 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-29112
CVE-2022-26923 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-26923
CVE-2022-29130 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29130
CVE-2022-26926 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26926
CVE-2022-26925 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-26925
CVE-2022-24466 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24466
CVE-2022-29114 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29114
CVE-2022-26930 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-26930
CVE-2022-29137 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29137
CVE-2022-22014 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22014
CVE-2022-26938 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26938
CVE-2022-29104 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-29104
CVE-2022-29102 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-29102
CVE-2022-30130 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30130
KB5013952 (Microsoft)
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5013952
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29102
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30130
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5013952

O6GHoBREHNE Puck: Kputnueckun

ALTX'ID O6HoBneHune cteka gna Windows 10 Bepcun 1607 n Windows Server 2016 gns cuctem Ha 6ase
396856 64-pa3psaaHbix (x64) npoueccopoB (KB5014026)

OnucaHue

B nporpammHom npoaykte Microsoft o6HapyxeHa npobnema 6e3onacHoOCTU, KOTopasi MOXKET MOBIMSATh HA Bally CUCTEMY.

WUcnpaBneHue

Heob6xoammo YCTaHOBUTb aKTyalnibHOe obHoBMeHMe oT npounsBoanTenA.

Ccbinkn
oval:ru.altx-soft.win:def:84656
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:84656

windows10.0-kb5014026-x64_df6de35fd472512e628c2acc6e8d58f3e6139ac9.msu (VENDOR)
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/05/windows10.0-kb5014026-
x64_df6de35fd472512e628c2acc6e8d58f3e6139ac9.msu

ac39381d-133c-4b34-8f97-287ab754f6a3 (MSWSUSID)
bb90b518-131c-4¢26-8b50-bf38d39d2bd2 (MSWSUSID)

KB5014026 (Microsoft)
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5014026

O6HoBneHne Puck: Kputnueckui

ALTX'ID HakonutenbHbin naket ana Windows Server 2016 n Windows 10 Bepcuu 1607 gns cuctem Ha
397972 6ase 64-paspsaaHbix (x64) npoueccopos (KB5014702)

OnucaHune

B nporpammHom npoagykte Microsoft o6HapyxeHa npobnema 6e30nacHOCTH, KOTOpPas MOXET MOBMUATb Ha Bally CUCTEMY.

UcnpaBneHune

Heobxogmmo YCTaHOBUTb aKkTyalnbHOE obHoBMeHWe oT npounsBoanTenA.

Ccbinku
oval:ru.altx-soft.win:def:85033
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:85033
KB5013952 (Superseded)
windows10.0-kb5014702-x64_48f484f06070f3dee90aa62a574d9c1e1b774b2a.msu (VENDOR)

https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/06/windows 10.0-kb5014702-
x64_48f484f06070f3dee90aab62a574d9c1e1b774b2a.msu

2dfd2790-2d42-45e1-9642-c4fdac98579d (MSWSUSID)
88280d98-dd5e-446f-b71d-dc91f3df5da5 (MSWSUSID)
CVE-2022-30154 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30154
CVE-2022-30139 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30139
CVE-2022-21123 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21123
CVE-2022-21127 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21127
CVE-2022-30142 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30142
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https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:84656
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/05/windows10.0-kb5014026-x64_df6de35fd472512e628c2acc6e8d58f3e6139ac9.msu
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5014026
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:85033
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/06/windows10.0-kb5014702-x64_48f484f06070f3dee90aa62a574d9c1e1b774b2a.msu
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30154
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30139
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21123
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21127
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30142

CVE-2022-30141 (Microsoft)
https://msrc.microsoft.com/update-quide/vulnerability/ CVE-2022-30141
CVE-2022-30150 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30150
CVE-2022-30149 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-30149
CVE-2022-30161 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30161
CVE-2022-30160 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30160
CVE-2022-30166 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30166
CVE-2022-30152 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30152
CVE-2022-30190 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30190
CVE-2022-30145 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-30145
CVE-2022-30140 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30140
CVE-2022-30136 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30136
CVE-2022-30153 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30153
CVE-2022-21166 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-21166
CVE-2022-30164 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30164
CVE-2022-30147 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30147
CVE-2022-30146 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30146
CVE-2022-30143 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30143
CVE-2022-30165 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30165
CVE-2022-30148 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30148
CVE-2022-30155 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-30155
CVE-2022-30151 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30151
CVE-2022-30131 (Microsoft)
https://msrc.microsoft.com/update-quide/vulnerability/ CVE-2022-30131
CVE-2022-21125 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-21125
CVE-2022-30163 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30163
CVE-2022-30162 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-30162

KB5014702 (Microsoft)
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5014702
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30141
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30150
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30149
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30161
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30160
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30166
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30152
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30190
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30145
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30140
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30136
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30153
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21166
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30164
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30147
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30146
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30143
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30165
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30148
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30155
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30151
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30131
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21125
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30163
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30162
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5014702

ALTX ID HakonutenbHbi naket ansa Windows Server 2016 n Windows 10 Bepcuu 1607 gnsi cuctem Ha

399866 6a3se 64-pa3psagHbix (x64) npoueccopos (KB5015808)

OnucaHue

B nporpammHom npoaykte Microsoft o6HapyeHa npo6nema 6e3onacHoOCTU, KoTopasi MOXKET MOBMMSATL Ha Bally CUCTEMY.

WUcnpaBneHue

HeobxoamMmo ycTaHOBUTL akTyarnbHOoe OGHOBIEHNE OT NPOM3BOAUTENS.

Ccbinku
oval:ru.altx-soft.win:def:85429

https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:85429

KB5014702 (Superseded)

windows10.0-kb5015808-x64_eb7156d8c49c8f23fe3a3f0a3f18b827eeae4530.msu (VENDOR)
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/07/windows 10.0-kb5015808-

x64_eb7156d8c49c8f23fe3a3f0a3f18b827eeae4530.msu
a8b47751-6566-4980-93e4-5d7b78597e03 (MSWSUSID)
f7c1f742-1565-4d89-9b76-a43189c4d964 (MSWSUSID)
CVE-2022-30205 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-30205
CVE-2022-22022 (Microsoft)
https://msrc.microsoft.com/update-quide/vulnerability/ CVE-2022-22022
CVE-2022-22028 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-22028
CVE-2022-30223 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30223
CVE-2022-30222 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30222
CVE-2022-22027 (Microsoft)
https://msrc.microsoft.com/update-quide/vulnerability/ CVE-2022-22027
CVE-2022-22050 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-22050
CVE-2022-30221 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-30221
CVE-2022-22042 (Microsoft)
https://msrc.microsoft.com/update-quide/vulnerability/ CVE-2022-22042
CVE-2022-30208 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30208
CVE-2022-30211 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-30211
CVE-2022-30214 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30214
CVE-2022-22025 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-22025
CVE-2022-22037 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-22037
CVE-2022-22048 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-22048
CVE-2022-22047 (Microsoft)
https://msrc.microsoft.com/update-quide/vulnerability/ CVE-2022-22047
CVE-2022-30202 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30202
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https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:85429
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/07/windows10.0-kb5015808-x64_eb7156d8c49c8f23fe3a3f0a3f18b827eeae4530.msu
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30205
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22022
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22028
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30223
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30222
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22027
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22050
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30221
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22042
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30208
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30211
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30214
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22025
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22037
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22048
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22047
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30202

CVE-2022-22045 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22045
CVE-2022-30225 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-30225
CVE-2022-22023 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22023
CVE-2022-30203 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30203
CVE-2022-22041 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-22041
CVE-2022-22026 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22026
CVE-2022-30226 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30226
CVE-2022-22040 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22040
CVE-2022-22034 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22034
CVE-2022-30206 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-30206
CVE-2022-22039 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22039
CVE-2022-22049 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-22049
CVE-2022-30215 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-30215
CVE-2022-22031 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-22031
CVE-2022-30209 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30209
CVE-2022-22024 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22024
CVE-2022-22711 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-22711
CVE-2022-22029 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22029
CVE-2022-22036 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22036
CVE-2022-22043 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22043
CVE-2022-30224 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30224
CVE-2022-22038 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22038
CVE-2022-30213 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30213
CVE-2022-21845 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-21845
CVE-2022-30220 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-30220

KB5015808 (Microsoft)
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5015808
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22045
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30225
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22023
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30203
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22041
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22026
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30226
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22040
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22034
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30206
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22039
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22049
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30215
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22031
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30209
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22024
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22711
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22029
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22036
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22043
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30224
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22038
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30213
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21845
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30220
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5015808

ALTX ID HakonutenbHbi naket ansa Windows Server 2016 n Windows 10 Bepcuu 1607 gnsi cuctem Ha

403087 6a3se 64-pa3psagHbix (x64) npoueccopos (KB5016622)

OnucaHue

B nporpammHom npoaykte Microsoft o6HapyeHa npo6nema 6e3onacHoOCTU, KoTopasi MOXKET MOBMMSATL Ha Bally CUCTEMY.

WUcnpaBneHue

HeobxoamMmo ycTaHOBUTL akTyarnbHOoe OGHOBIEHNE OT NPOM3BOAUTENS.

Ccbinku
oval:ru.altx-soft.win:def:85940

https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:85940

KB5015808 (Superseded)

windows10.0-kb5016622-x64_77ff4c1d896b008e41f7804648f64ae9bd467f4c.msu (VENDOR)
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/08/windows 10.0-kb5016622-

x64_77f4c1d896b008e41f7804648f64ae9bd467f4c.msu
7fd8971b-436f-4b6d-8aae-e36a2b9886a5 (MSWSUSID)
9adbc53e-6989-47db-8196-39572a5ad7c6 (MSWSUSID)
CVE-2022-34706 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-34706
CVE-2022-35768 (Microsoft)
https://msrc.microsoft.com/update-quide/vulnerability/ CVE-2022-35768
CVE-2022-35792 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-35792
CVE-2022-35764 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35764
CVE-2022-35760 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35760
CVE-2022-35754 (Microsoft)
https://msrc.microsoft.com/update-quide/vulnerability/ CVE-2022-35754
CVE-2022-35763 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35763
CVE-2022-35765 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-35765
CVE-2022-35769 (Microsoft)
https://msrc.microsoft.com/update-quide/vulnerability/ CVE-2022-35769
CVE-2022-34713 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34713
CVE-2022-35753 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35753
CVE-2022-30194 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30194
CVE-2022-35759 (Microsoft)
https://msrc.microsoft.com/update-quide/vulnerability/ CVE-2022-35759
CVE-2022-35762 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-35762
CVE-2022-34703 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-34703
CVE-2022-35756 (Microsoft)
https://msrc.microsoft.com/update-quide/vulnerability/ CVE-2022-35756
CVE-2022-35750 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35750
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https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:85940
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/08/windows10.0-kb5016622-x64_77ff4c1d896b008e41f7804648f64ae9bd467f4c.msu
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34706
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35768
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35792
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35764
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35760
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35754
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35763
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35765
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35769
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34713
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35753
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30194
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35759
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35762
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34703
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35756
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35750

CVE-2022-34714 (Microsoft)
https://msrc.microsoft.com/update-quide/vulnerability/ CVE-2022-34714
CVE-2022-35748 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35748
CVE-2022-34701 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-34701
CVE-2022-35743 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35743
CVE-2022-33670 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-33670
CVE-2022-35744 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-35744
CVE-2022-34709 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34709
CVE-2022-35755 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35755
CVE-2022-34696 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34696
CVE-2022-34691 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34691
CVE-2022-34702 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34702
CVE-2022-34690 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34690
CVE-2022-35793 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35793
CVE-2022-35767 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-35767
CVE-2022-30133 (Microsoft)
https://msrc.microsoft.com/update-quide/vulnerability/ CVE-2022-30133
CVE-2022-34710 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34710
CVE-2022-30144 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30144
CVE-2022-34707 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34707
CVE-2022-34708 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34708
CVE-2022-35752 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-35752
CVE-2022-35758 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35758
CVE-2022-35751 (Microsoft)
https://msrc.microsoft.com/update-quide/vulnerability/ CVE-2022-35751
CVE-2022-35745 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-35745
CVE-2022-35747 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-35747
CVE-2022-35795 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35795
CVE-2022-35761 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-35761
CVE-2022-35746 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-35746
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34714
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35748
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34701
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35743
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-33670
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35744
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34709
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35755
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34696
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34691
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34702
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34690
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35793
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35767
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30133
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34710
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30144
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34707
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34708
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35752
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35758
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35751
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35745
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35747
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35795
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35761
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35746

CVE-2022-35749 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35749
CVE-2022-35771 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-35771
CVE-2022-34704 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34704
CVE-2022-34699 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34699

KB5016622 (Microsoft)
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5016622

OGHoBREHNE Puck: Kputnueckuin

ALTXID O6HoBneHune cnyxebHoro creka ana Windows 10 version 1607 n Windows Server 2016 ansa
403650 cucTem Ha 6ase npoueccopos x64 (KB5017095)

OnucaHue
3710 0OHOBNEHME BHOCUT YryyLLEHMS Ka4ecTBa B CTEK 0GCNYXUBaHWS, KOTOPbIV ABNAETCS KOMMNOHEHTOM AMsi yCTaHOBKM
obHoBneHun ana Windows.
WUcnpaBneHue

HeobxoamMmo ycTaHOBUTL akTyarnbHoe OGHOBMEHNE OT NPOM3BOAUTENS.

Ccbinku

oval:ru.altx-soft.win:def:86057
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:86057

windows10.0-kb5017095-x64_62314b87d461b2e0005bc272b637be4b86a2753b.msu (VENDOR)
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/08/windows10.0-kb5017095-
x64_62314b87d461b2e0005bc272b637be4b86a2753b.msu

bfb29625-4aed-4db5-9101-aceaa928a5fe (MSWSUSID)

c12cc287-2935-4baa-ae0a-5a7861756871 (MSWSUSID)

KB5017095 (Microsoft)
https://catalog.update.microsoft.com/Search.aspx?q=KB5017095

O6HoBREHNE Puck: Kputuueckui

ALTX'ID HakonutenbHbi naket ana Windows Server 2016 n Windows 10 Bepcuu 1607 gns cuctem Ha
405568 6a3e 64-pa3psagHbix (x64) npoueccopos (KB5017305)

OnucaHue

B nporpammHom npoaykte Microsoft o6HapyxeHa npobnema 6e3onacHoOCTU, KoTopasi MOXKET MOBIMSATE HA Bally CUCTEMY.

WUcnpaBneHue

Heob6xoammo YCTaHOBUTb aKTyalnbHOE obHoBMeHne oT npon3BoanTeEnA.

Ccbinku
oval:ru.altx-soft.win:def:86484
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:86484
KB5016622 (Superseded)
windows10.0-kb5017305-x64_2c07f36c2861125ecea1098dc29¢cd03d42¢c3781b.msu (VENDOR)

https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2022/09/windows10.0-kb5017305-
x64_2c07f36¢2861125ecea1098dc29cd03d42c3781b.msu

533d2080-a7ac-46¢3-9f0c-7c73dff77d24 (MSWSUSID)
2d2b5397-4ebe-4e7f-9dd2-bf5ed0e71fdf (MSWSUSID)
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34704
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34699
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5016622
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:86057
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/08/windows10.0-kb5017095-x64_62314b87d461b2e0005bc272b637be4b86a2753b.msu
https://catalog.update.microsoft.com/Search.aspx?q=KB5017095
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:86484
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2022/09/windows10.0-kb5017305-x64_2c07f36c2861125ecea1098dc29cd03d42c3781b.msu

CVE-2022-35833 (Microsoft)
https://msrc.microsoft.com/update-quide/vulnerability/ CVE-2022-35833
CVE-2022-38004 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38004
CVE-2022-34719 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-34719
CVE-2022-34718 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34718
CVE-2022-35835 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35835
CVE-2022-33647 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-33647
CVE-2022-37958 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-37958
CVE-2022-34722 (Microsoft)
https://msrc.microsoft.com/update-quide/vulnerability/ CVE-2022-34722
CVE-2022-34720 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34720
CVE-2022-37955 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-37955
CVE-2022-35832 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35832
CVE-2022-35840 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35840
CVE-2022-34728 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-34728
CVE-2022-35837 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-35837
CVE-2022-37969 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37969
CVE-2022-33679 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-33679
CVE-2022-34733 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34733
CVE-2022-34732 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34732
CVE-2022-26929 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-26929
CVE-2022-35831 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35831
CVE-2022-30170 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30170
CVE-2022-38005 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38005
CVE-2022-35834 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35834
CVE-2022-34724 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-34724
CVE-2022-34734 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-34734
CVE-2022-26928 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26928
CVE-2022-35803 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-35803
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-33647
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37958
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34722
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34720
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37955
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35832
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35840
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34728
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35837
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37969
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-33679
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34733
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34732
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26929
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35831
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30170
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38005
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35834
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34724
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34734
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-26928
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35803

CVE-2022-37956 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37956
CVE-2022-34726 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-34726
CVE-2022-35841 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-35841
CVE-2022-34729 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34729
CVE-2022-38006 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38006
CVE-2022-34725 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-34725
CVE-2022-35830 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35830
CVE-2022-37957 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37957
CVE-2022-34731 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-34731
CVE-2022-35836 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-35836
CVE-2022-37959 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37959
CVE-2022-34727 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34727
CVE-2022-34730 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34730
CVE-2022-30200 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-30200
CVE-2022-34721 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34721

KB5017305 (Microsoft)
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5017305

O6HoBREeHne Puck: Kputnueckui

ALTX'ID HakonutenbHbi naket ana Windows Server 2016 n Windows 10 Bepcuu 1607 gns cuctem Ha
410092 6ase 64-paspsaHbix (x64) npoueccopos (KB5018411)

OnucaHune

B nporpammHom npogykte Microsoft o6HapyxeHa npobnema 6e30nacHOCTH, KOTOpPas MOXET MOBMUATb Ha Bally CUCTEMY.

UcnpaBneHune

Heobxogmmo YCTaHOBUTb aKTyalnbHOE obHoBMeHMe oT npon3BoanTenA.

Ccbinkun
oval:ru.altx-soft.win:def:87035
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:87035
KB5017305 (Superseded)

windows10.0-kb5018411-x64_0ce64987a6675227941fadd950019e447d60ba03.msu (VENDOR)

https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/10/windows10.0-kb5018411-
x64_0ce64987a6675227941fadd950019e447d60ba03.msu

fea8336b-4fb1-4ecb-8133-b1b4b26c6e4f (MSWSUSID)
5a3d90f6-b969-4c8d-90d2-f824d05edf83 (MSWSUSID)
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30200
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-34721
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5017305
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:87035
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/10/windows10.0-kb5018411-x64_0ce64987a6675227941fadd950019e447d60ba03.msu

CVE-2022-37985 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37985
CVE-2022-37997 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-37997
CVE-2022-37965 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-37965
CVE-2022-37982 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37982
CVE-2022-37999 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-37999
CVE-2022-37976 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37976
CVE-2022-33645 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-33645
CVE-2022-30198 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-30198
CVE-2022-38042 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-38042
CVE-2022-38000 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38000
CVE-2022-38031 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38031
CVE-2022-38047 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-38047
CVE-2022-38038 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38038
CVE-2022-38051 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-38051
CVE-2022-37979 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37979
CVE-2022-37981 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-37981
CVE-2022-37989 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-37989
CVE-2022-38037 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38037
CVE-2022-37990 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-37990
CVE-2022-38029 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-38029
CVE-2022-37977 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37977
CVE-2022-37984 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-37984
CVE-2022-24504 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-24504
CVE-2022-37995 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-37995
CVE-2022-37993 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-37993
CVE-2022-38027 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-38027
CVE-2022-33635 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-33635
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CVE-2022-38021 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38021
CVE-2022-37987 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-37987
CVE-2022-37996 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-37996
CVE-2022-33634 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-33634
CVE-2022-35770 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-35770
CVE-2022-38044 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38044
CVE-2022-37986 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-37986
CVE-2022-38034 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-38034
CVE-2022-38041 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-38041
CVE-2022-38043 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38043
CVE-2022-37991 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37991
CVE-2022-38003 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-38003
CVE-2022-22035 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-22035
CVE-2022-38033 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-38033
CVE-2022-38045 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38045
CVE-2022-38026 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-38026
CVE-2022-38040 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-38040
CVE-2022-38028 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38028
CVE-2022-38022 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-38022
CVE-2022-37994 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37994
CVE-2022-37978 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37978
CVE-2022-41081 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41081
CVE-2022-37988 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37988
CVE-2022-38032 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-38032
CVE-2022-41033 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-41033
CVE-2022-37975 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-37975
KB5018411 (Microsoft)
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5018411
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38021
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37987
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37996
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-33634
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-35770
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38044
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37986
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38034
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38041
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38043
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37991
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38003
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-22035
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38033
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38045
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38026
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38040
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38028
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38022
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37994
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37978
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41081
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37988
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38032
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41033
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37975
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5018411

O6GHoBREHNE Puck: Kputnueckun

ALTX'ID HakonutenbHbi naket ana Windows Server 2016 n Windows 10 Bepcuu 1607 gns cuctem Ha

412381 6a3se 64-pa3psagHbix (x64) npoueccopoB (KB5019964)

OnucaHue

B nporpammHom npoaykte Microsoft o6HapyxeHa npobnema 6e3onacHoOCTU, KOTopasi MOXKET MOBIMSATh HA Bally CUCTEMY.

WUcnpaBneHue

Heob6xoammo YCTaHOBUTb aKTyalnibHOe obHoBMeHMe oT npounsBoanTenA.

Ccbinkn
oval:ru.altx-soft.win:def:87528

https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:87528

KB5018411 (Superseded)

windows10.0-kb5019964-x64_2fb8fcd0d1b3f8bfe8b85c6ccde8315e98d1f883.msu (VENDOR)
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019964-

x64_2fb8fcd0d1b3f8bfe8b85c6ccde8315e98d1f883.msu
790b0954-afb5-4c85-bf9f-904543f98f27 (MSWSUSID)
1939638e-47ce-449d-8205-bc052cba0f71 (MSWSUSID)
CVE-2022-41101 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41101
CVE-2022-41090 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41090
CVE-2022-41050 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41050
CVE-2022-41128 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-41128
CVE-2022-41047 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41047
CVE-2022-41048 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41048
CVE-2022-37966 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37966
CVE-2022-38023 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38023
CVE-2022-38015 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38015
CVE-2022-41056 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41056
CVE-2022-41125 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-41125
CVE-2022-41052 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41052
CVE-2022-41088 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41088
CVE-2022-23824 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23824
CVE-2022-41086 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41086
CVE-2022-41099 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41099
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https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:87528
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/11/windows10.0-kb5019964-x64_2fb8fcd0d1b3f8bfe8b85c6ccde8315e98d1f883.msu
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41101
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41090
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41050
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41128
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41047
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41048
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37966
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38023
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-38015
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41056
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41125
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41052
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41088
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-23824
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41086
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41099

CVE-2022-41057 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-41057
CVE-2022-41118 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-41118
CVE-2022-41054 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41054
CVE-2022-41102 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41102
CVE-2022-41098 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-41098
CVE-2022-41049 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41049
CVE-2022-37967 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-37967
CVE-2022-41091 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41091
CVE-2022-41095 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-41095
CVE-2022-41093 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41093
CVE-2022-41053 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41053
CVE-2022-41100 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-41100
CVE-2022-41045 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-41045
CVE-2022-41109 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-41109
CVE-2022-41073 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-41073
CVE-2022-41039 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-41039
CVE-2022-37992 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-37992
CVE-2022-41097 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41097
CVE-2022-41058 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-41058
KB5019964 (Microsoft)
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5019964

O6HoBREHNE Puck: Kputnueckun

ALTX'ID O6HoBneHune cnyxeb6Horo creka ana Windows 10 Bepcun 1607 n Windows Server 2016 gnsa
415597 cuctem Ha 6ase 64-pa3psagHbix (x64) npoueccopoB (KB5017396)

OnucaHue

OT0 OGHOBNEHNE BHOCUT YNyYLLEHUS] KAYECTBA B CTEK 0OCNYXMBAHUS, KOTOPbIV SBMNSIETCS KOMMOHEHTOM A1 YCTAHOBKM
obHoeneHun ans Windows.

UcnpaBneHue
Heobxoammo ycTaHOBUTL akTyanbHoe 06HOBMEHUE OT MPOM3BOANTENS.

Ccbinku



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41057
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41118
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41054
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41102
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41098
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41049
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37967
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41091
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41095
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41093
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41053
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41100
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41045
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41109
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41073
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41039
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-37992
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41097
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41058
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5019964

oval:ru.altx-soft.win:def:87803
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:87803

windows10.0-kb5017396-x64_8db1a993e6115cf3b92d0159f562861ab16ee88d.msu (VENDOR)
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/09/windows10.0-kb5017396-
x64_8db1a993e6115cf3b92d0159f562861ab16ee88d.msu

64441b6c-46bf-496f-9c2d-0c6192610215 (MSWSUSID)
e0951aaf-faa3-4ebc-96b8-23933343aal0c (MSWSUSID)

KB5017396 (Microsoft)
https://catalog.update.microsoft.com/Search.aspx?q=KB5017396

O6GHoBREHVEe Puck: Kputnueckui

ALTXID HakonutenbHbin naket ana Windows Server 2016 n Windows 10 Bepcuu 1607 gns cuctem Ha
416762 6a3e 64-paspsaaHsix (x64) npoueccopos (KB5021235)

OnucaHune

B nporpammHom npogykte Microsoft o6HapyxeHa npobnema 6e3onacHOCTH, KOTopas MOXeT NOBNUSTL Ha BaLly CUCTEMY.

UcnpaBneHune

Heobxogmmo YCTaHOBUTb aKTyalnbHOEe obHoBMeHMe oT npounsBoanTenA.

Ccbinku
oval:ru.altx-soft.win:def:88018

https://ovaldbru.altx-soft.ru/Definition.as
KB5019964 (Superseded)
windows10.0-kb5021235-x64_5d51c0893c43763fff710d3c6bc46feb6446d9f1.msu (VENDOR)

https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2022/12/windows10.0-kb5021235-
x64_5d51c0893c43763fff710d3c6bcd6feb6446d9f1.msu

fe6afe32-60af-43df-bbee-9abfbf67ee0d (MSWSUSID)
63681afd-6fe5-4f19-b349-845c76194a96 (MSWSUSID)
CVE-2022-44682 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-44682
CVE-2022-44675 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-44675
CVE-2022-44668 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-44668
CVE-2022-41074 (Microsoft)
https://msrc.microsoft.com/update-quide/vulnerability/ CVE-2022-41074
CVE-2022-44679 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-44679
CVE-2022-44667 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-44667
CVE-2022-44670 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-44670
CVE-2022-44680 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-44680
CVE-2022-44698 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-44698
CVE-2022-44707 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-44707
CVE-2022-41121 (Microsoft)
https://msrc.microsoft.com/update-quide/vulnerability/ CVE-2022-41121
CVE-2022-44676 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-44676
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https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:87803
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/09/windows10.0-kb5017396-x64_8db1a993e6115cf3b92d0159f562861ab16ee88d.msu
https://catalog.update.microsoft.com/Search.aspx?q=KB5017396
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:88018
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2022/12/windows10.0-kb5021235-x64_5d51c0893c43763fff710d3c6bc46feb6446d9f1.msu
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-44682
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-44675
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-44668
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41074
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-44679
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-44667
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-44670
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-44680
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-44698
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-44707
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41121
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-44676

CVE-2022-44678 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-44678
CVE-2022-41094 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41094
CVE-2022-41076 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41076
CVE-2022-44683 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-44683
CVE-2022-44666 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-44666
CVE-2022-44697 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-44697
CVE-2022-44681 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-44681
CVE-2022-41077 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41077

KB5021235 (Microsoft)
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5021235

O6HoBneHne Puck: Kputnueckui

ALTX'ID HakonutenbHbin naket ana Windows Server 2016 n Windows 10 Bepcuu 1607 gns cuctem Ha

418644 6ase 64-paspsagHbIx (x64) npoueccopos (KB5022289)

OnucaHune

B nporpammHom npogykte Microsoft o6HapyxeHa npobnema 6e30nacHOCTH, KOTOpPasa MOXET MOBMUATb Ha Bally CUCTEMY.

UcnpaBneHune

Heobxogmmo YCTaHOBUTb aKTyalnbHOE obHoBMEeHMe OT npon3BoanTenA.

Ccbinkm
oval:ru.altx-soft.win:def:88425

https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:88425

KB5021235 (Superseded)

windows10.0-kb5022289-x64_79d8b59c2bead6d286f2960920c075f416446445.msu (VENDOR)
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2023/01/windows 10.0-kb5022289-

x64_79d8b59¢c2bead46d286f2960920c075f416446445.msu
e162fac6-79bd-46ee-b45c-2aa3e5451eec (MSWSUSID)
fb78ebb3-2dee-4eb7-b519-812248123051 (MSWSUSID)
CVE-2023-21767 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2023-21767
CVE-2023-21560 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21560
CVE-2023-21772 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21772
CVE-2023-21524 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21524
CVE-2023-21732 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21732
CVE-2023-21765 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2023-21765
CVE-2023-21557 (Microsoft)
https://msrc.microsoft.com/update-quide/vulnerability/ CVE-2023-21557
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-44678
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41094
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41076
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-44683
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-44666
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-44697
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-44681
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41077
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5021235
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:88425
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2023/01/windows10.0-kb5022289-x64_79d8b59c2bea46d286f2960920c075f416446445.msu
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21767
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21560
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21772
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21524
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21732
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21765
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21557

CVE-2023-21747 (Microsoft)
https://msrc.microsoft.com/update-quide/vulnerability/CVE-2023-21747
CVE-2023-21547 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21547
CVE-2023-21749 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2023-21749
CVE-2023-21542 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21542
CVE-2023-21549 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21549
CVE-2023-21758 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21758
CVE-2023-21546 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21546
CVE-2023-21532 (Microsoft)
https://msrc.microsoft.com/update-quide/vulnerability/CVE-2023-21532
CVE-2023-21750 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21750
CVE-2023-21537 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21537
CVE-2023-21677 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21677
CVE-2023-21563 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21563
CVE-2023-21752 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2023-21752
CVE-2023-21683 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21683
CVE-2023-21739 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21739
CVE-2023-21748 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2023-21748
CVE-2023-21527 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21527
CVE-2023-21680 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21680
CVE-2023-21556 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21556
CVE-2023-21766 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21766
CVE-2023-21541 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2023-21541
CVE-2023-21773 (Microsoft)
https://msrc.microsoft.com/update-quide/vulnerability/CVE-2023-21773
CVE-2023-21760 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21760
CVE-2023-21555 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2023-21555
CVE-2023-21548 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2023-21548
CVE-2023-21561 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2023-21561
CVE-2023-21754 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21754
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21747
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21547
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21749
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21542
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21549
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21758
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21546
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21532
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21750
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21537
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21677
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21563
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21752
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21683
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21739
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21748
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21527
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21680
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21556
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21766
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21541
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21773
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21760
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21555
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21548
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21561
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21754

CVE-2023-21776 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21776
CVE-2023-21746 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2023-21746
CVE-2023-21552 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21552
CVE-2023-21774 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21774
CVE-2023-21675 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2023-21675
CVE-2023-21678 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2023-21678
CVE-2023-21674 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21674
CVE-2023-21558 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21558
CVE-2023-21757 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2023-21757
CVE-2023-21543 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21543
CVE-2023-21525 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21525
CVE-2023-21535 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21535
CVE-2023-21679 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2023-21679
CVE-2023-21726 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21726
CVE-2023-21728 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21728
CVE-2023-21682 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2023-21682
CVE-2023-21681 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21681
CVE-2023-21730 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21730
KB5022289 (Microsoft)
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5022289

O6GHoBREeHVe Puck: Bbicokui

ALTX ID
154415

Heo6xogumo HacTpouTb aBTOoMaTtn4yeckoe obHoBneHne Windows (KB328010)

OnucaHune

PeKOMeH,D,yeTCFl aBTOMaATUYEeCKM 3arpyxatb 1 yCTaHaBMMBaTb Ha KOMMNbOTEP Heobxoanmble 06HOBNEHNS.

UcnpaBneHune

Heobxoanmo npounssectn HacTponky napameTtpa Microsoft Update "Mpu o6HoBneHun Windows npenoctaBntbs 0GHOBNEHNUS AN
npogyktoB MaiikpocodT 1 NpoBepuTb HanMyMe HOBOro HeobsA3aTeNnbLHOro NporpaMMHoro obecnevexus Maiikpocodt"
Ccbinku

oval:ru.altx-soft.win:def:46862
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:46862



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21776
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21746
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21552
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21774
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21675
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21678
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21674
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21558
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21757
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21543
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21525
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21535
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21679
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21726
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21728
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21682
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21681
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-21730
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5022289
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:46862

ConfigureAutomaticUpdates (VENDOR)

KB306525 (Microsoft)
https://support.microsoft.com/ru-ru/kb/306525

KB328010 (Microsoft)
https://support.microsoft.com/ru-ru/kb/328010

O6HoBReHne Puck: Bblcokui

ALTX'ID O6HoBREHMe ANsA cucTeMbl 6esonacHocTn SQL Server 2016 SP2 ansa cuctem Ha 6ase 64-
288429 pa3psaaHbIX (x64) npoueccopoB (KB4505220)

OnucaHue

370 06HOBNEeHMe npumMeHsieTcs Kk Microsoft SQL Server 2016 SP2.

WUcnpaBneHue

Heob6xogmmo YCTaHOBUTb aKTyalnibHOEe obHoBMeHWe oT npounsBoanTenA.

Ccbinkn
oval:ru.altx-soft.win:def:62820
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:62820

sqlserver2016-kb4505220-x64_3d77a4ab09b7b74ebc729fdf4dc9af78055b9b40.exe (VENDOR)
http://download.windowsupdate.com/c/msdownload/update/software/secu/2019/07/sqlserver2016-kb4505220-
x64_3d77a4ab09b7b74ebc729fdf4dc9af78055b9b40.exe

SQLServer2016-KB4505220-x64.exe (VENDOR)
131c93ce-765a-4fe3-8cca-3c7674361a8¢c (MSWSUSID)

CVE-2019-1068 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-quidance/advisory/CVE-2019-1068

KB4505220 (Microsoft)
https://www.microsoft.com/en-us/download/details.aspx?id=58486

O6HoBneHne Puck: Bbicokuit

ALTXID O6HoBneHue ansa cuctembl 6esonacHocTu SQL Server 2016 Service Pack 2 GDR gns cuctem
316722 Ha 6a3e 64-pa3psagHbix (x64) npoueccopos (KB4532097)

OnucaHue

B nporpammHom npoaykte Microsoft o6HapyxeHa npobnema 6e3onacHoOCTU, KOTopasi MOXKET MOBIMSATE HA Bally CUCTEMY.

WUcnpaBneHue

HeobxoamMmo ycTaHOBWTL akTyanbHoe 0GHOBIEHUE OT NPOM3BOAMTENS.

Ccbinkn
oval:ru.altx-soft.win:def:66901
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:66901

sqlserver2016-kb4532097-x64_98c11cffe6c4dd8027dc664d8888dad19ebf3c93.exe (VENDOR)
http://download.windowsupdate.com/c/msdownload/update/software/secu/2020/02/sqlserver2016-kb4532097-
x64_98c11cffe6c4dd8027dc664d8888dad 19ebf3c93.exe

c091b865-e45d-4b44-9fb2-9176620a442e (MSWSUSID)

CVE-2020-0618 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-quidance/advisory/CVE-2020-0618

KB4532097 (Microsoft)
https://www.catalog.update.microsoft.com/Search.aspx?q=KB4532097

O6HoBneHne Puck: Bbicokuit
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https://support.microsoft.com/ru-ru/kb/306525
https://support.microsoft.com/ru-ru/kb/328010
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:62820
http://download.windowsupdate.com/c/msdownload/update/software/secu/2019/07/sqlserver2016-kb4505220-x64_3d77a4ab09b7b74ebc729fdf4dc9af78055b9b40.exe
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1068
https://www.microsoft.com/en-us/download/details.aspx?id=58486
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:66901
http://download.windowsupdate.com/c/msdownload/update/software/secu/2020/02/sqlserver2016-kb4532097-x64_98c11cffe6c4dd8027dc664d8888da419ebf3c93.exe
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0618
https://www.catalog.update.microsoft.com/Search.aspx?q=KB4532097

ALTXID HakonutenbHbi naket ana .NET Framework 4.8 ans Windows 10, Windows Server 2016 ans
324648 cuctem Ha 6ase 64-pa3psaaHbix (x64) npoueccopoB (KB4552926)

OnucaHue

B nporpammHom npoaykte Microsoft o6HapyxeHa npobnema 6e3onacHoOCTU, KoTopasi MOXKET MOBIMSATH HA Bally CUCTEMY.

WUcnpaBneHue

Heob6xoammo YCTaHOBUTb aKTyalnbHOe obHoBMeHne oT npoussogunTens.

Ccbinku

oval:ru.altx-soft.win:def:68791
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:68791

windows10.0-kb4552926-x64-ndp48_3aeb81a5f71e515f6edad508e575d13d0a58305b.msu (VENDOR)
http://download.windowsupdate.com/d/msdownload/update/software/secu/2020/05/windows10.0-kb4552926-x64-
ndp48_ 3aeb81a5f71e515f6eda4508e575d13d0a58305b.msu

ffc68d48-a70a-4ef2-8c65-4344290c7e2e (MSWSUSID)

4583cafe-8f5c-4bca-a5ed-59fe80653fc3 (MSWSUSID)

CVE-2020-1108 (Microsoft)
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1108

KB4552926 (Microsoft)
https://catalog.update.microsoft.com/Search.aspx?q=KB4552926

O6HoBneHne Puck: Bbicokun

ALTX ID OGHOBMEeHne Ans cucteMbl 6ezonacHocTv SQL Server 2016 SP2 GDR ans cuctem Ha 6ase 64-
345238 pa3psagHbix (x64) npoueccopoB (KB4583460)

OnucaHue

3710 obHoBReHne npumeHsieTcs k Microsoft SQL Server 2016 SP2

UcnpaBneHue

HeobxoamMmo ycTaHOBUTL akTyanbHoe OGHOBINEHNE OT NPOM3BOAUTENS.

Ccbinku
oval:ru.altx-soft.win:def:73383
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def: 73383

sqlserver2016-kb4583460-x64_c74499835a7ff80a5358c7044285563416edb5fa.exe (VENDOR)
http://download.windowsupdate.com/c/msdownload/update/software/secu/2020/12/sqlserver2016-kb4583460-
x64_c74499835a7ff80a5358c7044285563416edb5fa.exe

SQLServer2016-KB4583460-x64.exe (VENDOR)
71568a21-2db5-4b02-8802-223980cd08b0 (MSWSUSID)
CVE-2021-1636 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1636
KB4583460 (Microsoft)
https://www.microsoft.com/en-us/download/details.aspx?id=102622

O6HoBMEHNe Puck: Bbicokun

ALTXID HakonutenbHbin nakeT ana .NET Framework 4.8 ans Windows 10, Windows Server 2016 ans
347882 cuctem Ha 6ase 64-pa3psagHbix (x64) npoueccopoB (KB4601051)

OnucaHue

B nporpammHom npoaykte Microsoft o6HapyeHa npo6nemMa 6e3onacHoOCTU, KoTopasi MOXKET MOBMNMSATL Ha Bally CUCTEMY.
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https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:68791
http://download.windowsupdate.com/d/msdownload/update/software/secu/2020/05/windows10.0-kb4552926-x64-ndp48_3aeb81a5f71e515f6eda4508e575d13d0a58305b.msu
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-1108
https://catalog.update.microsoft.com/Search.aspx?q=KB4552926
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:73383
http://download.windowsupdate.com/c/msdownload/update/software/secu/2020/12/sqlserver2016-kb4583460-x64_c74499835a7ff80a5358c7044285563416edb5fa.exe
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1636
https://www.microsoft.com/en-us/download/details.aspx?id=102622

UcnpaBneHue

HeobxoamMmo ycTaHOBUTL akTyarnbHOoe 0GHOBIEHNE OT NPOM3BOAUTENS.

Ccbinku
oval:ru.altx-soft.win:def:74793
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:74793
windows10.0-kb4601051-x64-ndp48_85c646a43918fc1cc03bc9b1b04228ec3d44d01e.msu (VENDOR)
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/01/windows10.0-kb4601051-x64-
ndp48_ 85c646a43918fc1cc03bc9b1b04228ec3d44d01e.msu
d737ed95-8ad6-4946-9fdb-bf894b9b536¢c (MSWSUSID)
2f8909ba-a081-4d70-89d7-2efa714b8e70 (MSWSUSID)
CVE-2021-24111 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-24111
KB4601051 (Microsoft)
https://catalog.update.microsoft.com/Search.aspx?q=KB4601051

O6HoBMEHNE Puck: Bbicokui

ALTXID HakonutenbHbin naket ana .NET Framework 4.8 ans Windows Server 2016, Windows 10 ans
378943 cucTem Ha 6ase 64-paspsaHbix (x64) npoueccopos (KB5008877)

OnucaHue

B nporpammHom npoaykte Microsoft o6HapyeHa npobnema 6e3onacHOCTU, KOTopasi MOXXET MOBMNUSATL Ha Bally CUCTEMY.

UcnpaBneHue

HeobxoaMMo yCTaHOBUTL akTyarnibHoe OOHOBMEHME OT NPOM3BOANTENS.

Ccbinku
oval:ru.altx-soft.win:def:81295
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:81295

windows10.0-kb5008877-x64-ndp48_df1e4f9dcdb91ebe15d12466be0fd24f966390f7.msu (VENDOR)
http://download.windowsupdate.com/c/msdownload/update/software/secu/2021/12/windows10.0-kb5008877-x64-
ndp48_df1e4f9dcdb91ebe15d12466be0fd24f966390f7.msu

2f32b4b8-5d34-417a-88fd-548664aac4f0 (MSWSUSID)

1edb4837-6ed9-4f05-93ef-258636f72cce (MSWSUSID)

CVE-2022-21911 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21911

KB5008877 (Microsoft)
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5008877

O6HoBMEHNE Puck: Bbicokuit

ALTX ID HakonutenbHbin naket ana .NET Framework 4.8 ans Windows Server 2016, Windows 10 ans
392279 cucTeM Ha 6a3se 64-pa3psagHbix (x64) npoueccopoB (KB5013625)

OnucaHune

B nporpammHom npoaykTte Microsoft o6HapyxeHa npo6nema 6e30nacHOCTU, KOTOpasi MOXET MNOBMNUSTL Ha Bally CUCTEMY.

WUcnpaBneHue

Heobxogmmo YCTaHOBUTb akTyalibHOe obHoBMEHMe oT npon3BoaunTend.

Ccbinku

oval:ru.altx-soft.win:def:84221
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:84221
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https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:74793
http://download.windowsupdate.com/d/msdownload/update/software/secu/2021/01/windows10.0-kb4601051-x64-ndp48_85c646a43918fc1cc03bc9b1b04228ec3d44d01e.msu
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-24111
https://catalog.update.microsoft.com/Search.aspx?q=KB4601051
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:81295
http://download.windowsupdate.com/c/msdownload/update/software/secu/2021/12/windows10.0-kb5008877-x64-ndp48_df1e4f9dcdb91ebe15d12466be0fd24f966390f7.msu
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-21911
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5008877
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:84221

windows10.0-kb5013625-x64-ndp48_40571d308318752756¢72529207e43e30ed1ae01.msu (VENDOR)
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/04/windows10.0-kb5013625-x64-
ndp48 40571d308318752756¢72529207e43e30ed1ae01.msu

71747baf-0d9d-477e-938e-df62272f2f44 (MSWSUSID)

9bde2806-0883-408e-a367-297989533cc1 (MSWSUSID)

CVE-2022-30130 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30130

KB5013625 (Microsoft)
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5013625

O6HoBREHVE Puck: Bbicokui

ALTXID O6HoBneHue ans cucrtembl 6esonacHocTu SQL Server 2016 SP2 GDR ansi cuctem Ha 6a3se 64-
397950 pa3paaHbix (x64) npoueccopos (KB5014365)

OnucaHune

OT10 06HOoBReHune npumensieTcsa k Microsoft SQL Server 2016 SP2.

UcnpaBneHune

Heobxogmmo YCTaHOBUTb aKTyalnbHOEe oOHoBMEeHMe OT npounsBoanTenA.

Ccbinku

oval:ru.altx-soft.win:def:85011
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:85011

sqlserver2016-kb5014365-x64_147f6446eb6bce80fcb819b8cced77dec95eal2a.exe (VENDOR)
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/06/sqlserver2016-kb5014365-
x64_147f6446eb6bce80fcb819b8cced77dec95eal2a.exe

SQLServer2016-KB5014365-x64.exe (VENDOR)
485fee55-15be-4183-844f-67f717¢c2c794 (MSWSUSID)

CVE-2022-29143 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-29143

KB5014365 (Microsoft)
https://www.microsoft.com/en-us/download/details.aspx?id=104314

O6HoBReHne Puck: Bblcokuit

ALTXID HakonutenbHbi naket ana .NET Framework 4.8 ans Windows Server 2016, Windows 10 ansa
412357 cuctem Ha 6ase 64-paspanHbix (x64) npoueccopos (KB5020614)

OnucaHune

B nporpammHom npoagykte Microsoft o6HapyxeHa npobnema 6e30nacHOCTH, KOTOpPas MOXET MOBMUATb Ha Bally CUCTEMY.

UcnpaBneHune

Heobxogmmo YCTaHOBUTb aKkTyanbHOE obHoBMeHMe oT npon3BoanTenA.

Ccbinku
oval:ru.altx-soft.win:def:87504
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:87504

windows10.0-kb5020614-x64-ndp48_789dc2b5ddc5b303a17e9799859f76297a683ffa.msu (VENDOR)
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/10/windows10.0-kb50206 14-x64-
ndp48_789dc2b5ddc5b303a17e9799859f76297a683ffa.msu

d973c80c-8187-4583-bd59-3cae8826e0e1 (MSWSUSID)
357b6552-69cc-45a5-a693-16211ea3b799 (MSWSUSID)
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https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/04/windows10.0-kb5013625-x64-ndp48_40571d308318752756c72529207e43e30ed1ae01.msu
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-30130
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5013625
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:85011
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/06/sqlserver2016-kb5014365-x64_147f6446eb6bce80fcb819b8cced77dec95ea12a.exe
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-29143
https://www.microsoft.com/en-us/download/details.aspx?id=104314
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:87504
https://catalog.s.download.windowsupdate.com/c/msdownload/update/software/secu/2022/10/windows10.0-kb5020614-x64-ndp48_789dc2b5ddc5b303a17e9799859f76297a683ffa.msu

CVE-2022-41064 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-41064

KB5020614 (Microsoft)
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5020614

O6GHoBReHne Puck: Bbicokui

ALTXID HakonutenbHbin naket ana .NET Framework 4.8 ans Windows Server 2016, Windows 10 ans
416740 cucteM Ha 6ase 64-pa3psgHbix (x64) npoueccopos (KB5020873)

OnucaHune

B nporpammHom npogykte Microsoft o6HapyxeHa npobnema 6e30nacHOCTH, KOTOpPas MOXET MOBNUATb Ha Bally CUCTEMY.

UcnpaBneHune

Heobxogmmo YCTaHOBUTb aKTyalnbHOE obHoBMeHMe oT npon3BoanTenA.

Ccbinkn

oval:ru.altx-soft.win:def:87996
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:87996

windows10.0-kb5020873-x64-ndp48_fadd94443f1d808ca7599eb3457848885e1a552d.msu (VENDOR)
https://catalog.s.download.windowsupdate.com/d/msdownload/update/software/secu/2022/10/windows 10.0-kb502087 3-x64-
ndp48 fadd94443f1d808ca7599eb3457848885e1a552d.msu

6fc601ad-2ba3-40a6-b9ed-ed086707309d (MSWSUSID)
e7cff197-026d-44e4-9284-bc03c1f29df7 (MSWSUSID)

CVE-2022-41089 (Microsoft)
https://msrc.microsoft.com/update-guide/vulnerability/ CVE-2022-41089

KB5020873 (Microsoft)
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5020873

Puck: CpegHui

ALTX ID

166129 O6HapyxeHa Heo6HOBNéHHaa Bepcua npoaykrta VMWare Tools

OnucaHue

OGHapyxeHa HeobHOBNEHHasA Bepcus npoaykta VMWare Tools.

WUcnpaBneHue

Heob6xogmmo YCTaHOBUTb aKTyalnbHOE obHoBMeHMe oT npon3BoanTenA.

Ccbinkm
oval:ru.altx-soft.win:def:49803
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:49803

VMWareTools (VENDOR)
https://docs.vmware.com/en/VMware-Tools/
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41064
https://www.catalog.update.microsoft.com/Search.aspx?q=KB5020614
https://ovaldbru.altx-soft.ru/Definition.aspx?id=oval:ru.altx-soft.win:def:87996
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41089
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	Обновления
	Хост: sql-01
	Список обновлений


